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FOREWORD 


February 19, 1993 


This Handbook is reissued under the authority of DoD Directive 0-2000.12, "DoD 
Combatting Teirorism Program," August 27, 1990. Its purpose is to provide information 
and suggestions for reducing the risk and vulnerability of DoD personnel, their dependents, 
facilities, and materiel to acts of tenoristiL 

DoD 0-2000.12-^ "Protection of DoD Personnel Against Terrorist Acts," August 
20, 1983, is hereby cancel^ 

This Handbook applies to the Office of the Secretary of Defense (OSD), the 
Military Departments, the Chairman of the Joint Chiefs of Staff and the Joint Staff, the 
Unified and Specified Commands, and the Defense agencies (hereafter referred to 
coUecrively as "die DoD Conqxments"). 

This Handbook is effective immediately. The suggested protective measures in this 
Handbook are not established as formal DoD guidance, but should be considered for 
evaluation and implementation by the DoD Components in executing their responsibilities 
assigned in E)oD Directive 0-20()0.12. All measures that protect DoD assets from terrorist 
attack, whether or not they are specifically included in this Handbook, should be 
implemented consistent with local requirements identified by senior military commanders or 
ci^^an managers as sqipropriate. The DoD Components may use this Handbook to 
develop briefings and to increase antiterrorism awareness as well as for military education 
and tr ainin g programs. DoD Components may issue supplementary instructions. 
Comprehensive documents that are developed fiom this Handl^k must be protected to 
prevent their tniaise outside the D epar tment of Defense. 

Release of this publication is subjea to approval by the Assistant Secretary of 
Defense (Special Operations and Low-Intensity Conflia). The Naticnal Disclosure Policy 
shall govern disclosure of this document to fmign governments. Applicable portions of 
this Handbook may be released to DoD dependents and foreign nation^ employed by the 
Department of Defense to provide diem wiA appropr iate guidance on protectitm measures. 

Submit recommended dianges through diaimels to: 

Assisont Secretary of Defense 

(Special Operations and Low-Intensity Cbnflia) 

The Pmtagon 

Washington, DC 20301-2500 

The DoD Components may obtain copies of this Handbook through their publication 
channels. Other Federal Agencies may obtain cc^ies fiom this office. 

/T JAMES R. LOCHER, m 
4-Assistant Secretary of Defense 
Special Operations and Low-Intensity Omflict 
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DEFINITIONS 

1 . Antiterrorism (AT). Defensive measures used to reduce the vulnerability of indi- 
viduals and pn^>erty to terrorist acts, to include limited response and containment by 
local militaiy forces. 

2. AT Awareness. Fundamental knowledge of the terrorist threat and measures to 
reduce perscnal vulnerability to terrorist acts. 

3. AT Residoit Training. Fbrinal classroom instriKtimi in designated DoD courses 
that provide specialized instructitxi on speciiic co mbattin g terrorism topics; i.e., 
perstmal protection, terrorism analysis, regional interest, and AT p lanning 

4. Combatting Terrorism. Acdmis, include AT and CT, taken to oppose terrorism 
thrtm^K>ut the entire tiwnar s pe c tr u m. 

5. Counterterrorism (CT). Offensive measures taken to prevent, deter, and respond 
to terrorism. 

6. DoD’Designated High-physical Threat Countries. Geographic areas deter- 
mined to be of significant terrorist threat to DoD travelers, as rie-^ i gnated by the 
Assistant Secretary of Defense (Special Operations anri Low-Intensity Conflict) in 
coordhuuKHi with die Assistant Set^tary of Defense (Intemantmal Security Affairs) , 
the Assistant Secretary of Defense (International Security Policy), and the Deputy 
Under Secretary of Defense (Strategy and Resources). 

7 . Domestic Terrorism. T e rrori sm perpetrated by the citizens of one country against 
feUow countrymen. That includes acts against citizens of a second country when they 
are in the host country, and not the principal or intended target 

8. Family Member. Individuals defined as "dependent" in Section 1072(2) of 
10 U.S.C (reference (c)) including spouse; unmarried widow; unmarried widower, 
unmarried legitmiate child, including ac^ted child or stqichild (under 21, incapable 
of self support or under 23 and enrolled in a full- rime institution). 

High-Risk Billet. Authorized personnel billet (identified and recommended by 
^Tpropriate authority) that because of pade, assignment travel itinerary, or symbolic 
value may make personnel filling them an especially attractive or accessible t er r or ist 
targcL 

10. High-Risk Personnel. U.S. personnel and their family members whose grade, 
assignment, travel hmerary, or symbolic value may make tb^m an esp^ially anractive 
or accessible terrorist target 

11. High-Risk Target. U.S. material resources and facilities, because of mission 
sensitivity, ease of access, isolation, and symbolic value may be an especially 
attractive or accessiUe terr ori st target 

12. International (or Transnational) Terrorism. T e rr ori sm in which planning and 
execution of the terrorist act transcends national boundaries. In defining international 
terrorism, the purpose of the act the nationalities of the victims, ca* the resolution of 
the incident are considered. Those acts are usually plaimed to attract widespread 
publicity and are designed to focus attention on the existence, cause, or demands of 
the t ei T oii sts. 
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CHAPTER 1 

THE DoD ANTITERRORISM HANDBOOK 


A. INTRODUCTION 

1 . DoD personnel, facilities, and materiel have been targeted for attack. Criminal 
attacks on DoD personnel by individuals and organizations operating outside the formal 
command and control structure of national governments have claimed nearly 300 DoD- 
affiliated personnel dead and more than 200 injured in the past twenty years. 

2. The destruction of U.S. Marine Headquarters at the Beirut International Airport in 
October 1983 was the single greatest loss of American military personnel attributed to a 
single terrorist acL But other attacks could have had caused more casualties and had even 
more serious consequences for the ability of the DoD to carry out its assigned roles and 
missions. 



U.S. Marine Headquarters in Beirut, Lebanon, was destroyed 
by a truck bomb in late October 1983 
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representatives abroad. They are symbols of the U.S. Govemment They become terrorist 
targets as a means of promoting change . 



Remains of a private vehicle destroyed in the ear bomb attack 
at Ramstein Air Base, August 1985 


8 . According to Directive 0-2000.12 (reference (a)); 

It is DoD Policy: 

1 . To protect DoD personnel and their families, facilities, and other 

material resources from terrorists acts 

2. To facilitate inter-Service coordination and support of U.S. 
Government andteirorist activides.” 

9. This DoD Andtenori sm Handbook is pan of a larger set of efforts to implement 
DoD andtenotism policy. 

B . DoD AT HANDBOOK PURPOSES 

1 . The DoD Andterrorism Handbook has been prepared to serve as a reference 
document for all DoD Components. The Handbook contains material to suppon the 
development of andterrorism awareness, educadon, and training acdvides by ail DoD 
components. It contains informadon that can be used to form the foundadon of individual, 
famil y, installadon, and unit andterrorism efforts. 

2. Used in conjuncdon with other DoD, Service, Defense Agency, and Joint 
Publicadons, this DoD Andterrorism Handbook can assist in the development of 
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eduadon and training of personnieP# and develop plans and 

programs to prevent, respond, contain, and resolve terrorist incidents should they occur. 
There is also a reactive phase in which crisis management plans are implemented and 
teiroiist incidents resolved. 

D. ANTITERRORISM AND FORCE PROTECTION 

1 . The term ’’antiterrotism'’ includes those "defensive measures used to reduce the 
vulnerability of individuals and property to terrorism, ... to include limittvl response and 
ccmtainment by local military faces." 

2. The term "countertenorism" involves those "offensive measures tair^n to prevent, 
deter, and respond to terrorism." Sensitive and compartmented programs of counter- 
terrorism are addressed in relevant National Security Decision Directives (NSDDs), 
National Security Directives (NSDs), contingency plans, and other relevant classified 
documents. 

3. The distinctions between antiterroiism and coimt e n e rr orism are approximately 
analogous to the distinctions between preventive and acum medicine. Preventive mcdidne 
including annual physicals, inoculations, and periodic checkups is intended to reduce the 
likelihood of becoming ill and mitigating the effects of illness should it occur. Acute 
medicine brings specialized medical resources to a disease, to contain and cure the d i yase, 
sometimes to include invasive procedures such as surgery. 

4. The DoD Combatting Terrorism Program (antiterrorism) seeks to reduce the 

likelihood that DoD-affiliated personnel, facilities, and materiel will be anapirp<j and to 
mitigate the effects of such attacks should they occur. Antiterrorism, as discussed 
throughout this Handbook, is an element of a broada ccmcept called force protection. The 
term "force protection" consiss of active and passive measures m <j gt er and defeat 

threats directed toward military service mem b er s , their famfly members, DoD civilians and 
the facilities and equqmient which siq>pat them in the execution of operatiois. 

5. The DoD network of people, facilities, and materiel resources span the globe. Asa 
consequence of this far flung distribution of resources, there are an infinite number of 
circumstances that can occur resulting in some diminntion of DoD Con^>onents’ ca pa bility 
to carry out assigned rmssions and responsibilities. Natural disasters can degrade DoD 
capabilities and performance. Common street crime can be equally damaging to the 
maintenance of readiness and csq>ability. 

6. Force protection concepts must take into account all of these potential threats to 
readiness and capability. Theft and damage to property motivated by greed, acts of 
espionage, or acts of sabotage, can be equally effective in terms of limi ting or reducing 
DoD capabilities. Self protection measures are an integral part of force protection. People 
are important "assets," just as are facilities, equipment, and information. 

7. Department of Defense antiterrorism efforts build on the foundation of physical 
security, crime prevention, industrial health, safety, and hygiene progr am s, and military 
and dvil construction programs. These efforts are designed to r^ce a broad range of 
physical dangers faced by DoD-affiliated personneL The terr ori st threat is a significant 
danger, and a danger that many DoD force protection initiatives can mitigate. 

1-5 

FOR OFFICIAL USE ONLY 



DoI> 0-200P,12-H 


cnme. 


nani^idisasters, or loss'^df key 
a^etj3^(Saira^e3 by the 




2. Force protection efforts and antiterrorism progito’ShdiiSfei‘ by all DoD 
Components are closely reiat^ Each progr^yvIncJuding^asaiM igthe 

defense industrial base, seeks to ensure the abi^ty of PoD Components to cany out all 


infrastructure especially im p o rt a n t 
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CHAPTER 2 


CHARACTERISTICS OF TERRORISM 


A. DEFINITIONS 

1 . The term, "tenoiism" has yet to be given a universally accepted definition. The 
Federal Bureau of Investigation (FBI) defines teiroiism as: 

... the unlawful use of force or violence against persons or property to 
intimidate or coerce a government, die civilian population, or any segment 
thereof, in furtherance of political or social objectives.^ 

2 . The U.S. Department of State ^>)S) defines terrorism in a sli^tly different way: 

. . . "terrorism" [is] premeditated, politically motivated violence perp et rated 
against noncombaiant targets by subnational groups or clandestine state 
agents, usually intended to influence an audience, "bmmatiooal terrorism" 
is terrorism involving the citizens or territory of more than one country.^ 

3. The following definititm is used by die Department of Defense: 

The calculated use of violence or threat of violence to inculcate fear, 
intended to coerce or try to intimidate governments or societies in the 
pursuit of goals that are generally political, religious, or ideological.^ 

4. The definitions of terrorism used by U.S. Govemmrat Departments and Agencies 
are applicable to all forms of political violence.^ Although this Handbook uses the DoD 
definition of terrorism throu^out, it is imptmant to remember that the DoD definition 
subsumes both definiticHis used by the FBI and the DoS. There is no porticm of the U.S. 
Code which makes "terrorism" a crime. However, it is unlawful to use violence or the 
threat of violence against officers and employees of die United States government, their 
contractors, or their dependents, as well as U.S. Government prt^ierty for any purpose. 
Hence acts of political violence committed against DoD personnel, facitities, and materiel 
are criminal acts. 


^ Federal Bureau of Invesogatioo, Terrorism in the United States (Washingtoo, D.C.: U.S. Defiartment 
of Justice, 1990). p. 25. 

^ U.S. Depanmem of State, Paaems of Global Terrorism, 1989 (Washington, D.C.: U.S. Department 
State. 1990), p. v. 

^ DoD Directive 0-2000.12 (refereace (a)). 

^ David E. Long, The Anatomy of Terrorism ^ew Y«fc Free Press, 1990), pp. 3-5. Mr. Long was, at 
the time of publication, on loan to the National Defense University ficm his position as a Foreign 
Service OfiBcer. 
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philosophic^ dynaimcs, cfos. and 

secunty forces to identify members penetraie ^ opponunities fw 

actions. These personal factors can cSse terrorist r terrorist 

e.g., the splintering of the Popular Front f^e LiSarin faction(s); 

bend terrorists andteing^b^?^e^^^ forces to 


c. Terrorist Support Structures 

no access to government “ 

typical organization consists of operational mSL 2-1, a 

outlined below, and several categ^^^^ ^ organized as 


Hardcore 

Leadership 


Active Cadre 


Active Support 


Passive Support 


F'Sure 2-i. Terrortt, Group Leadorshlp. Member. support Pymmid 
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that the group purports to serve and may chaiismatic figures. If the group is state- 
su[^)ortBd or state-directed, then the leadership will include one or more m em ber s who may 
have bad extensive training or education by the sponsoring state. 

(3) Beneath the Hardcore Leadership is the Active Cadre. This membership 
cadre comprises the "soldiers" of the terrorist group. These are the individuals who build 
and deliver bombs, commit aimed assaults, and take other criminal actions. The active 
cadre may include individuals who are deranged, sociopaths, or psychopaths. While 
"crazies" may from tune to time achieve notorieQr and prominence widiin a tenorist group, 
their unstable and idiosyncratic behavior usually prevents them from achieving and 
sustaining themselves in a leadership role for a long period. It does not, however, prevent 
them from q}lintering away from a terrorist gioiq) and starting their own group. 

(4) Beneath the Active Cadre is a layer of active stq>pon. Individuals in this 
layer may not consider themselves to be members of a tmoiist group. They do, however, 
provide money and other resources to causes which, if not outright fronts for, are closely 
linked to tenorist groups. They may provide logistical or technical assistance to the 
tenorist group. They may even play minor, relatively safe roles in terrorist operations, 
sudi as acting as a tail ca a spotter during a targeting ^ort 

(5) Hnally, the lowest layer of the pyramid includes passive supportms of a 
terrorist group. This layer includes individuals ^o acknowledge die presence of t enori st 
group members or the presence of tenorist group activity in their homes, the 
neighborhoods, their place of business, or other locations and actively choose to ignore 
such activities. Passive supporters of terrorist groups "look the odier way" so that they do 
not have to ackrxiwledge th^ role or conqilicity in ^ COTsequences of a tenrorist attary 

(6) As depicted in Hgure 2-1 and as observed above, there are many types of 
individuals who join terrorist groups and organizations or otherwise lend their suppon to 
such causes. 

C. CHARACTERISTICS OF TERRORIST GROUPS 
1. Leadership 

L ead er ship of terrorist organizations is as diverse as the organizations themselves. 
Although the popular image of terrorists in the media is one of a deranged, almost 
criminally-psychotic personality, most profiles of terrorists inHiraty ^jat t er r ori sts and their 
leaders are gmerally politically motivated, fairly well-educated, and usually from middle- 
class backgrounds.^ Leaders of tenorist organizations are often quite charismatic, an<| 
often have extensive background and training in militaiy tactics and plannin g Terrorists 
engage in armed activity, but tiieir leaders are not usually similar to hard-core criminals. 


^ See Michael SuAl, Demystifying the Mystery of Intentatkaial Terrorism,” pnbliriied in Charles W. 
Ke^y, Jr., Ed, /luernmioiia/ rerrorum: Characteristics. Causes. Sl Martins 

Press, 1990), pp. 81-96. See also Charies A. Russell and Bowman H. Miller, ”Poniait of a Terrorist,” 
in Lawrence Freedman and Yooab Alexander, Eds., Perspectives on Terrorism (Wilmington. DeL: 
Scholariy Resomces, 1983), pp. 45-60. 
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2. Recruitment 

Terrorists are generally recruited at a relatively young age-late teens and early 
twenties— although those with special skills and training are sought continuously. Those 
who join terrorist organizations often have highly ambitious goals that they have failed to 
meet Or they may be highly idealistic and have been affected an event that qihcwntiat^ 

their political beliefs. This leaves them susceptible to the "pitch" of their recruiter, and 
increases die chances of their joining the organization. 

3. Training 

a. Terrorists groups, like odier formal organizations, conduct t rainin g programs. 
Although these training programs vary considerably from one terrorist group to another, 
such programs seem to share some ctxnmon thw»aH« 

b. Terrorists generally leam how to use small arms with minimal if not 
outstanding proficiency. In some instances, the small arms available to terrorists will be 
equivalent to cm- even better than those of many military forces around the world. Some 
terrorist groups have expanded their training syllabi to include man-portable anti-tank ?n<i 
anti-aircraft weapons. Such weapons are obtained either as die result of thefts, illicit sales, 
or overt sales diverted to the t e r ror ist organizations by synqiathizers. 

c. Terrorists have also been given rigorous instruction in the design and use of 
explosive devices. Depending on the degree of governmental suppon available, the syllabi 
have included the use of substances ra ngin g from common grocery store and hardware 
store chemicals, to military-type explosives including plastique. 

d. Terrorists are also given instruction in intelligence collection and analysis, 
including observations, tracking and trailing, cryptography, communications interception, 
signals inter ception, and suueptitious entry into and exits from structures, c n mpnnnHg^ anH 
vehicles. 


e. The quality of training varies significandy from one terr or ist group to another. 
A very large factor in determining the quality of training is the degree to which a terrorist 
group is operating with the knowledge and suppmt of a foreign gove rnmen t, Those 
terrorist groups that were supported by the eastern European intelligence services in the 
1970s and 1980s appeared to be die best trained. 

4. Intelligence Collection and Analysis 

a. Tenorist groups frequently establish dedicated intelligence organizations. The 
missicMi of these organizations is to collect as much infor mation as possible regarding the 
activities of potential targets, to aid in the identification of specific targets, to ^ terrorist 
leaders in the assessment of effective and ineffective tactics, and to provide a post anarv- 
assessment of actions. 

b. Intelligence gathering for terrorist organizations varies in sophistication and 
quahty from group to group. Most well-funded terrorist organizations are able to buy or 
coerce informants with information regarding law enforcement efforts, airline passenger 
lists, schedules of events, etc. This is particularly easy in countries with plentif^ sources 
of open information like the United States. 

2-5 

FOR OFFICIAL USE ONLY 



DoD 0-2000.1 2>H 

c. Target selection for terrorist incidents results fiom evaluation of a number of 
variables. Targets are usually selected for a terrorist event because of the potential for 

(1) Generating large-scale media coverage. 

(2) Damaging or destroying an asset of value to an adversary. 

(3) Forcing or coercing political negotiatians for die group's war or current 

cause. 

(4) A ssassi n a t ing a key political, mUitary. or other figure. 


(5) Enhancing the reputation or credibili^ of tiie grot^. 



6. Counterintelligence 


a. Terrorists operate very effective counterintelligence oxgamzaticns on Their own 
behalf. Sometimes, they arc able to obtain assistance from government police and 
intelligence services, either through use of bribes or coercion, or because they find a 
sympathizer who agrees to provide informaticMi about government counterterrorism and law 
enforcement activities. Terrorists have also demonstrated ocmsidetaUe sc^histication in the 
ac(]uisition and use of con miuni ca om is intelligence equipment. Time have been press 
reports <» terrorist incidents in Europe and the Middle Ea^ suggesting diat terrorists used 
police and aircraft radio frequency scanners during tiieir AT^ac l g 

b. Terrorist groups have demonsoated ruthless behavior towards individuals 
thought to be informers or police agents. At times, terrorists torture and then murder 
alleged informers outright In other instances, however, terrorists manipulate alleged 
informers, effectively turning them into double agents providing law enforcement services 
with false, misleading, and deceptive infotniation. 
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7. Deployment 

a. Teirorist groups deploy against targets using any and all means of 
transportation and documentation. In the 1970s and 1980s, it was quite common for 
teiTorists to travel on genuine passports issued in the pseudonyms of terrorists. During the 
late 1980s and 1990s, it ^jpears that terrorists relied more frequently on bogus passports or 
otho* travel documents. 

b. Stolen and forged airline and passenger ship and/or ferry tickets are other 
examples of travel documents in hi^ terrorist demand. The huge volume of international 
travel m a ke s the control of such documents difficult at best. Evoi if ticket blanks are lost 
or stolen, reporting the loss or theft to law enforcement, insurance companies or 
authorities is slow, cumbersome, and expensive. It is not surprising t bar many thefts of 
these travel documents are singly ignored. 

c. Intemadonal terrorists <^>erating in Eurt^te appear to have gained substantial 
freedom of movement as a result of Europe's political integratiorL European borders are 
becoming increasingly porous, much as the borders between the individual states in the 
United States are to^y. As a result, the requirement for border checks, display of proper 
identification, and the opportunity to detect the international transport of weapons anchor 
explosives has diminished 

d. Even though the ability of terrorists u> move from one locale to anodier may be 
less inhibited by international travel restrictions, terrorists remain very careful and alert 
Vehicles used by terrorists often contain hidden compartments in which contraband is 
concealed Weapons are often transported in pieces, and inDprovised explosive devices are 
oftentimes shaped from the "manufacturer’* to the "user" in multiple shipments. 

e. Due lo the surreptitious nature of terrorist attacks, movement of t errori sts from 
a training or staging area to their target locatimi is often a slow process requiring much 
suppoiL Safehouses, for last nrinutg cntnmnnifatifm of plans, intelfigence on de target anH 
escape routes, multiple vehicles, and exhaustive trails of falsa papers are expensive, taira 
much time to assemble, and must be carefuUy husbanded as scarce resources. The 
clarxiestine nature of terrorist activity, especially naovement to die anarif site, is a potential 
vulnerability wiudi can be exploited by law enforcement authorities. 

8 . Types of Terrorist Attacks 


a. Common to every definition of terrorism is violent activity. Terrorist 
organizations resort t o various violence to generate publicity, incit e fear and achieve 
political goals. 



b. Although the world today appears to be more peaceful than in recent years, the 
threat of terrorism remains reaL Ther^ore, it is iiiqx>rtant to remain vigilant against the 
violent acts of terrorism described below. 
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6 


^deial Bureau of Investigation, Terrorism in the United States. 1989 (Washineton. D.C • U S 

Department of Justice, 1990), p. 21-22. gwu, 

^ U.S. Dqjartmeni of Slate, Significant Incidents of PoUncal Violence Against Americans. 1990 
(Washington, D.Cj U.S. Department of State, 1991), p. 3. 
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D. TERRORIST GROUPS 

1. For several years security forces categorized terrorist groups according to their 
operadcMial traditioas— national, transnational, and international. 

2. Nancmal groups operas within the boundaries of a single nation. Transnational 
groups operated across international borders. International groups operas in two or more 
nations and were usually assumed to receive direction firmn a foreign govemmem. Ease of 
international travel and the growing tendency toward cooperative efforts among t er r ori st 
groups have rendered these categories of little opeiaticxial use. 

3 . Terrorist groups are categorized by government affiliation to help security planners 
anticipate terrorist targets and their sophistication of intelligence and weaponry. The three 
general t er ror i sm categories diat have gained accq>tance are: 

a. Non-State Supported 


A terroris t group tfaat^ 
from any govemment^HH^H 
detect, control, and eraRfl^^^^ 
other categmies of terrorist groups. 

b . State-Supported 


is t group that 


lously, receiving no significant support 
While such groups may be difficult to 
many of the advantages afforded to the 


(1) A terrorist group that generally operates 
port from one or more governments; 

State-supported t extori st groups in me past receivea a wiae range o 
err patrons. Such assistance has run the gamut from state-supported 
t rainin g facilides including special warfare insmicdon by military or intelligence service 
instructors, sanctuaries approaching reson-like accommodations, logistics and medical 
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suppcBt, intelligence support, and direct financial aid, to as little as sanctuary acknowledged 
by the state with strict linutanons imposed on terrorist group activity while in die sanctuary. 

(2) The degree of state-support for t e rrorist activities emanating from its 
territory has been used by the Department of State as one of the criteria to determine 
whetho^ or not a government qualified as a "State Sponsor of Terrorism." States so 
designated risk loss of trade as well as economic and security assistance firmn the United 
States Govenunent, as well as such embarrassment or worse resulting firom being laheied a 
"State Sponsor of Terror i sm." 

c . State-Directed 

(1) In the 1980s and early 1990s, there appears to have been an escalation in 

die ctMiflict between terrorists on the one hand and governments on die other. In several 
instances, most notably in the Middle East, certain states were going beyond the provision 
of siqiport to terrorist groups and were actively engaged in the organization and dtrecticm of 
tOTorist activities. Libya, Iraq, and Nordi Korea have been publicly as that 

have fisnished leadership and directicHi m terror i st groups. 

(2) State direction of a terrorist group can change the eharart er of terrorist 
organiz^ons and activities. It can bring about a much more disciplined, military-like 
orgamzation, resulting in even better planning and execution of terrorist acts. State 
direction of terrorist groups often appears to result in an increase in terrorist "fire-power," 
intelligence collection and analysis capabilities, logistics support, and level of canpetence 
in murder, kidnap, hostage taking, and desmiction of property. 

(3) State direction of terrorist activities can have serious, adverse con- 
sequences for both terrorists and their sponsors. Following tire bombing of a ni g h trb i b in 
Berlin which was determined to have been the work of state-directed Libyan terrorists, the 
United States retaliated against Libya. In the subsequent military attack, Libyan 
government buildings were severely damaged, and the Libyan leader, Muammar Qadhafi 
suffered the personal loss of a child ^Kben his family home was hnTwtvvt 

(4) State directimi of terrorist activity sits <m the bcxder between 
intematicxial criminal activity and initiation of clandestine mflhary activities tanrammim to a 
state of war. International response to the Libyan bombing <rf the Berlin nightclub and the 
general lack of opposition to Americ an military retaliation again sr this termist act appears 
to have been duly noted by other states accu s ed of gimiiar sponsorship and direction of 
terrorist organizations. 

E. SUMMARY 

1 . Terrorism is characterized as the unlawful use of violence or threat of violence to 
coerce or intimidate a govenmient or a society. D6D persouneL far iiit ic s. and materiel have 
been victimized by terrmist attacks at home and abroad. They have been selected for 
criminal attack b ec a us e they are obvious symbols of the U.S. Govonment 

2. Terrorist groups are led by rational, calculating leaders. These leaders have well 
defined goals and objectives. Terrorist tactics are employed as part of their politico-military 
strategy to achieve these goals and objectives. While active members of terrorist groups 
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may include individuals who are unbalanced, unstable, or "crazy," it is dangerously 
incorrect to assume that terrorist groups generally and terrorist leadership cadres in 
particular are iiraiioDal or psychotic. Terrorist attacks can usually be understood as rational 
so long as the values that define rational in a particular culture are understood. 

3. Terrorist groups organize themselves along military lines and develop functional 
specialists. Many terrorist groups are well disciplined. They carry out their attacks with 
notary-style precision. 

4. The U.S. Government has a well articulated policy and implementing strategy to 
combat t er r ori sm in all of its forms. This is discussed in the following chapter. 
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CHAPTER 3 

U.S. GOVERNMENT POLICY, STRATEGY, AND 
ORGANIZATION TO COMBAT TERRORISM 

A. GENERAL U.S. GOVERNMENT POLICY 

1 . The U.S. Govenunent's general policy on teirorism is clear and unambiguous: 

a. The U.S. Government is opposed to domestic and international terror i sm and 
is prepared to act in concert with other nations or unilaterally when necessary to prevent or 
respond to terrorist acts. 

b. The U.S. Government considers the practice of terrorism by any person or 
group a potential threat to its national security and will reast the use of terrorism by all legal 
means available. 

c. States that practice terrorism or actively support it will not do so without 
consequence. If there is evidence that a state is mounting or intends to condua an act of 
terrorism against this country, the United States will take measures to protect its citizens, 
property and interests. 

d. The U.S. Government will make no concessions to terrorists. It will not pay 
ransoms, release prisoners, change its policies or agree to odier acts that might encourage 
additional t e rror i sm. At the same time, the United States will use every available resource 
to gain the safe return of American citizens who are held hostage by tetrcnists. 

e. The United States will act in a strong manner against terrorists without 
surrendering basic freedoms or endangering democratic principles, and will encourage 
other govenunents to take grriilar stands.^ 

2. This clear statement of policy buttressed by statute lays the foundation for an 
implementation strategy. 

B . U.S. GOVERNMENT STRATEGY FOR COMBATTING TERRORISM 

1 . The basic strategy employed by the U.S. Government to combat terrorism is to 
encourage all nations to b^ togeAer and give no sanctuary to terrorists. The stramgy has 
several elements: 

a. Intonaticxial exchange of infcamation and intelligence on terrorists; 


^ Report of the Vice-President's Task Force on Combatting Terrorism (Washington, D.C.: U.S. 
Government Printing Office, FetHtiary, 1986). 
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the apprehension and prosecution of terrorists; cnecnveness in 

c. Bilateral and multilateral efforts to inprove aviation and ma ritimi» security, 

^ d. Bilaieralexdangesoftemmaexp(TOaiid-cross.<i^ 

forces; for law enforceniem and iuemal security 

Moperatiou ia leseaich and development for new equipment to 

counter existmg and potential terrorist capaMities; h “iio 

*“ “ foreign couns for 

TT «: e«*nple. following the execution of Navy Petty Officer Robert Stethem, the 

convicd^li^^^t.;:^^ UPO” 

fn, f'u.^ November 14, 1991, the Department of Justice returned indictments aeainst 
^Ubyan ^o^ for their alleged role in the manufacture and inseiZ^ ex^S 
deviw mto the baggage compartment of Pan American Airways FUght 103 TTie^rcraft 

persons on the aircrart and 1 1 persons on the ground. 

Uniii tte to half of 1992, the governments of the United States and the 

^ Kmgdom ^hed diptemaiic pressure to the government of Ubya^to Z 

unsuccessful discussions ^th theS^ 
Nations. The U.N d« United Kingdom took the matter to the United 

* resolution authorizing the implication of 
international economic sancnons against Libya until the two alleged rmnrietc «r 

^te^er m the United Kingdom or to J United toes to rote 

of P»n Am Flight 103 passenger and crew and the lerideots of Lockerbie. 

_6. H iroTO instances, however, when bilateral and multilateral diolomacv is 

Government has made dear its intluirS^aS 
indhviduals accused of having attacked or killed American 

eaample of the U.S. Goventmem's willingness to take 

extraordinary measures grew out of a 1985 incident 

Jordanian Alia Airlines FHght 402 was hijacked en route 

nationals wei held hostage 

aiWafn* alleged hijackers was Fawaz Younis. Younis wL 

religious-political organization 

whose members have engaged in acts of terrorism. 
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8. Based on a Federal warrant issued on June 11, 1985, Younis was arrested by the 
FBI in international waters in the Mediterranean Sea on September 13, 1987. On March 
14, 1989, Fawaz Younis was convicted of conspiracy, hostage taking, and air piracy. 
Younis' arrest marked the first time an individual has been returned to the United States to 
face charges for violating an extraterritorial stamte, Title 18, United States Code Section 
1203 (Hostage Taking).^ 

9. Thus the general strategy by which the U.S. Government implements its 
opposition to terrorism is the following; 

a. Deny sanctuary to teDrorists^ 

b. Encourage the growth and development of international opposition to 
tenorism} 

c. Impose through multilateral, bilataral, or unilateral acticxi appropriate costs oiti 
states which support or direct intematitmal terrorist activity; and f 

d. Retain the right and exercise capabilities to seek out and apprehend on a ^ 

unilateral basis those individuals who commit pcditically motivated, criminal acts against . 
American citizens if bilatetal or multilateral dSbrts OtXttin coaody mdr 

is unsocosssful. 

10. To carry out U.S. Govenunent policy ^ implement the broad strategy outiinid 
here, a significant U.S. Govenunent-wide structure has been devekped# 

C. U.S. GOVERNMENT COMBATTING TERRORISM STRUCTURE 

The U.S. (jovemment has developed a formal structure to provide policy guidance 
and programmatic coordinatic»i of efforts to combat termism both at home and abroad 


1. Participating Agencies and Departments 



^ Federal Bureau of Investigation, Terrorism in the United States, 1989 (Washington, D.C.: U.S. 
Department of Justice, 1990), p. 6. 
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F. CHAPTER SUMMARY 


1 . The U.S. Government has a clear, well-defined policy on tezrorisni: t er r o rist acts 
are criminal acts of violence perpetrated to arouse fear and intimidate persons or 
governments. They are intolerable, and the U.S. Government will vigorously oppose 
efforts to cause changes in policy espoused by terrorist means. The U.S. Government will 
join all other governments in the pursuit of perpetrators of polincally motivated violence, 
and shall employ all lawful means to apprehend, detain, prosecute and punish those 
convicted of such acts. 

2. The U.S. Government has a three pronged strategy to implement this policy. The 
government works on a multilateral and bilateral basis to deny sanctuary to terrorists. It 
seeks either to extradite alleged terrorists to the United States for trial on violations of U.S. 
crinunal code or to have foreign governments try alleged terrorists under similar, 
appropriate laws. It seeks international cooperation to bring informal or formal sanctions 
against those states which provide support or direction to terrorist groups. Finally, the 
U.S. Government reserves die right to take direct action againa states that support or direct 
terrorist acts against American citizens and to extradite alleged perpetrators without their 
cooperation ot consent to stand trial in American courts for attacks on American Htiwng 

3. The U.S. Government has an effective interdepartmental structure involving 
representatives of all appropriate departments and agencies to coordinate information, 
promote research and development, and provide technical, logistic, and operational supper 
for dtxnestic and international antiterrorisiu and counte r te r ro ri sm effexts. 

4 . In the following chapter, the legal basis for and boundaries of the DoD Combatting 
T er rori sm Program are outlined. 
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CHAPTER 4 

THE DoD COMBATTING TERRORISM PROGRAM: 
LEGAL AND REGULATORY GUIDELINES 

A. REFERENCES 

1 - DoD Directive 2000.12, DoD Combatting Terrorism Program, August 27, 1990. 
1991^ Directive 5200.8, Security of DoD Installations and Resources, April 25, 

January 15^198^^^ 5525 J, DoD Cooperation with Civilian Law Enforcement Officials, 

^ Direcnve 3025. 12, Employment of Military Resources in the Event of Civil 

Disturbances, August 19, 1971. 

5. 50 U.S. Code Section 797. 

6. 18 U.S. Code Sectitm 1382. 

B . GENERAL 

1. *niis chapter will briefly outline pertinent DoD authoriiy to combat terrorism. This 
material is mtended only to ^d a general framework to guide the development of plans 
programs, training, and activities to ctnnbat terrorism during peacetime to engwy that Tv^r> 
coi^nrats TOmply fi^y with statutes, directives, and regulations. It is intended only as 
M mtro^ction. Policy makers and operational commanders should seek additional 
informanoQ and guidance from hi^er headquarters and servicing legal advisors. 

2. A lead agency is designated for coordinating U.S. Governmen t actions to resolve 
terrorist mcidents (ref. 1, para 3-lA). 
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C. DOMESTIC TERRORIST INCIDENTS 
1. On-installation incidents. 




ers uHvc mnerent auuiwuijr lu u&&c icasonaoiy ncccss 3 fy 
me^iTOS to mainrain law ordn on installations and to protect military personneL 
facilities, and property (ref. 2, para Q. This authority also includes the removal from or 
the d^al of access to an installation or site of individuals who threaten the orderlv 
3dmiTiistration of die installadoD or site. 


a. Designated commanders are defined in paragraph E, reference 2 . Amongother 

comma^ers, all military installation commanders are "designated commanders." For 
installations or activities not headed by a nrilitary commander, the "designated commander" 
IS the military commander in the chain of command immediately above such or 

acaviQr. 


b. Designate commanders must prepare, conspicuously post, and enforce the 

secunty orders and regulation promulgated in accordance with references 2 and 3 in order 
to en^ the proper safeguarding of faciHties. property, documents, and personnel ftom 
loss, destruction, or sabotage. 


c. Installanonconmiandersaieresponsibkforprovidingtheimtialan^ 

response to any mcident occurring on the installation- Commanders ate responsible for 
containing the damage, protecting property and personnel, and restoring order on the 
installation. In performing this military purpose, commanders may order searches and 
»i2urcs and take other reasonably necessary steps to maintain law and order, and to protea 
Federal fiicilities and property. 
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(1) For installations, or portions of installations, under exclusive Federal 
jutisdicdon, the state and local LEA have no juiisdicticni or authority, though they may seek 
or be asked to assist with security precautions and other duties consistent with their 
respective interests (e.g., off-installadon traffic control, sealing the area). Omimanders 
should be caudous in employing state and local LEA in areas of exclusive Federal 
jurisdicdon because such personnel may not be w ithin the scope of their state dudes and 
may also not &11 within the pTOtecdcn of Federal status. 


(2) If the incident occurs in an area of concurrent or proprietary jurisdicdon, 
the stams of state and local LEA is clearer, but their role in responding to the incident 
remains muddled. The coixmiander exercises broad and ul tima te authority to maintain law 
and order on the installadon, notwithstanding concurrent state jurisdicdon. The 
commander also may deny entry to (or renoove fiom) the installadon anyone who poses a 
threat to good order and di^pliro. 

(3) K state and local LEA agree to submit to the commander’s authority in 
reacting to a terrorist incident, those LEA personnel may assume a quasi-Federal status as 
the commander's agents. Civil liability for their acdons or omissions may attach to the 
U.S. 



D. INTERNATIONAL TERRORIST INCIDENTS 

1. DoD acdvides outside of U.S. territory are bound by intemadonal treades and 
agreements. Status of Forces Agreements (SOFA) are die most comm<» exan^le, but 
other Inlateral and multilateral stationing agreements impact cm U.S. forces preventing and 
reacting to terrorist incidents. Such agreements provide the authorides and responsilnlities 
of the host country and of U.S. forces based within the host country. Agreements 
ctmceming security, safety, use of fadlides, sharing of c rimin al intelligence informadon, 
rules for use of force, and other matters of mutual concern bind overseas commanders. 


2. Ultimate responsibility for tororism counteraction overseas lies with the host 
country. The host Country has a legitimate interest in and tight to enforce the law and 
maintain security, even on U.S. installations, within its borders. Intemadcxial agreements 
allow the U.S. to exercise audicnity on U.S. installations. Even if the host country refuses 
to protect U.S. installations, we have the right of self defense to protect U.S. facilities, 
property, and personnel. 
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4. The U.S. commander retains dte respcmsibility to the safety and security of 
personnel and property on U.S. installations outside U.S. territory. Generally, gtati«ni«g 
arrangements grant the U.S. the right (permissive) to take necessary lawful measures to 
ensure the security of U.S. installations and persoimel. For example, the NATO SOFA, at 
Ankle Vn, paragrs^h 10, states: 


A. Regularly constituted military units of a toce shall have the right to 
police any camps, establisfarnrats, or other premises whkh th^r occupy 
as to result of an agreement with to receiving state. The military 
polto of to toce may talre all appropriate measures to insure to 
maintenance of cnder ark securiQ^ on sudh premises. 


a. Applicable direcdves and reguladmis for security of U.S. military incfaiiatiftnc 
personnel, and facilities ^ly outside U.S. tenitmy, except where maA> inapplicable in 
whole or in part intematiorial agteemrats. 

b. Tlie U.S. may be obligated by international agreement to cooperate with host 
country authorities to allow them access to U.S. installations to protect existing host 
country intoests, subject to U.S. securi^ oonsideradOTs. 


c. Generally, U.S. regulations concerning rules to the use of toce and rules’ to 
carrying firearms must corr^ly wiA both U.S. and host nation standards (sec, e.g., U.S.- 

Germany Supplementary Agreement to to NATO SOFA Ankle 12, para 2). 

d. The U.S. retains primary ctirnitialjutisdictitn over U.S.persminelccmiri]itting 

criminal acts while performing official duties, and personnel are generally protected fiom 
civil liability while pertonring official duties. Failing to fnllow U.S. or host nation rules, 
such as those to to carrying of firearms, however, may fall outside to scope of "official 
duties" and sut^ U.S. personnel to foreign criminal and civil jurisdiction. 

E. INTELLIGENCE GATHERING 



2. Commanders and legal advisors must ensure that intelligence personnel, and 
others, follow to substantive and procedural requirements of these references while 
omducang intelligenoe acnvitks: 

a. Public Law 95-511, Fmeign Intelligence Surveillance Act of 1978. 

b. Executive Order 12333, "United States Intelligmce Activities," December 
4, 1981. 

c. DoD Directive 5240.1, DoD Intelligence Activities, AprU 25, 1988. 
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d. DoD Regulation S240.1-R, Activities of DoD Intelligence Components 
That Affert United States Persons, December 1982. 

e. Service regulations (e.g., AR 380-13, Acquisition and Storage of Information 
Concerning Nonaffiliated Persons and Organizations, and AR 381-10, U.S. Army 
Intelligoice Activities). 
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CHAPTER 5 

terrorist threat analysis and warning 

A. INTRODUCTION AND OVERVIEW 

etfons 

by the Department of Defense to analyze termri« th **®“"J®* approach that is used 

chapter concludes with a discussion SLentiatin^!S^SA*° 

threat warning. An overview of the DoD termri« fh ^ analysis from terrorist 

« the offlclodtag section of this^^ •» 

and Cheney ntet Men, u.S. 

attempt to unprove understanding of the terrorist thre^^-S approaches in 

terrorist threat information and publication rfA^analvti^ 
tXHnbatting terrorism orocram. Pennrtr nf riM_ . ^^^^^^^^“‘^“t^lyonestepinthe 
inspired by temnists, should not imm^n^TrlY urowJ??^'^?’ '*^^®** ®*‘ °“y be 

onager into » alen posat,”;iSn^SK 

^^^becontpte^dbefoteinfonn^ideci^^ 

B . THREAT ANALYSIS ORGANIZATIONS 

to collect, analyze and disseminatA { f P™®°i of a significant government structure 

GoverimientAgendesandDepartments'h^wersea^^aSl^ Since many U.S. 

them sharing terrorist threat information among t^^l^. ^ surpnsmg to find 

— 1. National Level 
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2. DoD Level 


a. The Secretary of Defense has assigned to the DIA responsibility for 
establishing and maintaining an all-source terrorism intelligence fusion center. DIA 
terrorism analysts tailor and focus all-source intelligence in support of U.S. military 
commandos. DIA represents tl» Department of Defense in intelligt-nry community forums 
dealing with terrorism, and provides information and analytical resources to support the 
Unified and Specified Commands' and the Services' terrorist threat analysis activities. 

b. DIA provides a wide range of terrorism intelligence products to DoD 

con^onents including daily awarmess products, longer range assessments and of 

terrorist activities, as well as indicators and warning information. DIA's role in the 
dissemination of terrorist tiireat information is discusseti below. 

3. Military Services Role 

a. The Secretaries of the Military Departments are directed to "ensure that a 
capability exists to receive, evaluate, from a Service perspective, and disseminate all 
relevant data on terrorist activities, trends, and indicators of imminent attack." (DoD 
Directive 0-2(XX).12 (reference (a)). To accomplish this each Service Secretary 
appoints a Service lead agency (Army: ITAC; Navy and Marine Corps: NISCOM; Air 
Force: AFOSI and Marine Corps: Headquarters, Marine Corps (O)) to monitor foreign 
intelligenoe and counterintelligence activities focusing on terrorist groups ?nd terrorist acts. 
To accomplish this mission, the Service lead agency establishes, as needed, field 
intelligenoe offices on an area basis to collect and disseminate infmmation to emnbatant 
commanders. 

b. Each Service: 

(1) Coor dinate s with appropriate U.S. and host-natim agencies. 

(2) ftovides overall direction and coordinaiion of tiie Service intrili^nce and 
counterintelligenoe effons. 

(3) Operates a 24-hour operations centa, which receives and digg^minat*^ 
worldwide terronst threat infonnatiem to and from the combatant command J-2, applicable 
Service staff elements, subordinate commands, and natinnai agencies. 

(4) Provides Service commanders with information on terrorist threats 
ooncenting their persminel, facilities, and tolerations. 

(5) Conducts investigatitms of terrorist incidents with the FBI or host-nation 
anthmities for intelligence aspects. 

(6) Provides tetrotist tineat information briefings. 

(7) Performs as the Service's liaison representative to Federal, state, and local 
agencies, as well as host-nation agencies to exchange information on t er ror i sts. 
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(8) Provides periodic international terr or i sm products and other threat rfata to 
supported commanders. On request, provides current intelligence dar? on terrorist groups 
and disseminates time sensitive and specific threat warnings to apprqniate rrimmanHc 

4. Field Level Activities 

The Department of Defense and each of Ae Services possess information collectitMi 
assets in Ae field that can be directed to collect information bearing on terrorist threats to 
DoD personnel, facilities, and assets. The following are examples of Aose field activities 
that are migrated mm the terrorist threat information coUectimi system. 

a. Service and/or OSD Investigative Agencies 

Service criminal investigative services; e.g.. Army CUD, Navy NISCOM, 
Marine Corps du, and Air Force OSI collect and evaluate criminal information anH 
disseminaie tetronst-related informatimi to supported installfliinn and activity commanders. 
As appropriate, criminal investigative elements also conduct liaison wiA local military 
and/or secutiQr police and civilian law mforoement agencies. 

b. Intelligence and/or Counterintelligence Staff Elements 

Intelligence and/or Counterintelligence staff elements of heads of DoD 
Agencies and commanders at all echelons should execute Ae following responsibilities m 
accordance wiA DoD 5240.1 -R (reference (aa)); 

(1) Report promptly all actual or suspected terrorist mcidents, activities, and 
e^ly warnings of terrorist attack to supported and supporting units and/or activities, local 
intelligence field office. Unified and Specified Commands, DIA, and appropriate 
headquarters. 

(2) In i ti ate and maintain liaison wiA Ae security police or provost marshal’s 
office, local military criminai investigative offices, local mteUigence field offices, security 
offices, host-nation agencies and, as required, oAer organizations, elements, and 
individuals. 

(3) Develop and present terrorist threat awareness briefings to all personnel 
within thdr commands m cooperatimi wiA the local mteUigence field offices. 

(4) Report all actual or suspected t e rr ori st mcidents or activities to Aeir 
imme diate ctKiimander, supported activities, and Service lead agency throu^ established 
reporting chaimels. 

c. Law Enforcement Staff Elements 

Law enforcement staff elements of DoD agencies and military commanders 
should carry out Ae foUowing responsibilities; 

(1) Initiate and maintain liaison wiA local mteUigence field offices and 
military criminal mvestigative offices. 
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(2) Investigate crimmal «Mvi1i«bs cioi^ w ithin their jurisdiction to 
detennine whether or not such activities may constimte a texiorist threat to DoD personnel, 
facilities, materiel, or othCT U.S. interests. 


(3) Report all actual or suspected terrorist incidents or activities to their 
immediate c o m m a nder , supported activities, and Service lead agency through *>q ^M ishfd 
reporting channels. 

(4) Maintain liaison with Federal, host-nation, and local law enforcement 
agencies or oAer civil and military combatting ter r ori sm agencies as appropriate. 

d. Installation, Facility, Activity, or Unit Security Officers 

The foundation of the thrtat repotting function demanded by the DoD 
Combatting Terrorism Program rests on the shoulders of installation, facility, activity, or 
unit security officers. These individuals may not be part of the military intelligence 
commuruty in a formal sense. However, their overaU security and force protecritm 
re^nsibilities place them in positions through which quantities of information of potential 
intoest or cmcon to the intelligence and law enforcement ccxnmuniries <»i arecurring 
basis. Therefore, these security officers should: 


(1) Report all actual or suspected terrorist incidents or activities to their 
immediate commander, supporting security or military police office, other supported 
activities, local intelligence field office, and local military c riminal investigation office in 
accordance with applicable Service and DoD instructions, regulations and directives. 


(2) Conduct regular liaison visits with the supporting security or military 
police office, intelligence field office, and local c riminal investigaiitm office. 

(3) Assist in providing tenoiist dueat awareness training and briefings to all 
persminel and family members as required by local siniarion s 

C. TERRORIST THREAT ANALYSIS 

1. T^ primary intelligence missitm in support of the DoD combatting tenorism 
program is wanting. Specific warning informati(m-time, date, place, and method of 
Attack— is never voluntarily jHovided by terrorists. Careful threat analysis is required in 
order to understand and detect preincident indicators of a termist anarir to issue timely 
warning messages. 

2. Threat analysis is a critical input into the threat assessment process, a process that 
results in the implementation of force protection plans and tiie allocation anH etqienditure of 
force protection resources. Id addition, thr ea t analysis provides the intelligence officer with 
information uptHi which to base warnings. 

a. Sources 
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(a) Open source infonnation is infonnation in all forms or media that is 
publicly available and can be collected, retained, and stored without special authorization. 
Examples include the following: 


1 News media (i^t and broadcast). 


2 Scholarly publications. 

2 , Unclassified United States and foreign gove rnmen t documents 
including congressitmal or Parliamentary records. 

4 Press releases. 

5 Political tracts, handbills, posters, flyers, and leaflets, often 
distributed by organizations committing, supporting, or opposing t e rr or ist actions. 

(b) The news media are often excellent <^n sources of information on 
terrorism. These organizations report many major terrorist incidents and often include in- 
depth reports on terrorist individuals or groups. Such reports can provide analysts with 
insights into terrorist group goals and objectives, the motivation of individual members of 
terrorist organizations, inodes of recruitment, t rainin g and training methods, and tactics of 
attack. 


(c) Terrorist groups and their supportos may publish political tracts, 
pan^hlets, and news releases that reveal their objectives, tactics, and possible targets. 
Such infonnation is often placed into die public dmnain as part of a camp aign of tenor. 

(d) Some commercial data services offer timely infonnadon about 
intemadonal or military affairs. These data bases often include infor mati on regarding 
terrorist incidents. Such data sovices often rely on foreign news rnariia; some maintain 
their own network of sources. Infonnadon services are provided on subscripdon or fee- 
for-service basis. 

(2) Criminal Information 

Both military and civil law enforcement agencies collect c rimin al 
informadcHL Since terrorist acts are criminal acts, cr imin al infonnadon is a lucradve source 
for terrorist intelligence. Established law enfmcement liaison channels must be used to 
obtain such infonnadon because the coUecdon, retendon, and disseminadon Of c riminal 
informadon are regulated. Local military criminal invesdgadve offices maintain current 
informadon in accordance with DoD reguladons governing retendon of c rimin al 
informadon. Such material may assist managers and military commanders in the 
assessment of the local terrorist threat 
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(3) Goveniment Infonnation 

(a) Government informi^on refers to materials collected, analyzed, and 
disseminated under official auspicesi; II iiiliiudes^^^ not HmitP/t to. scientific and 
technical repom, political and economic reports, crime and terrorism statistics, policy 
statements, legislation, and official correspondence. 

(b) As noted above, some government information may be open source, 
available to all persons who either request or purchase iL 

(c) Government information may also be restricted or have HmitoH 
distribution only within government agencies. Such information might include post- 
conviction coun TOords, ocport and/m* inqKnt license applications, immigratitm records, 
or financial securities registration informaticMi not released to the public 

(<!) Govenunent infonnation also includes data and analyses derived 
from intelligence sources. Intelligence exchanges with local government agencies through, 
for exan^le, cooperative arrangements can also augment regional information. 

(4) Local Infonnation 

(a) Another valuable source of inf<Mination is the individual service 
member, civil servant, family member, and individuals with regional knowledge such as 
college faculty, cultural organizations, etc. Local crime or neighborhood watch programs 
^ also be v^uable sources of information and can serve as a nvtang to kfep individuals 
informed in dispersed and remote areas. 

(b) Local information is often of critical m^xntance as it is collected and 

pass^ through either law enforcement and/or intelligence channel^ to the national 
intelligence organizations. It is frequentiy invaluable to analysts in confirming news media 
or othe r open rource accounts of terrorist activities; it can provide early wanting of potential 
terrorist activities, allowing law enforcement and combatting terrorism measures to be 
initiate d in a timely manner, diereby diwarting or minimizing die effects of a ter rori st attarv- 


(5) Access to Intelligence 
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b. Methodology 

(1) DoD Threat Analysis 

(a) The Department of Defense has developed a methodology to as s e s s 
terrorist threat to DoD personnel, facilities, materiel and interests. This methodology is 
used all DoD Qm^nents. 

(b) Threat analysis is the process of compiling and examining all 
available information to develop intelligence indicators of possible terrorist activities. 
Threat analysis is the essential first step in determining risk of and vulnerability to t er r or ist 
attack. Information used in perfonning terrorist threat analysis is often mote difficult and 
coniplicamd to acquire from all sources than mfotmation dealing witir less esoteric riiilitary 
threats. Tetiorists operate in a clandestine mode. Unlike cmiventional militar y fnces that 
acquire deterrent value by being visible and demonstrating at least a small range of their 
total capabilities, terrorists gain maximum advantage by r emainin g invisible until they 
a tt a c k. The smallest terrorist groups combine mobility and cellular organization to maire it 
excepticmally difficult to "find" and "fix" members. 

(c) The traditional missions of law enfcncement and military intelligence 
OTganizations have not focused unconventional threats to DoD personnel, facilities, and 
m a t e r ieL Police and law enforcement orgartizations usually focus their intelligence efforts 
on identifying, locating, and apprehending individual criminals. Military intelligence 
organizations focus on conventional threats. Analysis of terrorist threat requires some 
degree of reorientation for police and intelligence operations.^ 

(2) Threat Analysis Factors 

The Department of Defend has identified six factors to be used in sha ping 
the collection and analysis of information from all sources bearing on terrorist rhmat 
These factors are used in making terrorist threat analyses <xi a country-by-country basis. 
The methodology described below is used by the Department of Defense only; other U.S. 
Government Departments and Agencies may apply their own analytical methodology to 
form their own terrorist threat analyses. 

(a) Existence. A terrorist group is present, assessed to be present, or 
able to gain access to a given country or locale.^ 

1 Analysis of information regarding the existence of a terrorist 
group addresses the question: who is hostile to existing organizations and social 
structures? 

2 A terrorist group need not have posed a threat to American or 
DoD interests in the past to draw notice under this factor. Groups that may not pose a 


^ Terrorism Couraeraction, Headquarters, Depanment of the Anny, FM 100-37, Washingun, D.C. U.S. 
Govenunem Prmdng Office, 1987, p. 20. 

^ DoD Directive 0-2000.12 (reference (a)), Temrist Tfareai Coodidoo System, Enclosure S.* 
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threat to American or Dob interests in one country may elea to target and to strike at these 
interests elsewhere. 

(b) Capability. The acquired, assessed, or demonstrated level of 
c^tabili^ to conduct t er rorist attacks.^ 

i Analysis of terrorist group capabilities addresses die question: 
what weapons have been used by terrorist groups in carrying out past attacks? W hat 
infrastructure necessary to train, equ^, target, and execute anari^ had to be erected? 

1 ^suggested by the discusrion in Ch^tcrll, terrorists operating 
without support or diiectitxi frrnn foreign governments have access to a wide variety of 
commercial equipment suitable for intelligence collection, targeting, and striking at 
Anaerican or DoD interests in the United States or abroad. Terrorist groups operating with 
suppm or direction from states hostile to the United States can frequendy nKratti even more 
sophisticated we^xins, intelligence collection and targeting equipment, better finanr»iai 
backing and logistics support, and better access to media to promote their ideological aims 
than those groups operating without such support 

1 Repots of arms, ammunition, and explosives thefts should be 
ironitored very closely, as should reports of thefts of night vision devices, low-light closed 
circuit TV equipment, and odier equipment used by law enforcement and intelligence 
agencies wOTldwide for reconnaissance and surveillance. Large-scale commercial 
transactions involving explosives for use in mining and mineral exploation, military-style 
weapons and ammunition should also be monitored. Reports regarding trafficking in lost 
or stolen government navel documents should also be viewed with ccmcent 

4 The abiliQr of terrorists to move from one country to another is 
also an impoimt facet of terrorist group capatnliQr. Reports of c riminal activity regarding 
thefts, forgeries, or alterations of official identification documents, travel documents, or 
international tickets may be evidence d future t er r or ist activi^. 

5 While none of these information reports is unequivocal evidence 
of terrorist acnvity, if such reports are followed with care, such information can quickly 
beotme a key indicator of ca p a bilit y meriting further scrutiny. Efforts to analyze terrorist 
c^abiUties depend to a very large degree on the abiliQr of analysts to assemble huge 
quantities of seemingly unrelated infOTmation and identify a pattern of disaggregated or 
distributed transactimis. The sum of tiiese transactions translates into evidence of terrorist 
group c^iability. 

(c) Intentions. Recent demonstrated anti-U.S. t er r ori st activity, or stated 
or assessed inrent to conduct such activity.^ 

1 Analysis of terrorist group intentions seeks to address the 
questions: Why do groups engage in terrorist acts? What do they hc^ to achieve? 


^ Ibid. 

^ Ibid. 
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2 Terrorist groups sometiznes provide the world with information 
about their Itng-teim goals and objectives. They sometimes provide long treatises that se ek 
to justify the use of terror tactics to achieve stated goals and objectives. They also display 
behaviors which are clear, unambiguous indicators of intenL 

(d) Demonstrated terrorist activity over time.^ 

1 Analysis of teETorist group history addresses the questions: W hat 
have terrorists done in the past? What is the te r r ori st group's method of operations? How 
did they acquire the capability they demonstrated? Where did they obtain support? What 
additit^ attacks did diey momit? 

2 Terrorism analysts recognize that history is not an especially 
reliable predictor of future behavior. However, a well-developed history of a terrorist 
group is in^tortant because it helps put into perspective infotmari<» about current terrorist 
or terrorist related activities. Maintaining a good history of terrorist groups is essential in 
order to develop profiles of events diat facilitate terrorist direat analysis. 

(e) Targeting. Current credible information on activity indicative of 
preparations for specific terrorist operations.^ 

1 Targeting addresses the questions: who is likely to be attacked, 
why are they likely to be attacked, and what is the basis for accepting reports that such 
attacks are plaimed? 

2 Translating statements of general intent, supported by historical 
patterns of hostile, destructive, and even murderous behavior, into predictions about 
future, time and place specific acts deals with targeting, and is the most challenging aspect 
of terrorist threat analysis. 

(f) Security Environment. The internal political and security 
considerations that impact bn the capability of terrorist elements to carry out their 
intentions.^ 

1 The Security Environment of a country refers to the general 
ability of national law enforcement, paramilitary, and military institutions to inaintain social 
order. Parameters examined within the Security Environment including training of law 
enforcement, paramilitary, and military forces to deal with terrorist incidents; quali^ of 
equipment avrdlaUe for law enforcement and internal securiQr forces; distribution of mtonal 
security farces throughout a counoy, etc. 

(3) Seiwice Level Terrorist Threat Analysis 

(a) Each of the Services maintains its own terrorist threat analysis 
capability. While the DoD methodology is used, the Service threat analysts sometimes 
view tire data horn a Service-unique perspective. 


5 Ibid. 

6 Ibid. 
^ Ibid. 
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(b) Differences in the per^)ectives or the salience of particular tenorist 
threat factors among DIA, Service, or ONC threat analysts may lead to divergent 
conclusions about specific tenorist threats. 

(c) It is possible, for exanq)le, for the DIA terrorist threat analysis to 
conclude that DoD personnel in a given country are generally at risk. The Service tenorist 
threat analysis may report that its personnel assigned to the same country are either at 
gre^ or lesser risk than the assessment by DIA. The Service threat analysts may form 
their judgment on iht basis that, unlike other DoD conqwnents, their Service has no 
permanent prese^ in a country. While the threat to all DoD assets in a country may be at 
one level, a particular Service, having no assets in the country, faces no threat of twirnri^m 
in die country in question. 

(d) Differences in perspective on and salience of tenorist threat factors 
assess^ by the Unified ^ Specified Command, Service and DIA ttnorism analysts may 
sometinies account for differences in analyses ot judgements about terrorist threats to DoD- 
affiliated perscmel, facilities, and assets. 

(4) Combatant Commands 

(a) The C omman ders in Chief of the Unified and Specified Commands 
also require terrorist threat analysis from their own intelligence organizations. The purpose 
of these is twofol± 

1 Assist the CINC in providing for the security and protection of 
forces under his control; and 

2 Ensure the flow of information passing through Service lines of 
commumcanon within the area of ONC responsibility is also brou ght to the attmtion of the 
ONC and his staff and disseminared within the Command as 

(b) The ONC through his J-2 staff is able to draw upon the information 
and analysis resources of the DIA, the Services, and through his Political Adviser, all U.S. 
Embassies in his area of re^nsibility. 

(5) Elements of Information 

(a) The Terrorist Assessment Methodology emp loye an analytical 
approa^ that focuses information collection and analysis from all sources in a t«ann<^ such 
that data can be aggregated from a wide range of sources over a long period of time to build 
a mosaic picture of terrorist groups, their capabilities, their modus operand!, anrf their 
targets. Infoimaiion is collected from all sources including resources in the field. Specific 
requests for information are passed through intelligence ghann«».]^ 

(b) Intelligence tasking xnay seek very specific bits of information. 
When combined with information collected from all sources, intelligence information 
collected in response to specific intelligence tasking becomes the basic Hata on which 
analyses and judgments using the six DoD terrorist threat analyris factors-Existence, 
Capability, History, Intentions, Targeting, and Security Environment-can be built 
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D . TERRORIST THREAT LEVEL 

1 . The DoD tetiDtist threat analysis community has developed a notation system used 
to describe the country-specific results of teirorist threat analysis based on the terrorism 
threat analysis methodology briefly described above. Other departments and agencies may 
use DoD terrorism information but employ their own terrorist threat analysis methodology. 
As a result, there may be differences between the Department of Defense and other 
departments or agencies on gross or simple descriptions of terrorist threat to U.S. 
Government personnel and facades in one or noore specific countries. The differences 
among DoD and other views may be less significant than would first appear once the 
summary description terms used by each are explained. 

2. The Department of Defense uses a five-step scale to describe the severity of the 
threat as judged by intelligence analysts. These five steps from highest to lowest are as 
follows: 

a. auncAL. 

b. HIGH. 

c. MEDIUM. 

d. LOW. 

e. NEGLIGIBLE. 


3 . Threat levels are tire result of combinations of the threat analysis factors discussed 
above as reflected in Figure 5-1 below. The factor. Security Environment, is considered 
separately as a nxxfifying factor and will influence tire assigned direat leveL 
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Targeting 

CRITICAL 

• 

• 

s 

s 

• 

HIGH 

• 

• 

• 

• 


MEDIUM 

• 

• 

• 

s 


LOW 

• 

• 

s 



HEGLIGIBLE 

n • 

n 




I • Fador must be present b Factor may or may not be present 


Figure 5-1. DoO-Level Determination of Terrorist Threat Level 


4. Threat levels are the result of combinations of tire following factors based on 
analysis. They describe the broad political oivironment in which t e rr ori st activity might 
occur. 

a. Terrorist Threat Levels may not address the question: "when will a terrorist 
attadc occur?" 

b. Terrorist Threat Levels do not allocate protective resources. 

c. Issuance of Terrorist Threat Level judgments is not a warning notice. 
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5. Farmal teiroiism warning nonces a!re issued separately as described later in this 
chapter. The follow discussion expands on the data, information, and analysis that 
underlies each Tenoiist Threat Level 

a. Terrorist Threat Level CRITICAL 

CRITICAL. Factors of Existence, Capability, and Targeting must be 
present History and Intentions may ot may not be present 

(1) Analysts declare threat level CRITICAL when as a result of their 
assessment of all availaUe mfotmadcxi they: 

(a) Detect the presence of terrorist groups in a region or country. 

(b) Identify the level of capability (including specific means) by which 

terrorist groups can carry out an att^cv - 

(c) Identify the existence of current credible targeting of U.S. interests, 
DoD perstxmel or DoD facilities or rnar«»Ti<»] 

(2) This is a short-hand expression, and should be interpreted as the strongest 
possible analytic judgment to heads of DoD components that further analysis of their 
immediate situations should be undertaken. Based on information available to the 
intelligence community from all sources. Threat Level CRITICAL is a judgment that 
terrorist attack is highly probable. 

(3) However, Threat Level CRTTICAL may not address the Questioni when 
will a tenrarist attack occur? 

(4) The ch a r a cter of the CRi i iCAL threat level determination c om pels local 
commanders to take appiopiiate protective measures because current, credible evidence 
exists pointing to the targeting of DoD persmineL facilities, assets or interests by terrmist 
groups. 

(5) CRl 1 iCAL is differeiuiafcd from all other Tefmryff Threat L ev els bfcan^ 

it is the only one in which credible information identifying DoD personnel assets 

or interests as potential targets of attack is present 

b. Terrorist Threat Level HIGH 

high. Factors of Existence, Capability, History and Intentions must be 

presenL 

(1) As in the case of CRITICAL, analysts establish Threat Level HIGH when 
their assessm e nt of terrorist threat infonnation 

(a) Evidence of terrorist individual or group erist ence 

(b) Evidence of capability to attacL 

(c) History of terrorist attacks that may or may not involve American 
interests, DoD personnel facilities or materiel. 

(d) Credible indications providing evidence of intent to engage in acts 
harmful to American inttreas or DoD personnel fag ilitifts, matenVi 
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(2) Tenorist Threat Level HIGH is differentiated from CRITICAL because 
analysts lack targeting information. It is differentiated frxHn MEDIUM because analysts 
have sufficient credible information to assess threat factor Intentions toward U.S. 
Government interests. 

c . Terrorist Threat Level MEDIUM 

MEDIUM. Factors of Existence, Capability, and History must be present 
Intentions may or may not be present 

(1) Threat Level MEDIUM and Threat Level HIGH are ritnilar in that 
for the factors Evidence, History, and Capability exists. 

(2) Tenorist Threat Level MEDIUM is differentiated &om HIGH based on 
the content of informadon in factors Existence, O^ability and History. The presence or 
absence of information on terrorist group intentions may also permit analysts to 
differentiate MEDIUM firmn HIGH tenorist threat 

d. Terrorist Threat Level LOW 

LOW, Existence and C^>ability must be jnesent History may or ma y not be 

present 

(1) Threat Level LOW is assessed when there is evidence of terrorist group 
existence and capability in a country but no evidence of intentions or targeting. Historical 
information of terrorist group activity may or may not be present 

(2) Threat Level LOW is differentiated from MEDIUM by the substantive 
information within the threat analysis factors of Existence anrf CapaWlity. 

e. Terrorist Threat Level NEGLIGIBLE 

NEIGLIGIBLE. Existence and/or capabili^ may or may not be present 

Threat analysts will repon a negligible threat level when little or no credible 
evidence of terrorist group existence and capabili^ exists for a country sut^ea to analysis 
and no ctediUe evidence of history, immtinn, and targe ting exists. 

E. CHANGES IN TERRORIST THREAT LEVEL DECLARATIONS 

1 . Analysis of terrorism is an ongoing process. Although each analysis relies wi 
infonnatimi included in previous assessments, judgments with respect to to DoD- 
affiliated personnel, facilities, and assets begin anew witii each analysis. No formal 
escalaticm l add er of Tenorist Threat Level exists; terrorist threat level de ggnarions for rach 
country subject to analysis are applied on the basis of current information and analysis. 

2. Terrorist threat level designations can go from NEGLIGIBLE to HIGH or from 
HIGH to NEGLIGIBLE without passing through the intermediate steps of LOW or 
MEDIUM. While dramatic, extreme changes in judgments about te r r or ist threat levels in 
one country are not common, the Terrorist Threat Level system does not preclude analysts 
from making such dramatic changes in Threat Level Designatitms. 

3 . In the former case, a new terrorist group might initiate a series of attacks on DoD 
personnel or facilities, quickly building evidence of existence, c^bility, history, intention, 
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and targeting. In the latter ca^, Idw dSorc^tm^ and security forces might score a big 
success, apprehending a major terrorist group virtually intact, wiping out its base of 
suppOTt, its capability to attack, its ability to target DoD-a£Eiliated personnel and facilities, 
and evoi its entire active cadre membership. 

F. THREAT WARNINGS 


1. Overview 



b. Individual DoD Coinponents also have the ri ght to independently notify their 
members of impending threats. If a DoD Component intelligence activity receives 
infonnadon that leads to an assessment of an imminent temnist attarV |t may exercise its 
right to issue a unilateral warning to its units, installations, or persminel identified as targets 
for the attack. 

c. Warnings are issued when specificity of targeting and timing exist or when 
analysts have determined that sufficient information indicates that U.S. personnel, 
facibties, or interests, particularly those of die Department of Defense, are being targeted 
for attack. Warning need not be country specific. A warning can cover an entiie region. 
The key to warning is that the terrorism analyst recognizes that the pre-incident indicators 
for an attack are present and that a warning must be 
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hey are unambiguous— u is ciear lo me lec^ients mey aie 
are Intended for distribution up, down, and laterally through the 
chain of ccsxunand— not just downward. Waminp of in^iending teuoiist activity are likely 
to have nancmal implications and will be provided routinely to decision makers at the policy 
level of the U.S. GovemmenL 



G . TERRORIST THREAT ANALYSIS AND WARNING: 
SUMMARY OBSERVATIONS 


1 . The DoD threat analysis methodology described in this chapter is applied by DoD 
Components to form judgments about teirorist threat. 

2. The DoD intelligence activities use the terrorist threat analysis methodology to 
guide collection and analysis of the best available information on which it forms its 
assessment and issues waminp of terroiist threats. 

3. Tenoiist Threat Level assessments are intended to provide a judgment by DoD 
intelligence activities of the tetrorist threat for a country based (m all-source infonnation on 
hand. Tenorist threat analyses summarized in Terrorist Threat Level declarations assist 
heads of DoD components, the Services, Unified and Specified Commands, and local 
commands make judgments about the allocation of combatting tenorism and force 
protection resources. THERE IS NO AUTOMATIC RELATIONSHIP BETWEEN ANY THREAT 
LEVEL AND ANY SPECDTC COMBATTING TERRCMUSM RESPONSE AS ARE DESCRIBED 
BELOW. 


4. IT REMAINS THE RESPONSIBILITY OF COMMANDERS IN THE FIELD, THEIR 
CHAINS OF COMMAND THROUGH THE UNIFIED AND SPECIFIED COMMANDS, THE 

military Services, and the heads of defense agencies, to allocate 

PROTECTIVE RESOURCES. Judgments about use of personnel, special security equipment, 
and changes in organizational behavior should be influenced by but not automatically 
driven by Threat Level declarations. 

5 . In the chapters that follow, additional criteria and analytical techniques to be used 
by civilian managers and military commanders to inform further judgments abput the 
allocation of protective resources will be discussed. As noted in Chapter 1, decisions to 
alter the force protection posture of DoD personnel and facilities in response to terrorist 
threats must consider the risk posed by terrorists, the vulnerability of DoD assets to such 
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atta^ and the inqxmancc or criticaiity of such assets to the accomplishment of DoD 
mi ssions. C h a pt e r 6 examines these inq>oitant considerations. 
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CHAPTER 6 

ASSESSMENT OF RISK, VULNERABILITY, AND 

CRITICALITY 

A. INTEGRATED TERRORIST THREAT ESTIMATES 

^ • Several elements of the DoD Combattiiig Terronsm Prog ram were identified in 
Chapter I of tins Handbook. The initial step in the development of a combatting temnism 
program is an anal}rsis of the threat of terrorism as it affects each DoD activity, iiKtaiiarion 
or organization in all DoD Components. The process by which terrorist threats can be 
analyzed was described in Chapter V. In this chapter, the second step in the development 
of a ccHnbamng mrrotism program will be e;q>lared. 

2. The develq)ment of an Integrated Terrorist Threat Estimate is executed by civilian 
managers and military commanders at all levels within the DoD Components. They and 
their staffs assess the risk of terrorist attack. Questions such as the following are 
ctmsideted: 

a. Are there individuals or organizations in the vicinity of DoD personnel, 
facilities, or materiel that represent a diteat to those persOTnel, facilities, or materiel? 

b. Is diere a risk that the threat win materialize? 

3. Assessments of terrorist attack risk seek to understand the circumstances nn d er 

which a terrorist attack is more or less likely, and how civilian managers, militaxy 
c omm a nde rs, and their staffs can exert influenoe before the fact to reduce the of 

terrorist attack and mirigati^ iis effects should it occ ur. 

4. After answering these quesritxis, the following questions are examined: 

If DoD assets are a tt acked, how likely is it that they will be rendered unable to 
perform assigned missions? 

5 . This question goes to tfie element of vulnerability, the probability that DoD 
if attacked will not be usable to per form assigned missions and responsibilities: 

If DoD assets are inoperable or unable to perform, can assigned missions be 
accomplished? 

6. This question goes to the issue of mission criticality and the potential ability of 
terrorist attacks in peacetime, crisis, or war to disrupt the ability of DoD Components to 
carry out missions and fimetims assigned by the National Command Authorities. 
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7 . This chaptff examines assessments of teirorlst attack risk, vulnerability to tenorist 
attack, and Ae missi(» criticality of DoD assets including personnel, facilities, and materiel 
sulgect to terro ri st anack . 

B . RISK OF TERRORIST ATTACK 

As noted in Ch^ter 5, DoD-level terrorist threat analysts prepare tailored and focused 
producte for DoD Components generall y and Ae Unified and Specified rnmmanHc wiA 
temtonal responsibilities specifically. 


Assessing 

me nsx oi Decommg Ae victim of a terrorist attack is Ae responsibiiitv o^manag env.nf anrf 

wmrm^ at wery echelon. It is a responsibility that cannot be delegated or waived. The 

nsk of becoming Ae victim of a terrorist attack appears to be influenced several factors. 

1 • Terrorist Group Goals and Objectives 

a. M^y terrorist groups around Ae world have developed clear goals and 

threats of violence arc employed m pursmt of Aese goals and 
otgectives. e auu 

b. In some countries, DoD personnel and facilities may not be at great risk from 

such groups because attacks <» oAer targets directly related to terrorist groups objectives 
are available. In oAer countries, multiple terrorist groups may be operating. In such 
cases, some groups may rqwesent a lesser threat to DoD personnel and facilities than oAer 
groups because DoD personnel and facilities are not Aeir priority target For example, 
durug Ae ndd to late 1980s, Ae Provisional Irish Rqmblican Army (PIRA) a 

senw of aimed attacks mcluding bombings and shootings of British military forces 
station^ in the NeAerlands and Germany. AlAough DoD personnel, facilities, and 

rna^ m Gerrnany were at considerable risk of becorning victims of terrorist attack, the 

probability of PIRA attacks on DoD assets was less than the probability of oAer tenorist 
grot^ a tt a c ks such as die Red Army Faction or Revolutionary Cells.^ 

2 • Proximity to Other Terrorist Group Targets 

Even if a terrorist group has well-defined goals and objectives, a strategy to achieve 
such goals, and attests to execute a carefully planned attack aimari at oAct targets, DoD 
personnel and fatties can become Ae victims of terrorist violence. Whenever DoD 
petscnnel and Acilides are collocated wiA facilities of host governments overseas, Aere is 
M increased risk that attacks by terrorists against Ae host-government facilities will also 
include DoD personnel, facilities, and materiel. 


during thfpmod 

1^72-1991. ^ infamatxxi on taraist anadcs against U.S. and NATO faces stationed in 

Gon^y during the 1980s, see Department of Defense, Terrorist Group Profiles (Wasfaineton D C * 
U.S.Goveiiinient Printing Office, 1989). -r j \ 


FOR OFFICIAL USE ONLY 


DoD 0-2000.1 2-H 


3 . Prominence or Wealth 

a. Terrorist groups often conduct attacks as a means of publicizing the rr group, of 
spreading word of their cause, and of intimidating the public. Attacks on prominent 
individuals, organizations, or institutions are often newsworthy. Attacks on wealthy 
individuals also gamer press coverage. 
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b. Americans are generally proud of their heritage. We find much within our 
nad(M) of which to be proud. Sometimes, however, discretitm is the better part of valor, 
and some consideration should be given to the various ways in which our nationality is 
revealed when so doing places us at "cif 

(1) Vehicle Identification 

In many overseas countries, Americans are issued vehicle identification 
incl^g special Ucense plates (color, design, special characters) or decals identifying the 
vehicle as one registered to an American national 


(2) Personal Dress 

The way Amoricans dress sets us apart from others, particularly overseas, 
^ud clothes and T-shirts with civilian and military slogans written on them provide 
idenoficadcxi of the wearer’s nadonaliiy. 

(3) Speech 


The way Americans talk can give others an <^>pQrtunity K> identify ns as 
potentid targets, even if we speak the language. The louder die volume of speech, the 
nxne military terms and American slang used in conversation, die easier it is to determine 
the nationaliQr of die qieaker. 

( 4 ) Customs and Habits 


Even if Americans physically blend in with the locals, our customs and 
habits give os away. Simple custmns such as the manner in which we use a knife and fork 
at dinner to mote sophisticated social pracdces such as greeting business or social 
acqua intanc es can give observers excellent clues as to our nationality, even if we "fit in" 
widi die appearance of die local peculation. 
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(5) Personal Behavior 

(a) Some social behavior acceptable in America is not socially acceptable 
in foreign lands. Many Americans when overseas do not dress, speak, or behave in 
appropriate manner. Some of the inappropriate behaviors observed that help identify the 
nationality of American's overseas are following: 

1 Loud and obnoxious speech. 

2 In^pix^mate attire for churches, nadonal shrines and memnpaig 

1 Public displays of affection. 

4 Smoking in inappropriate places. 

1 Smoking American brands of cigarettes, not local brands. 

^ In^prt^rriate use of aloAoL 

2 Heckling or verbally accosting other persons. 

8 Inappropriate operatitxt of nx>tor vehicles. 

(b) Even if there is nothing uniquely American about these behaviors, die 
fact we behave in a different, remarkable fashion from others draws attention to us. 
Having aroused curiosity in outside observers, it usually does not require exhaustive 
observation to determine our nadonality bom other indicators disc r ^ ss ed here. 

(6) Currency 

Use of American currency or traveUers checks with unambiguously 
American banks or financial institutional idradfication on diem is another means by which 
terrorists can identify the nationality of Americans overseas. 

5. American Government Representatives 

Some terrorist groups have developed rather sophisticated understandings of the 
American political system. The leadership of some terrorist groups recognizes that there 
are often strongly held views in the American populace that are d^erent from the official 
views of the U.S. GovemmenL Sometimes, American government officials are at risk of 
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6. Military Affiliation 


Once in a while, tenorist groups disciizninate against specific groups of U.S. 
Government employees. It is not surprising that when such discriinination by t er r ori st 
groups take place. State Department enqiloyees and DoD perscHinel appear to be singled out 
for special treatment There are many indicators associated with U.S. military affiliation 
that have been used to identify and target DoD perstmnel in the past Among these are the 
following: 

a. Uniforms 

Many terrorist groups have generally been able to identify American military 
uniforms and differmitiate thrai from those worn by foreign militaiy organizations. Some 
appear able to identify differences among U.S. military uniforms including Service, 
seasrm, and uniform purpose (fatigues. Service dress, formal dress uniforms, etc.). In 
sudi circamstances, sqrpearing in uniform identifies the wearer as American and military. 

b. Tattoos 

Tattoos have been quite pr^ular among Ameri can mifitaiy personnel for years. 
Aside frtnn the risk of infecticm and disease that accompanies use of i mproperl y sterilized 
tattooing instruments, tattoos are often uniquely American works of art Tattoos of specific 
military unit logos, unit nicknames, American landmarks, or slogans popular!^ by 
American movies can be significant identifying marics that gjve clues as to the nationality 
and affiliadoo of the owner. 

c . Grooming Standards 

DoD personnel are expected to adhere to a well-defined set of grooming 
standards. Not only are such standards helpful in establishing espirit de corps, in many 
instances they serve to improve and maintain personal hygiene and in case of combat 
ensure proper fit of protective equipment. In some circumstances, however, rigid 
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adherence to pe^nal ^xx>ming standards can be an important aid in identifying DoD 
miUtary personnel 

7. Specific Identity 


Some terrorist groups have developed especially sophistipa^ tactics to terrorize 
and intimidate their target audiences. A tactic that has been used from time to time with 
effept has been to^^^t^ named American offrcers,.or pfficiah. ;flH 
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g. Name Plates and Luggage Tags 


Name plates <m lesideiices, offices, vehicles, and mail boxes help identic 
potential targets of tenorm actions. Luggage tags with names and addresses readUy visible 

are also good sources of infonnaiion for use by t e rr oii sts. 

8. Mistaken Identity 

Ternnists are hum^ and even they make mistakes in identifying and targeting 
from time to dme. Certain drcu mstanc es seem to increase the risk of Trrigtair«»n irfi»Tn jty. 

a. Housing 

It is useful to know the rental history of a residence before committing to a 
lease. If, for example, the previous tenants were affiliated with certain governments 
known to be high priority terrorist targets, it may be prudent to look further for housing. 

b. Uniforms 

Some terrorist organizations have demonstrated excellent uniform an<t grade 
recognition sk i ll s; other groups have not Depending on the existence and capability of 
terrorist groups operating in each country, wearing American military uniforms may 
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increase risk of attack because of an inability of tetrorists to differentiate DoD personnel 
from host government personnel cm the basis of uniform. 

c. Symbols of Power and Prestige 

As in other instances of mistaken identity, if one looks the part of a powerful 
or prestigious person, there is always the possibility that one will be mistaicpn for a 
powerfiil or prestigious person. In those instances where terrorists are seeking a specific 
individual, it may be useful to avoid spearing much Klee the presumed target 

9. Detectability 

Even if terrorists develop detailed information cm potential victims of kidnapping or 
hostage-taking, they must still be able to detect the presence of their target Tetrorists use 
visual surveillance; they may have used electronic surveillance in some in<ttanoes as well. 

10. Accessibility 

Even if terrorists can identify DoD persoruiel as American narinnaU, as symbols of 
American power and prestige, as symbols of military expression, and even if they can 
single out specific individuals, the risk of becoming a terrorist victim may still be 
ccmtrollable. Not only must terrorists identify, detect and track targets, they must get 



C. VULNERABILITY ASSESSMENTS 


1. General 

a. Vulnerability assessments address the consequences of terrorist attacks in 
terms of the ability of units, installations, commands, or activities to accotrq>lisb their 
assignments successfully, even if terrorists have inflicted casualties or destroyed or 
damaged DoD assets. Put slightly differently, vulnoal^ty analysis seeks to understand 
the compound probability of (1) being hit by a t e rr ori st attack and (2) whether or not 
assigned respcxisibilities can be fulfilled as requited if 

b. In assessing vulnerability, some excursiems from the range of attacks described 
in terrorist threat analysis products for relevant te rr ori st groups should also be made. Not 
only are such excursions helpful in p lanning for the “greater than expected" threat, such 
excursions help managers and noilitary commanders identify the sensitivity of their 
c omb a t ting terrorism plans, programs, and protective measures to changes in analytical 
assumptions, dneat, role or mission. 

2. Vulnerability Assessment Functions 

a. The minimum purpose of vulnerability assessments is to aid installation civilian 
managers and military commanders identify the following: 

(1) Weaknesses in the physical security plans, programs, and stroctures. 

(2) Inefficiencies and diminution of effectiveness in personnel practices and 
procedures relating to security, incident control, incident respemse, and incident resolution 
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including but not limited to law enforcement and security, intelligence, command, 
communicarioos, medical, and public affairs. 


(3) Enhancements in operational procedures during times of peace, 
mobilization, crisis, and war. 


(4) Resource requirements necessary to meet DoD, Service, combatant 
c ommand, and local secuii^ requirements. 

b. Installation civilian managers and military commanders may use vulnerability 
assessments for othCT management, training, and oversi^t purposes as well 

3. Vulnerability Assessment Process 

a. "Terrorist Thinking" 

It is inq)erative that members of the installation staff participating in the 
vulnerability assessment step outside their usual roles and "think like a tentwisL" They 
need to ptxider several questions. 

(1) What assets would terrorists target? Why? 

(2) What capabilities are diey reported to have? Which would be effective 
against targets assessed as likely? Why? 

(3) How mi^t those capabilities be oiqiloyed? 

(4) What might eariy signs of attack be? How might such anarks be detected 
by the authorities? 

(5) What are the avenues of ^ptoach terrorists would take to reach targeted 

assets? 

(6) lk)w well-protected are die assets likely to be targeted? 

b. Elements of Vulnerability 

( 1 ) After identifying several tqiproachcs terrorists might enqiloy to gain access 

to DoD pc^nnel and facilities, the facility should be examined from physical, personnel, 
and tolerations securiQr perspectives. 

( 2 ) The following enumerated list ofvulneralnlity elements is intended to be 
descriptive and thought provoking; it is not intended to be conqnehensive or definitive. 
Vulnerability elements include steps criminals or terrorists mi ght take to gain accrs s to 
protected DoD assets and the resulting adverse consequences for the Department of 
Defense in terms of diminution of capability to cany out assigned missioiis. Vulnerability 
elements also include acnons taken by DoD personnel during the course of execution of 
assignments that may increase the risk of terrorist attack and exacerbate the consequences 
of attack should it occur. 


(3) Terrorists can cut perimeter fences, gain access to a facility, inflict 
^ualries, and degrade DoD capabilities to execute assigned missions. Undetected 
intrusions or detected intrusions that generate no alarm or response suggest a potential 
vulnerability to terrorist attack. 
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(4) Removal of vehicles from secure storage facilities to an open field in 
preparation for unit transit from a main operating base to a training area increases the 
exposure of vehicles to potential terrorist attack. Conduct of training exercises is, 
however, part of the normal peacetime training and exercise routine. 

(5) Military commanders and civilian managers as appropriate have 
responsibility fcs* balancing exposure of DoD assets to tetronst attack risk and vulnerability 
wi^ continued preparation, training, and execution of DoD missions. Assessments of 
vulnerability are continuous, based on the operational tempo of each DoD component's 
^lecific activities. 


nnel who 

may be at nsk because of their prominence or positions. Appendix D, Enclosure 1, 
provides a survey instrument tailor^ to port security consideratitHis; this survey instrument 
can also be used to assess wa^rside security at DoD installations bordering rivers, lakes, or 
bodies of salt water. Topics that should be addressed in a physical security survey include, 
but are not necessarily limited to, those illustrated by Figure ^1. 


(7) Physical Security Surveys together with terrcuist threat analyses provide 
the data necessary to determine I^ysical Security Threats as defined in DoD 5200.8-R, 
Security of DoD Facilities, May 1991.^ Physical Security Assessments provide key inputs 
necessary to make judgments with respea to terrorist attack risk (can ^e targets be hit?) 
and vulnerability (can DoD units continue to acconq)]ish assigned missions if attacked by 
terrorists?). 


4. Application of Physical Security and Assessments 


a. VisiUe, fixed, land-based DoD facilides should have vulnerability assessments 
performed on a regular basis if terrorist threat analyses establish the existence of t er r or ist 
threat groups in the country housing the facility. However, vulnerability assessments 
should not be limited to fixed, land-based DoD facilities. Some DoD assets that require 
protection are senior military officers or senior DoD civilian officials. The spe^c 
assignments of these individuals may place them at risk of becoming the victim of a 
terrorist attack. In some cases, loss of an itKlividual is tantanraunt to die termination or 
failure of a DoD missioiL 


b. Vulnerability assessments can also be applied to residences of DoD-affiliated 
personnel, travel plans, and life styles. 

c. Vulnerability assessments should explicitly consider die possibility of indirea 
attacks or attacks from unusual jq)proaches. Terrorists have attempted to use hot air 
balloons, ultra-light aircraft, powered hang-gliders, swimmer delivery vehicles and other 
unusual means to breach perimeter security devices. 


^ See Qiaper 13 frx discussion of High Risk Personnel and Risk BiUets. 

^ This subjea is addressed in Chapter 7. 
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d. Three-dimensional vulnerability assessmrats are i mp er a tive when assessing the 
vulnerability of DoD personnel, facilities, or material located within installadons or 
buildings not owned or con:q>letely controlled by the Department of Defense. 

e. Vulnerability assessments are an ongoing process. Vulnerability of DoD assets 
changes daily, if not hourly, depending upon the nature of the terrorist threat on the one 
hand, and the nature of Ae t^s being performed on the other. A detailed, static 
vulnerability assessment provides a baseline assessment fiom which decreases or increases 
in vulnerability can be assessed. 

f . The process of constructing an Integrated Terrorist Threat Es tim a t e requires 
another building block. The overall importance of each DoD asset must be examined in 
li ght of assigned missions, protecdon requirements, and identified direats. 

D. CRITICALITY ASSESSMENTS 

1. General Observations 

a. The criticality assessment identifies key assets and infiastructures that support 
DoD missions, units, or acdvities and are deemed mission critical by military commanders 
or civilian agency managers. It addresses the impact of temporary or permanent loss of key 
assets or infrastructures to the installation's and/or unit's ability to perform its mission. It 
examines costs of recovery and reconstitution including time, dollars, capability and 
infiastructure support. 

b. Analysts performing criticality assessments should consider die possibility of 
collateral damage sufficient to disable or destroy a DoD cridcal asset in the event that a 
nearby target is attacked by terrorists. 

c. Cridcality assessments should be performed within the acquisition and 
logistics communities as well as in operational units and reserve forces. Application of 
criticality assessment elements m research, development, test, and evaluation (RDT&E), 
procurement, maintenance, and logistics life-cycle events will facilitate continued Service 
and DoD Agency supprat of oxnbatant cranmanders and their subcadinate co mm a nds in the 
field during times of crisis or combat, even if the United States and our allies defense 
industrial bases should become targets of terrorist attack. 

d. The Service Acquisitirai Executive and Acquisition Program Executive Officers 
should direct preparation of a Key Assets list requi^ under DoD Directive 5160.54 
(reference (bb)) for each acqmsition program. Contracting Officers and Contracting 
Officer’s Technical Representatives should survey contractors perforating contracts for 
DoD to identify key assets as defined by refnence (bb). 

2. Criticality Assessment Functions 

a. In militar y iinitR deployed under the command of the Services or a Unified and 
Specified fVimmand, the staff at each echelon of command determines and prioritizes 
critical assets. The commander approves the prioritized list 

b. The criticality assessment 

(1) Identifies installation's and/or unit's key assets. 
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(2) Detenmnw whether critic^ functions can be duplicated under various 
attack scenarios. 

(3) Determines time required to duplicate key assets or infrastructures efforts 
if temporarily or permanently lost 

(4) Determines vulnerability of key assets or infrastructures to bombs, vehicle 
crashes, armed assault, and sabotage. 

(5) I^termines priority of response to key assets and infiastructures in the 
event of fire, mult^le bmnbings, or other terr or ist acts. 


3 . Elements of Criticality 
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E. USE OF INTEGRATED TERRORIST THREAT ESTIMATES 

1. In Chapter 1, it was observed that the DoD Combatting Terrorism Program has 

two phases: a poactive or preventive phase and a reacrive phase. In Chapter 5, Terrorist 
Threat Anaijrsis, the first building block in the proactive phase, was discussed. In this 
chapter, the asses^nt of terrorist attack risk, DoD asset vulnerability to such and 

DoD asset criticahty to DoD mission acootrq)lishment have been 

2. The DoD Combatting Terrorism Program mandates that civilian managers and 
nnh^ commanded at all echelons assume responsibility for assembling an integrated 
Terrorist Threat Esti m a te . This estimate is constructed from four basic building blocks 
provided by organizations inriir-atftrj- 

a. Terrorist Threat Analyses (intelligence community). 

b. Terrorist Attack Risk Assessments (civilian management/military 
commanders). 

c. Terrorist Attack Vulnerability Assessments (civilian management and/or 
militaty corrunanders). 

d. DoD Asset Criticality Assessments (civihan management and/or militarv 

commanders). ^ 
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CHAPTER 7 

PHYSICAL SECURITY SYSTEM CONCEPT 

A. INTRODUCTION 

1 . This chapter considers the plight of civilian managers and military commanders, 
depicted in Hgure 7-1. They are frequently confronted with Tenorist Threat Analyses 
prepared by DoD-level intelligence agencies. They receive supplementary tenorist threat 
information and analyses through Service and CINC channels. Their own intelligence, 
counterintelligence, and law enforcement staffs add to the general storehouse of terrorist 
dueat information. 

2. In addition to terrorist threat informadon and analyses, they receive--on a 
continuing basis— judgments on terrorist attack risk, the vulnersdnlity of their missions to 
the consequences of a tt acks on their assets, and the cridcality of key assets that may 
require protection. Since civilian managers and military commaixlers have other tasks to 
perform as well as to protect DoD-affiliated persoruiel, facilities, and assets from terrorist 
attack, they can easily become overloaded with security-related information and demands 
for response in the absence of guidance on establishment of priorities for DoD asset 
protectitxL 

3. Hgure 7-1 illustrates this situaticm. It shows the aggregate potential for security 
enhancemmts as a result of the develc^nnent of an hitegtated Tororist Threat Estimate in 
the upper left of the figure; the lower ri^ shows a broad range ci daily activities that must 
be managed arKi overseen, each embedded in a security or force protection environment 
As suggested by the Plan of the Day in the lower right-hand coina^Aefiswe|hf^itiiin 
DoD components goes on. with or without a terrorist thre^;_^H|H|H|||^H^P 


TffCnai^^iswnna me proper balana of Force PiotectkHi and Antitenoiism on the one 
hand, and carrying out other elements in die Plan of die Day diat attribute to DoD missicMi 

accfimplkhmmt 

4. The upper-right hand comer introduces a new block of information, analytical 
tools, and guidance on security and security resource allocation priorities: DoD Physical 
Security Policy. 
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Figure 7-1. Processing Integrated Terrorist Threat Estimates Into 
Amiterrorism and Force Protection Programs 



integration of physical security programs, personnel security activities, and operations 
secmiQr into a mutually reinforcing set of anutenoiism preventive measures. 


B . DoD PHYSICAL SECURITY POLICY 


1. Policy Objectives 


a. DoD has promulgated a general policy dictating physical security measures 
applicable to all DoD installations, facilities, and activities. The objectives of reference (cc) 
are to: 
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(1) Establish general policy for the security of personnel and installations, 
military operaticms, arid cert^ assets. 

(2) Provide realistic guidance, general procedures, and the necessary 
flexibility for commanders to protect personnel, installa:tions, ope^tiohs, and assets from 
typical threats. 

(3) Reduce the loss, theft, or diversion of, and damage to, DoD assets, 
thereby erisuring Jiat warfighdng capabiliQr ismaintained. 

b. To in^lernrat Ms policy, OSD has established some no min al design threats 
used to help platnners ad^ss physical securiQr re^uiremehts. The design threats include 
peacetime, crisis, and wartime conditions, ideiOify broad clas^ of perpetrators of physical 
attacks against DOD facilities and materiel, and poM^^ rMges of capability 

defined by types of weapois or tools used bn the one hand, or the ability to penetrate DoD 
facilities protected by standard prottctitMi systems. 


2. Physical purity Threats 



c. 1 m DoD Regulation describes a broad range of physical security threats based 


on the types of tc^^ or we^^ns i 
capabibty of 

illustrates^ &e tangbof tSirea^ wd 
^ izriple^ented. Rt^i^iS M 


in the physical securi|y threats and the 
security protective de^^r Figure 7-2 
protbMonmu^lbe desired 
^Ided.: 



weaMns used by perpetrators of attacks, on DoD 
facilities. The ci^abilities and charaaeristics of weapons and tools dimte protection 
requirements. Protection requirements, in turn, drive aichimctural plMs, drawings, and 


construction. 


t Individuals who res<xt to violent anarv*; against DoD assets motivated by personal anger, not politics. 
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Rgure 7-2. Physical Security Threat Matrix 

*• engineere have a very nanow perspective on the design and construction 

of facilities to withstand a<g.<ea n]t " " 





- ^ execute attacks 

against targets. The&? analysts are concerned about the technical capability of we^ions awi 
tools and the method of operations en^loyed in tenonst awa/r>f« 

3. Systems Approach to Physical Security 






Iccxistructitxi standards. They i^ect instead die variable nature of physical 
security threats to DoD assets, the dynamic character of DoD force structure, the 
distnbution of forces and assets among widely distributed DoD installations, and the 
different activities of die DoD com p on en t s 

b. The Regulation establishes the following physical security system 
PERFORMANCE GOAL: 
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The goal of the security system for an asset or facility is to deploy 
security resources so as to preclude or reduce the potential for 
sabotage, tiieft, trespass, terrorism, espionage or o&er criminal 
activity. To achieve this goal a security system provides the 
capability to DETECT, ASSESS, COMMUNICATE, DELAY AND 
RESPOND TO AN UNAUTHORIZED ATTEMPT AT ENTRY. 

c. To meet the functional requirements of the physical security system specified 
above, several ss^stem components are identified, including the following: 

(1) Integrated electronic security systems. 

(2) Entry and circulaticm controL 

(3) Barrier systems. 

(4) Access delay and denial systems. 

(5) Dedica t ed security fences. 

(6) Designated immediate response forces. 

By combining these physical security system components into an integrated protection 
system, appropriate levels of protection for United States defense resources can be 
achieved. It is also clear that such systems can be prohibitively expensive if ^lied to each 
and every DoD installation or facility within a DoD installation. Physical Security 
Protection priorities are therefore established. 

4. DoD Asset Types and Protection Priorities 

a. The DoD Regulation provides clear guidance on the pricffity for protection of 
installations, facilities, activities, organizations, or individuals based on the functions 
supported or carried out by each. The Regulation also prescribes the combination of 



b. Hgure 7-3 illustrates how physical security protection resources should be 
used to achieve die desired degree of protection for DoD's assets. 


5. Specific Physical Security Policy Direction 

a. Combining the concepts of a physical security threat, a physical security 
system that contains multiple components, and assets requiring protection, the DoD 
Regulation elaborates the following policy: 
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It is DoD policy that DoD Components ghall develop, establish, and 

maintain policies and procedures to control access to installations, 

including the following: 

1 . Using a defense-in-depdi concept to provide graduated levels of 
ptotecncxi from the inflation perimeter to critical assets. 

2. Determining the degree of control required over persotmel and 
equipment entering or leaving the installation. 

b. The Regulation also prescribes the development of plans, prog rams; , and 
specific measures to enhance security to be implemented under the following situations: 
(emphasis added): 

(1) Naticmal emergency. 

(2) Disaster. 

(3) Terrorist THREAT coNDinoNS.2 

(4) Significant criminal activity. 

(5) Qvil disturbance. 

(6) Other contingencies that would SERIOUSLY AFFECT THE ABE-ITY OF 
INSTALLATION PERSONNEL TO PERFORM THEIR MISSION. 

C. SUMMARY OF PHYSICAL SECURITY SYSTEM FUNCTIONS 

1. The physical security system emplaced around DoD installations, facilities, 
activities, organizadons, and evoi individuals must perform the following functions: 

a. Detect direats; 

b. Assess and classify threats; 

c. Communicate warning and threat assessment informaticHi; 

d. Delay penetration by the threat to the protected asset as long as necessary; and 

e. Provide for timely, effective response to the threaL 

2. In the discussion that follows in Chapters 8, 9, and 10, various approaches to 
enhancing physical security of DoD assets will be addressed. While many of the specific 
measures identified will be illustrated with examples based on DoD installations, the 
ptinc^les apply equally to all DoD activities regardless of their locantm. 


2 See Cbapter 17 aad Appendix DD below for farther discussk». 
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CHAPTER 8 

PHYSICAL SECURITY SYSTEM COMPONENTS 

A. OVERVIEW 

1 . The physical security systems installed in and around DoD installations and 
facilities form the physical backbone of DoD combatting teirorism effons. The facilities, 
equipment, and personnel comprising the installation security force are the first lines of 
defense against terrorist attack. DoD installation civilian managers and military 
commanders should develop an integrated physical security system as described in 
Chapter 7, consistent with the threat, in order to achieve die necessary levels of protection 
of DoD assets. 

2. DoD S200.8-R (reference (cc)) encourages the use of technology and people to 
achieve a cost-effective, security system level of perfcomance. In this chapter, the basic 
components of a physical security system will be described. Security managers should 
bear in mind that cost-effective security systems designs use the minimiim essential 
components to achieve the desired level of security; resource limitations and OMistraints 
mean that trade-offs win be required. 

3 . This chapter will consider the basic apfsoach to the design and implementation of 
installation physical securiQr systems. Each major conqxHient will be ^scussed. The 
chapter will conclude with a discussion of physic^ security system integration with other 
installation site selectkm and design issues. 

B . LAYERED SECURITY CONCEPT 

1 . The DoD Htysical Security Program Regulation emphasizes the need to think of 
physical security as a system providing protection-in-depth. In some cases defense-in- 
depth can be obtained by constructing "islands" of extreme or high security with a "sea" of 
m^eraie security. 

2. The object of the physical security system no matter how it is described is the 
same: 

a. Retain operational capability and mission functionality by providing the 
greatest level of protection to those resources necessary and sufficient to meet specified 
operational and/or mission requirements. 


3. As ncx^Un Chapter 7, protection of DoD assets is provided by a Riysical Security 
System consisting of the following major components: 
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a. Integrated electronic systems. 

b. Entry and circulation control 

c. Barrier systems. 

d. Access delay and denial security systems. 

e. Dedicated security forces. 

f . Designated immediate response forces. 

4. Figure 8-1 illustrates the general layered defense approach to the mq>lementation 
of a physical security system. The DoD asset(s) to be protected are located within an 
imermost ring of security. Additional layers of security are provided at increasing 
diston^ from the asset to be protected. The number <rf layers, the components that 
comprise them, and thdr resistance to penetration dq>end on the threat and the irttpmtance 
of the asset to be protected. 



Figure 8-1. Layered Approach to Protection of DoD Assets 


5. Hgore 8-2 illustrates the concq)t of layered, integrated physical security system 
compements amtributing to the security of a DoD asseL An outer perimeter is established 
and clearly marked. Just inside the outer perimeter is an outer security zmie. Within this 
zone are surveillance systems to monitor activities w ithin the zone and beyond the 
perimeter. Access control points have been constructed to control access from outside the 
perimeter to the outer security 
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Figure 8*2. High Security illustration of the Layered Security Concept 




secunty 

)nents into a physical security system that can provide hi^ resistance to 
penetration, prolong an attack against protected DoD assets, and delay attackers long 
enough to permit a response force to arrive in time to apprehend and/or detain the 
peipetiators, recover assets, and restore them to their secured status. 


7. Rgure 8-2 depicts key physical security system components and an approach to 
the integradoD of these elements into a physical security system that can detect threats; 
identify, classify, and assess inmisions; delay intrusions long enough to permit response 
farces to arrive and complete containment and apprehension; and if all else fails, delay 
intruders still longer until overwhelming force arrives to rescue and/(v recover die asset 

8. The concept of a layered defense also includes jmitecdon frmn threats launched 
against DoD assets from any direcdon. Threats could come from below or above, as well 
as through perimeter fences, walls, or other barriers. Underground parking garages in 
office buildings, high-rise apartments, and hotels can harbor terrorists, as can large utility 
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service structures such as tunnels, culv^, canals, or spillways. Ceilings or roofs can be 
penetrated and must also be protected. Even wide open spaces on a large installation can 
represent potential danger for terrorists equipped widi hang-gliders, ultralight aircraft, 
parachutes, or even helicopters. 

9. Most DoD assets do not require and should not be protected to the level depicted in 

Hgure 8-2; if circumstances require such protection, use of die physical security systems 
concqit allows for i de nt i fic a t ion of temporary or eiqiedient measures that can be used to 
increase protection afforded to DoD assets for the duxaiitxi of a transieiit 

C. PHYSICAL SECURITY SYSTEM FUNCTIONAL REQUIREMENTS 

1. General 

a. For a physical security system to protect DoD assets, certain security functions 
must be perfonned. Amcmg these funedons are die following: 

(1) Threat Detectkn. 

(2) Threat Q ass i fica rio n and Assessment 

(3) Threat Annunciation. 

(4) Threat Delay. 

(5) Threat Response. 

b. Each of these functions is critical to the overall performance of the Physical 
SecuriQr system. Each is considered in turn. 

2. Threat Detection 

"Ut® Sist challenge to the physical security system is its ability to detect the 
presence of hostile intruders. As a general rule, die earlier the detection of threatg and the 
longer die range at which tii^ are detected, the greater the opport un ities are to protect DoD 
assets and mm i miz e die impact of terrorist acts against DoD personnel, materiel, and 
fifties. A wide variety of systems can be used to detea the presence of activity at a 
distance from the facility. The ability of surveillance systems to detea activity ca n vary 
widely. Several factors can influence surveUlance system performance. 
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e. The number and variety of surveillance sensors can be affected by the location 
of initial threat detection. If a threat can be detec t ed at the outer perimeter, then additional 
sensors can be used between the outer perimeter and the inner perimeter to aid in the 
classification and assessment of the intruder before the response force is dispatched. If die 
installation or facility is compact and little distance separates the outer perimeter from an 
inner security zone, then the response force must be di^atched almost immediately upon 
demotion of an intrusion so that it can con^lete assessment and make an initial resptmse. 

f . Bairiers such as fences, walls, ditches, or roads become platforms on which 
intrusion detection system sensors are mounted. Such systems can detect the passage of an 
object, animal, or person through a line. They can be used to detect the presence of 
intruders within a restricted zone such as sand strip encircling the perimeter of a facility. 
They can detect die presence of intruders in a restricted volume of space such as an office, a 
garage, or a hangar. Intrusion detection systems are especially useful within an 
installation, and oftentimes can be used in conjunction with perimeter bairiers, security 
zones, and interior barriers to provide detailed information about the location of a potential 
threat 


g. if the geography and siting of an installation do not permit detection of threat at 
its periphoy as is the case when DoD facilities occupy only a portion of a commercial 
office building, then threat detecticm must occur at close quarters to the protected DoD 
asset. Under such circumstances, multiple intrusic» detection systems, based on different 
detection principles, can be employed to provide dueat detection and additional information 
needed for classificaticm and assessment as discussed below. 

h. Detection systems have varying strengths and weaknesses d^nding upcMi the 
physical c limate and environment in which they are expected to operate, the nature of 
targets to be demoted, the training and drill of their operators and interpreters of da t a, and 
the topography and geography of the installation or facility from which surveillance is 
being mounted. Careful planning is necessary to install a surveillance system at the 
installation or facility perimeter with ctq)ability of providing both outward and inward 
surveillance. Planners should consult wiA Service and OSD experts with respect to their 
site-spedfic needs. 

3. Threat Annunciation 

a. It is, of course, not sufficient to detect the presence of potential threats. The 
physical security system must take additional steps to mitigate die threaL 

b. A critical con^xxient of die physical security system is dxreat aimunciation. 

(1) Threat anntmciatitxi must occur in some type of watch center from which 
initial attempts to classify and assess die dueat will be made. 
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(2) In some DoD facilities whoe most stringent security requirements m u s t be 
met, threat aimunciation may also be needed in a response force ready-room, where 
members of the response force remain in an alen state, prq>arcd to respond to identified 
threats. 

(3) Threat aimunciation in the immediate quarters oc offices of key personnel 
who are cmisideied protected DoD asse ts , or other DoD assets may be necessary to 
penmt tra nsi ti onin g them into a highly protected physical structure (sending key personnel 
to a safehaven, pulling aircraft into hardened shelters and revetments, etc.) 

c. While the annunciation of threat need not occur in these 

loc^ons, the physical security system must have a way of communicating the n fed for 
acQOT to persoimel assigned to assess or respond to threats. Annunciators be 
auditory (alarm bells, whistles, horns, etc.), visual (flashing lights, blinking and/or 
color marks ^ipearing on computer screens), or even tactile (vibrating units worn as 
pocket pagers). 

d. It is recommended that at least two different types of annunciattns be u sed 
throughout an installation where resources permit and a requirement for rapid security 
refuse exits. 

e. Aimunciators should be scattered throughout an installation to enable 
usessment personnel to summon response forces and to alert protected assets to an 
imminent attack. Intercom systems, portable radios, telephones, and radio paging devices 
can be used to alert specific personnel or specific facilities. Bells, whistles, sirens, and 
flashing lights can be used for general alarms. 

f- Where the threat environment and resources warrant, installatini>!^ should be 
fitted witii general annunciators that allow perstmnel to discriminatP ammig different types 
of emergencies. One set of alarms should be used for emergencies requixing the evacuation 
of facilities (fire or bomb threats). Another set of alarms should be used to warn of 
emergencies tiiat require taking shelter in interior building spaces away from windows and 
exterior walls as in tiie event of civil disturbances or tornadoes. 

d. Threat Classification and Assessment 

a. Once the presence of a threat has been detected and tiiteat assessment personnel 
notified, the physical securiQr system must classify and assess the threaL The presence of a 
threat is us^y detected as a result of some sort of alarm. Surveillance systems, including 
but not lixmted to visual surveillance systems and intrusicxi detection systems, transmit data 
to an infonnation processing center, where detectim data are a ssfssfd 

b. Assessment of and response to alarms must be swift and as practiced as 
possiUe. An intruder running can cover considerable distance in a matter of seconds. 
Guards and otiier security personnel are relied upcm primarily to assess int nisinn aiaTmc 
They must respond imm e di a te ly when alerted. Oftra, security persoimel use CCTV to 
assist fliem in their assessment role. CCTVs can also be slaved to die Intrusion Detection 
System (IDS) system When a sensor alarms on a slaved system a CCTV camera is 
immediately focused onto the alarmed area and die picture focused for the security guard 
mcxiitoring the IDS system for assessment 
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c. The purpose of such assessments is to determine the following: 
(1) Is the alarm real or false? 



a. Delay is provided by perimeter, exterior, and interior physical barriers erected 
or installed to protect the structure, such as fences, gates, walls, windows, doors, locking 
systems, ceilings, and floors. These physical barriers are evaluated as a system. The 
effectiveness of a barrier system is measured by the minimum total delay rimp it provides 
on any path into the protected area. Delay time is measured from the time the intruder is 
detttxed until he has penetrated all of the barriers, including die time it takes to travel from 
barrier to bamer, and the protected area 

b. Delay has three purposes: 

(1) F acilitate def i nitiv e threat classificarjon and 

(2) Facilitate response by physical security response forces. 

(3) Facilitate evacuation of protected DoD assets if evacuation is the most 
^lopriate, cost-effective force protection remedy. 

c. Delay of potential threats at the greatest distance possible from the protected 
DoD assets can be essential in making definitive threat classifications and assessments. 
Being able to delay intruders at the installation perimeter l<»g enough to classify the threat 

(human) and assess it (not carrying fiiearms) may prevent urmecessary injury or loss of 
life. 

d. Delay aUows die response force an opportunity to take up defensive positions 
to pTOi^ DoD assets, to defend facilities and personnel, to counterattack, and to conclude 
M incident with arrest and apprehension of the perpetrators. Tlie greater the amount of 
tune intruders can be kept away from major DoD assets requiring protecnoi, the greater the 
opportunity for DoD personnel to terminate the threat without loss or compromise of 
missioD csqiability. 

Delay can be critical in fac ili tating the successful evacuation of DoD assets 
from facilities under attack. Delay to facilitate evacuation is especially important to DoD 
personnel serving in isolated posts. 
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6. Threat Response 

a. Response to threats begins immediately upon detection; response activity 
increases concurrently with threat classification and assessmenL The purposes of the 
physical security system response to threats are as follows; 

(1) Smp further intrusion by the threat at the greatest distance possible fiom 
protected assets; 

(2) Slow die rate of advance towards the protected asset as much as possible; 

(3) Facilitate die evacuanoo of the prelected asset to safe areas; 

(4) Secure the protected asset and contain the direat; 

(5) Contain the dneat, prevent addidtxial hostile resources fiom arriving, and 
prqiate to apprehend die direat and relieve die protected asset 

b. Specific methods to accomplish diese response goals are discussed in Chapter 
IS. In general, physical security design elements included in DoD installations and 
fa c i li tie s ran aid response forces in accomplishing these objectives. 



D. BARRIERS 

1 . Barriers are an integral part of all physical security systems. They are used at the 
peximemr of DoD installations to perform several fiinctions. Barriers establish boundaries. 
They deter and intimidate individuals from attempting unlawful or nnaiithr»ri 7 f»^ entry. 
Barriers become platforms on which more sophisticated sensors can be placed to aid in 
threat detectitm and classificatira. Some barriers at die perimeter of a DoD instaiiatiftn hel p 
^eld activities within die instaTlann n from immwtiatft, fttrwrt observatum. 

2 . Barriers are also used at the perimeter of DoD installations to facilitate pedestrian 
and vehicle entrance and exit control Use of barriers channels traffic through 

access control points, where pedestrians and vehicles can be monitored and searched for 
contra b a n d, explosives, or odier threats as circumstances warrant. 

3. Barriers are used within individual buildinp on DoD installations for gimiiaT 
purposes. In addition, use of high security doors, window glaring s , and walls can provide 
building occupants with protection against ballistic penetrations— small arms fire, hnmh 
fragments, brokra glass, etc. 

4. Hgure 8*3 presents an illustrative list of both natural and man-made barriers of 
potential interest to securi^ program planners. 

5. Specific permanent, temporary, and expedient barrier materials are diyc p^it e d in 
Chapters 9 and 10. 
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BARRIER 

FUNCTION 

Natural Obstacle 
Naturally Occurring 

Man-made or Result of 
Human Endeavor 

Establish Boundary 

River, valley, forest line 

Wall, fence, hedge 

Isolate Activity, 
Discourage Visitors 

Mountains or hills, jungle, 
dense growth, desert 

Walls, fertces 
Berms, canals, moats 

Aid Detection of 
Unauthorized Entry, 
Intrusion 


Electronic detection devices 
mounted on boundary 
Sand strips at boundary of 
areas to be isolated 
Electronic Devices 

Impede Pedestrian 
Passage 

Rivers, swamps, natural 
terrain features 

Fences and wails with or 
without doors or gates 

Impede Vehicle 
Passage 

Rivers, swamps, natural 
terrairi features 

Fences, walls, Jersey Bounce 
barriers. 

Specially designed vehicie 
barriers 

Aircraft arresting cable 

Prevent External 
Visual Observation 

Forests, natural terrain features 

Bemrts, earthwoite 
Walls, soGd fences 
Masonry block screens 
Translucent glass block, 
polycarbonate sheet 
Shutters, awnings, draperies 

Minimize Ballistic 
Material Penetration 


High berms, earthworks 
Steel reinforced concrete 
or masonry walls 
Blast shields fabricated 
from steel-ply materials 
Ballistic resistant glazings 


Figure 8-3. Security Barrier Functions and liiustrative Examples 
E. INTRUSION DETECTION SYSTEMS (IDS) 


1. IDS Overview 


a. Inorusion Detection Systems (IDS) axe used to accomplish the following: 



(3) Substitute for other physical security measures which caimot be used 
b ec ause of safety regulations, operational requirements, building layout, cost or si m ila r 
reasons. 


(4) ftovide insurance against hunoan error. 

(5) Enhanc e dw security force ctq>ability to detect and defeat intruders. 

(6) Provide the earliest practical warning to security forces of any attempted 
poietiation of protected areas. 
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(7) There are four types of IDS: 

(a) LocalAlann 

. In this system, the protective circuits and alarm devices actuate a 

d«««ted intmaon, usually on the 
building. TTie alarm transmission and/or communication lines do not leave 





Central Station 


In this type of system, the operation of alarm devices and electrical 
cm^ ^ automati^y signaUed to, recorded in, maintained, and supervised fiom a 
centi^ station o^ed and managed by a commercial firm with guards and operators in 

M^^cc « all tu^ These personnel monitor t h^signals and provide the res^nse force 
t^a^ unauthorized entry into the protected area. 


(c) Police Connection 

. . , In type of system, the alarm devices and electrical circuits are 

comected via leased telephone conqiany lines to a monitoring unit located in nearby civilian 

(d) Propr i e ta r y IDS Statimi 

thatth-mc • '^*y**«“tsqnitesiinilar to a Central Station operation, except 
th» Ae IDS monitoring and/or recoiding equipment for all IDS at the installation is locat^ 
withm a constantly manned DoD civilian or miHtary poUce, or security force 
communications center maintained and owned by the Government installatioii 

installation police or security force responds to all IDS activations. 

. 


lacoo^i 


1 1S1 


, It must be safes 


ragainst tanipering. 

. ^ I^ facilities equipped with ms should utilize Prt^tary IDS 

btanon systems where DoD personnel monitor and respond to all alarms. 

2. IDS Sensors 

Intrusion Detection Systems have several components including sensors, data 
transmission subsystems, displays and assessment subsystems, power subsystems 
commumcanom subsystems, and maintenance systems. Intrusion detection system ODS) 
Mnsore are divided primarily into two groups, exterior sensors and interior sensors, 
dependmg upon dieir envinximental capability. 
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a. Exterior Sensors 

(1) Ex^or sensors are those that function in an outside enviionmenL These 
sensors, and their associated processing equipment, are weatherproofed and less sensitive 
to changes in climatic conditions. Exterior sensors are used for early detection of intruders 
before they reach a protected structure. They are designed to provide fairly uniform 
protection coverage over outdoor areas. Extoior sensors are used to establish an intrusion 
detection line along fences, walls, and water or other land boundaries surrounding a 
protected smicture. 

(a) Perimeter Sensors 

Perimeter sensors are exterior sensors normally installed on fences, 
walls, or gams. They detect different types of fence movement resulting from an intruder 
climbing, cutting, lifdng up, or otherwise violating the fence. They can also be used w ithin 
structures to establish inner security zones or to monitor movement within a large, open 
structure. 

(b) Line Sensors 

These exterior sensors form an extended boundary through which 
intrusion can be detected upem breaking or interfering with the sensor line, passing through 
a magnetic field, or changing the pattern in a electronic field. 


(2) Rgure 8-4 lists various types of exterior sensors. 



Figure 8-4. Exterior IDS Sensor Types 


b. Interior Sensors 



(2) Sensors use various methods of detection. Anoong the most common, 
exterior sensors use seismic, magnetic, microwave, infrared, electric field, electromagnetic. 
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and vibration detection methods. Interior sensors primarily use capacitance, magnedc, 
ultrasonic, shock and/or vibration, and infrared techniques. Combinations of these 
mediods may also be designed into individual sensors. They can be configured in 
electronic tiers, requiring an intruder to pass through each tier in progressive 
thereby increasing the likelihood that the intnii;tgr will be detected. 

(a) Penetration Sensors 

These interior sensors are designed to react to fnaghani^^ ^ i or 
acoustical vibration, sensor movement, or sensor destructicm. 

(b) Volumetric Sensors 

Volumetric sensors are interior interior type sensors are H^ gne d to 
react to the nootion of an intruder. They may based on infiiared, seism ic, acoustic, or 
soising technologies. 

(c) Duress Switches 

Duress switches, like those used in banks, set off an alann at the 
touch of a bunon. They allow individuals to coxnmunicate situations of duress to forces 
that can render assista n ce. Both fixed and portable switches can be used in this application. 
Fixed duress switches are normally wired to the IDS duress circuit and are permanently 
mounted for activation of the duress alarm when needed. Portable hand duress switches 
electrcxucallytransriiittoateceiverthatiswiiedtothelDSduresscircuiL Upon activatirm 
of a switch button, the sm al l , wireless transmitter sends a radio signal to the receiver, 
triggering a duress alarm. Transmitters are designed either to be carried or mounted in 
suitaUe locaikms. 

(3) Hgure $-5 provides a listing of several different types of interior intrusitxi 
detection sensors, the purposes for which such sensors are appropriate, the principles by 
which each sensor operates, cranmon false alarm causes, and appropriate applications. 

3 . Data and/or Signal Transmission 

This subsystem links sensors with control and monitoring consoles. The 
transmission medium is used to send control signals and data to and ficnn all sensors, 
ctmtrol points, and annunciator panels. This subsystem may be hardwired lanri lines, radio 
frequency links, fiber optic cables, or any combination thereof. Most recently, 
transmission of data-eucrypted alarm signals via satellite been developed and is now 
availaUe commercially. 

4. Annunciator, Control, and Display 

Annunciator, control, and display subsystems provide equipment for central 
operational control and monitoring of the IDS. Through this equipment, security force 
personnel are instantly alerted to tire status of any protected area. ‘Diis subsystem shm iiH 
be located in a restricmd area and closed off from public view. Alarmed spaces shmiiH be 
designated by zones to facilitate identification of penetrated areas, assessments of 
vulnerability resulting frmn intrusions, arxi dispatch of respcxise forces in a timely maimer. 


8-12 

FOR OFFICIAL USE ONLY 




r’- iSi) 


'rrkfif ,c 'lO- .‘rrvT< f(xr.’m'M5A 


; /isasilo''? ' cl'^ 


iMmiv. :nj; ? ■..osmsnK: '^ 

-f /;;,:T ,xs,'.>inBfli asJi 


■PtDCI? O’ 


m 




■‘:; i,.‘:sl:'.:, 'j'"; .lOIJiairOv, .fli.'. -.ul: 

r 'IM.d ..-sdS'iTI'^, (S^iO.jfc' ?*'ll "jO ttOili .•' .'.Ua, , -i:*. :'HC,X- 

:Jtr3u..* t«t! rvo’-sfx s -w josmtji ::- 

ii-M, JiBilCT... S>i! , V:irrc •'«■• !• 

s-'Tssa jci :-“-.TJ,m.<'‘aK;:'f jtrx:'# -‘.rrvoa 3 :j>o'r:'-:'::if-7 


'io Sox;-;."’ .a ;x;'L;ir-70«-’ ?-S xmrg/ 








,«.‘5^X3.;-5 "“■“•ste D lir.- •; . :a j.' ,*:t3:vgr.i-’-’,K' ''»>.'''o-<' -lOiiS iS;'.J'C 


ijc-tx- ,v ipif|ac icii.?!!; ?: 

■i7;\si? fflSi’.il zkli' 

'Xii.’u'O- o'':;>' i>i Liiiau ii caiJ-fex* ficiisiak; /:.»uxri 
r.? '^a$C ..'hut': itasootians j.,;';i>.-n. 

'O'ii:. 'to .'Sii'jii v->r^-3 

■'-' ■' iWuk 'k'- 


i¥. -r boi. 

OJ cxtij bps tl:..;' 
,‘s;,i3.l bi^^T^ht&A i-t t. ...o 
■■rn .lofl’ra;'.: ■■'.cfcxoic' 

■ .-'jKr* 'tiultt'jit 


ims 

,i''t.';'0'r ■■'!,; p.;> ?'»'>'.:>'.'Cf .. .tJrjkL I’iiis ,!<sano& ,ic :s;rsi”ar.»'..*. 

tn.j*>.“ .. x:':Svnr?'qk!;p 5 ' «?:3j •'%.wc'ttfr .iiUi. -iat 20 §x : ioiiuttKa btts loi3.;i.cx> iKii'to'ii'txTi'-Qi; 

iiiff iK'iKjatfc'jq /:!5usk; xMat* tad.;, oj vfjflijg ji .gjjt. 'xirt-o-Xiq 

'^■■■: sty; sm kaxml/ ,wt»r/ ailcua cfKj:d'**o kia basajda^::? b a 

‘^■bf.ni'Tci isso'rat 2 ^ik>(77i lo dfflsqWb br;.: ?j;c-^inJma»Dftgmtlii£5? -bt: (■; ( '» r:'fiv 


Rfi^ OfRICIAUWSE CJNJtV 


OoD 0-2000.1 2-H 



FIflure 8-5. Selected interior Intrusion Detection Sensors (continued) 


5. Primary Power 

a. In the selecticm process, a planner must ensure that an IDS is capable of 
opetaiion on die power (fiequcncy and voltage) that is available. Within the United States 
60 Hz (cycles) and 1 10 volts alternating current (ac) is the standard. Outside CONUS, 
frequencies may be 50 Hz or 60 Hz and voltages can range from 1 lOV to 440V, in any 
combination. 

b. In many overseas areas, line voltages can fluctuate widely and voltages for a 
240-volt system can drop to 180V then surge to near 300V. Where this occurs, surge 

arresors and line conditioners be required to protea the IDS equipmenL Ifthe system 

selected is not capable of q)erating on available power, then some means of convening the 
power to a usable form must be provided. Sufficient power must be available to operate 
die equipn^t in each area to be protected as well as the caurol moni to ring station. The 

power required by each item of equipment must be included in determining the total system 
load. 

c. Many sensors and display units operate on direa current (dc). When these are 
used, it is necessary to provide sufficient dc power rectifiers at each location to convert 
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lcx:aUy available ac power to the dc power required by the sensors and display nniK Many 
of today's control units and sensors use microprocessors to accomplish their function. 
Althou^ powerful in peifonnance, they are susceptible to damage frcan electrical transients 
such as surges or spikes that result from interference ot noise on the power line. This 
vulnerability can be reduced through the incorporation of surge protectors and/or lighting 
arrestors in the design. 

6. Emergency Backup Power 

a. The IDS must be capable of providing protectitxi even when the primary power 
fails or is cut (^. To ensure diis, an alternative power source must be provided. If there is 
an uninterruptable power supply (UPS) available, then connecting the IDS to the UPS 
should be a prime consideration. Most systems contain a back-up battery that is 
condnuously trickle-charged by the primary power system. An 8-hour battery backup is 
m a nd a to ry^ However, if the primary powCT is subject to being out for longer periods, a 
16- or 24-hour backup should be procured or arrangements marff. to provide a guard force 
as additional ptotectioiL 

b. Use of an emergency backup generator can provide the necessary power when 
the primary power fails. Battery backt^ is still requir^ to keep the system up until the 
generator is started. Expected power outages, system load requirements, and fuel 
availability will determine the capacity and type of generator teqtnred. 

7. Tamper Protection 

Protection from tampering with the IDS, the access system, and the assessment 
system should be designed into conqwnents of these systems so their effectiveness cannot 
be ccxi^nomised. In typical applications, a switch is located within equipment covers or 
doors that are vulnerable to unauthorized entry. A tamper alarm is registered at the 
annunciator panel when a cover or door is |xied off or removed. 

8. Alarm Assessment 

a. Alarm assessment is an essential function of a physical security system relying 
on intrusion detecnon systems. IT IS IMPERATIVE THAT THE CAUSE OF THE ALARM BE 
INVESTIGATED. Accurate and nq>id assessment is essential to prevent the commitment of 
response forces as a result false OT nuisance alarms. 


b. When an intrusion alarm is received, security personnel must assess the 
validity, severity, and nature of the event causing the alarm. Visual methods ate commcxtly 
used, either by direa sighting or by the use of Qosed Circuit Television (CCTV). 
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a. Requirements 

Proper maintenance of an IDS is essential. Systems not properly maintained 
may fail to detect intiusum or yield a hi^ nmnber of falsa and/or nuisance alarmg^ dierel^ 
losing cr^biliiy and demoralizing the security force to the point where alarm activations 
arc often ignored. As a result, security may be less than teat obtained without an IDS. The 
more conqdex an IDS, the more hi^ily skilled and ttained the maintmanry. twrhniriang mnct 
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b. IDS Testing Frequency 

individual ^^BRnouMbetested to determine the continued adequacy of AeiHntended 
application. All transmission devices will be validated to ensure proper <^)erations. 
Testing should be conducted in concert with the security officer. Tests should include 
tenqx>rary interruption of AC power to ensure AC/DC transfer and that batteries or other 
alternate power sources ate functionaL Test result records should be retained consistent 
with Service, Agency, or Inspector General requirements. 

F. LIGHTING SYSTEMS 

Protective lifting should enable guard force petscnnel to observe activities around or 
inside an installation without disclosing their presence. Adequate lighting for all 
approaches to an installation not only discourages attenq>ted unauthorized entry, but also 
reveals persons within the area. However, lighting should not be used alone. It should 
supplement other measures such as fixed security posts or patrols, fences, and alarms. 

1 . Protective Lighting Approaches 

a. Good protective lighting is achieved by adequate, even light upon bordering 
areas, glaring lights in the eyes of the intruder, and relatively little light on security patrol 
routes. In addition to Seeing long distances, security farces must be able to see low 
contrasts, such as indistinct outlines of silhouettes, and must be able to spot an intruder 
who may be exposed to view for only a few seconds. All of these abilities are improved by 
higher levels of brighmess. 

b. In plazming protective lighting, high brighmess contrast between intruder and 
background should be the &st consideration. The volume and intensity of lighting will 
vary based on the surfaces to be illuminated. Dark, dirty surfaces, or sui&ces painted witii 
camouflage paint require more illumination than installations and buildings with clean 
concrete, light brick, or glass surfaces. Rough, uneven terrain with dense underbrush 
requires more illuminatimi to achieve a constant level of bti^mess than manicured lawns. 

2. Types of Lighting 

a. Continuous Lighting (Stationary Luminary) 

■|^^^^H|||||||||[^|||||||[|H||H||||H||^|Vlt consists of a 
fixed lights ^^^^^too^^v^^re^raonuousi^^in^me hours of darkness with 
overlapping cones of light. Two priinary methods of employing continuous lighting are 
glare protectkn and controlled lighting: 

(1) Glare Projection Lighting 

Glaze projection lighting is useful where the glare of lights directed across 
surrounding territory not be annoying to neighbcns or residents and not interfere with 
adjacent operations. It is a strong deterrent to potential intruders because it makes it 
difficult for them to see the inside of the area. It also protects guards by keeping them in 
comparative darkness. Such lighting allows guards to observe intruders at considerable 
distance beyond the perimeter. 
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(2) Controlled Lighting 

Controlled lighting is best used where it is necessary to limit the width of 
the lighted strip outside the perimeter beca u se of adjoining property or nearby highways, 
railroads, navigable waters, or airports. In controlled lighting, the widdi of die lighted strip 
^ be controlled and adjusted to fit the panicular need, such as illumination of a wide strip 
insicte a fence and a narrow strip outside; or floodlighting a wall or roof. This method of 
lighting often ill umin a t es or silhouettes security perstxinel as they patrol dieir route. 

b. Standby Lighting (Stationary Luminary) 

The layout of this system is similar to ccmtinuous lighting. However, the 
luminaries are not omtinuously lighted, but are either automatically or manually turned on 
ordy when suspicious activity is detected or suspected by the security force or alarm 
systems. 

(1) Building Face Perimeters 

Building face perimeter lighting illuminates the faces of buildings on or 
within 20 feet of the property line, or the area line to be protected, and where the public 
may ^>proach the buildings. Guards may be stationed inside or outside of the buildings. 
Doorways or other insets in the building’s face should receive special att^nTiftn for lighting 
to ehminaie shadows. 

(2) Active Entrances 

Active entrance lighting for pedestrians and vehicles should have two or 
more lighting units with adequate illumination for recognition of perstms and examination 
of credentials. All vehicle entrances should have two lighting units to 

complete inspection of passenger cars, trucks, and freight cars as well as their contents and 
passengers. 

(3) Semiactive or Inactive Entrances 

Semiactive or inactive entrances should have the degree of 
rontinuous lighting as the remainder of the perimeter, with standby li ghtin g of sufficient 
illumination to be used when the entrance becomes active. Gamhouses at entrances should 
have a low level of interior illuminatira to enable guards to see better, increase their night 
vision adaptability, and avoid tnaicing them targets. 

c . Movable Lighting 

A movable lifting system (stationary or portable) consisting of manually 
operated searchlights that may be lighted during hours of darkness or as needed. This 
system is normaUy used to supplement continuous or standby li ghtin g 

d. Emergency Lighting 

Emergency light may duplicate any or all of the above systems. Its use is 
limited to times of power failure or other emergencies tiiat render die normal system 
inoperative. It depends on alternative power sources, such as ingtall<»H or portable 
generaicns or baneries. 
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3 . Wiring Systems . . ^ s 

protective Uffhtine 

^vnotik^ve a laige ^tftion 
i^ss. 

interruptions caii^i^>y overloads, inda^al 
tinderground (or sufficiently ipide the p^ter in the case 

of overheating) to nnnimize the postibfli^^ 

1^ for siiapiiaty and^Jectinomy inisysgm maintenance 

imW shutd(^ for cle^&i^ ^ lah^ 

*®Pfacem{mt Itis nec^^,in,^ t 

4. Power Sources : 

a. Power sources should meet the following ciiteria: ' "^ 

r ' 0 ) Primary -, usually a local puhlir u tility ’ 

- (2j - tte^foUowing should be provided; ,r 

i i^^heries or gasfaline-driveri geneTatOTC^friay^^^^^ 


of outside power. ^ 


:»2 Must ensme continuous lighting; 




■;u. . 


. „ J- “adequate Ppdidimis;rAaef^ 

secun^t-precautrons mos he Considered. ' 

, . - ^ ensure efficiency and effectiveness. The frequency and 

duration of test dq>end (Hi: 


a Missicm and operatitHial factors, 


:S'~' 


, - ; , «> ,,I^)catioti, type, and condition of;fiquipEnettt: 


..ti-.; 


ver^ snongly).^^ 


(h) L oca t ed withm a dontroned area for aAtiti nnal^ P C ^^^ 

(c) Generator or battery-powered port^le aryl/or satinnaTy. lighrc- 


i iri a complete power failure. ^- 

-2 - Includes alternate TVWI/PT ClTfWllv « ii.r'0 


3 ^Available ait dbsignated control j|x>iiits ifor secimty personneL 

b. Under ideal carcuinstances, power suppUwr^l^Wiii^ 

" along separate routes ifem offia^itity service. In 

: entarre^h^^tected faality 

^ ,^tP area-wiihiti aTacm^setsarately from othw 

power and utility service. 
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3. Second, guards are an essential element in the intrusion detection system. 
Typically, diey are responsible for making an on>the*spot assessment of initial alarms. 
Ibeir judgement will figure prominendy in installation responses. The ability to assess an 
intrusion alarm as real or false is an inqxxtant skill. The ability to determine that a real 
intrusion is benign or hostile is a life-threatening decision. Either the intruder or the guard 
force, or both are at risk if a miscalculatitm occurs. 

4. Third, guards are usually the initial response force and are therefore 
re^x>nsible for initial incident ccxitrol and containment in the event of a terrorist incident 
The desire of terrorists to generate as much publicity as possible can be fulfilled or 
minifniwiri depending upon the knowledge and skills of those guards who make die initial 
on-scene determinati(»s surrounding a terrorist incident 

5. Guards are an essential element of the physical security system. Therefore, 
consider rni plementing the following measures when en^loying military personnel, civilian 
personnel, and civilian contractor personnel as part of a physical security system. 

a. EXAMINE GUARD DUTIES AND RESPONSIBILITIES CAREFULLY; 
COMMUNICATE THE REQUIREMENTS OF THE JOB CLEARLY. 

guard force informed, focused, ani 
^reR^^^^^^^^uSmen^^Indexpectaiions will help the force do a better job and keep 
morale high. Identify surveillance, intruder detection, classification, and assessment 
problems and conduct regular as well as unscheduled exercises to keep the guard force 
sensitive to events and aware of their own environment 


b. Provide guards with transport and communication appropriate 

TO THE SIZE AND TERRAIN OF THE AREA TO BE KEPT UNDER SURVEILLANCE. 

Consider supplying bicycles, mopeds, and motor scooters where foot o^^s 
are e^)ecia]ly long, difficult or tedious because of local environmental conditions. 


C. USE PERSONNEL DRAWN FROM MIDDLE ENLISTED RANKS AND CIVILIAN 
GRADES AS WELL AS JUNIOR ENLISTED AND CIVILIAN PERSONNEL AS PART OF THE 
GUARD FORCE. 


me m wnic 


nil 


ty reiateo perstmnel are required to stand at least some period of guard 

duty each mondt 

d. KEEP GUARD PERSONNEL INFC»MED OF THE THREAT. 


One of the most frustrating aspects of being a guard is not knowing what one 
should be looking for. Consider arranging for special briefings for guard personnel on 
local threat matters. Even if the material is the same material available to others, brief guard 
personnel separately. Build esprit de corps wherever possible. 
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e. Provide frequent training opportunities for the guard force and 

ENCOURAGE THEIR PARTICIPATION IN EXERCISE PLANNING, IMH^MENTATION, AND 
EVALUATION. 



j . it can mean the 

satisfactory protection of DoD assets or the loss of assets, 
capability, and innownt lives. Guard force training, accompanied by other security forces 
who would operate jointly with the guard fwce during an incident, be a recurring 
pan of physical security systmn exercises. 


(2) Gu^ personnel and othw security personnel ftequmiily bear tnpch of die 
burden in smding inspections and participating in exercises. They often have insights 

based on their eiqietiences that can in^ve physical security system realise to stress and 

to specific threats. They also have concerns about command and ctmtrol viewed ftom the 
perspective of th<^ who receive orders. Including guard personnel in exercise planning 
and evaluation reinforces the value and inportance attached to guard responsibilities by 
management and command. It also affmds security planners additional perspectives that 
can result in m^irovements in the performance of guard aixi security forces. 

I. SUMMARY 


1 . This chapter has described the basic components of the physical security system 
diat protects DoD assets in accordance widi DoD policy. The system must correedy detect, 
classify, and identify threats; it must issue warnings to protected assets to additional 
measures, while meeting, containing, and resolving the threat The physical security 
system relies on a co mbin a ti on of sensor technology, civil engineering technkpies, barriers, 
and humans to perform these functions. 

2. The purpose of a physical security system is to protea assets; it should be 
proportionate in acquisition and operating and maintenance costs to the value of the assets 
that it is iTOtecting. High value assets-assets that are critical, mair«» accoirqilishment of 
D6D missitms vulnerable if they are successfully attacked by tenorists, and at risk-need 
greater levels of protection than low value assets. Physical security systems must be 
designed widi specific threats in min d; excursions ftom anticipated thTpatc to a ss e ss system 
level sensitivities and amiabilities should and must be made to design a cost-effective 
physical security system. The existonce of mnlt^le technical and h uman physical security 
system components creates options to mix and match coiimionents against security need s. 

AH coomioiieats need na be used in aU drcutnstances to create an effective physical security 

system. 
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CHAPTER 9 


PHYSICAL SECURITY MEASURES FOR AN INSTALLATION 


A. INTRODUCTION 

1. The DoD Combatting Teirorism Program concept introduced in Chapter 1 
preventive measures desi gned to reduce diejijmlihood_rfjenoiist^gck jnd 
mitigate its effects shou ld it occur. 



"27 This chapter will integrate the DoD combatting terrorism program concept with 
DoD physical security policy lequiiements to illustrate the application of a generic physical 
security system to common aspects of DoD installations and facilities to protect DoD assets 
against terrorist attack. Physical security planning should consider physical security threat 
as well as the integrated tenorist threat estimate. Care should be given to ensure plans are 
drawn broadly enou^ to be responsive to radical changes in die ph 3 racal security threats. 

3. Again, prudence must be exercised in the implementation of a physical security 
system design. While systems can be designed to meet the most stressful, conceivable 
physical security threats terrorist might attempt, the acmal measures implemented should 
be selected on the basis of threat, risk, vulnerability, and criticality of assets to be 
protected. Sensitivity analysis should be performed to verify that the elements of the 
design to be implemented can respond to some growth in either the terrorist thre^ the 
criticality of assets to be protected, or both. Planning for future growth and investing in 
facility inficastructure to support future growth at low incremental cost is pmdenL 

B . INSTALLATION AND FACILITY DESIGN 

1 . General Physical Security Considerations 

a. The effectiveness of a physical security system depends on at least tl^ 
factors. It depends upon the careful plaiming, development, and installation of physical 
security hardware and security procedures tot 

(1) Provide early detection of an intrusion. 

(2) A layered system of barriers that delay the intruder. 

(3) An effective, timely, and practiced response force. 


FOR OFFICIAL USE ONLY 




DoD 0-2000.1 2>H 

b. Major considerations for tailoring a security system to an individual installation 
or building include: 

(1) Location of the installation and/or building 

(a) On or Off Government property. 

(b) Near perimemr or near center of installatim and/or property. 

(2) Availability and capability of local military and/or police and fire 
department personnel 

(a) Maximum response time. 

(b) Firq)ower capability. ‘ 

(c) Dependability. 

(3) AvailaWlity and proximity of U.S. Government response force personnel. 

(4) Reliability of utilities service for the protected location. 

(5) Access routes in the vicinity of the protected building. 

(a) Response force requirements. 

(b) Escape routes for attackers. 

(6) Cost of security system components. 

(7) Status of Forces agreements, host-nation restrictions, lease restrictions, 
and legal omsiderations related to the safeguarding of DoD fec iliries overseas. 

c. Questionnaires and survey instruments identified in Appendix C for use in 
facility vulnerability assessments are also useful in identifying phyacal securiQ' strengths 
and weaknesses for each installation. Portions of the survey instrument can be repeated as 
often as necessary to cover each building or special facility within each building as 
necessary. 

d. The purpose of a physical security survey is to pinpoint the ability of an 
existing structure to support current or future DoD activities, given the range of rhiMK 
might be foreseen on the one hand, and type of assets to be instaUed in the facility on the 
other. 

2 . Functional Physical Security Objectives 

a. In ^neral, however, facilities and structures, whether built new for use by the 
Department of Defense, noodifted to meet new requirements, or sinqily occupied "as is," 
should meet the following functional security objectives: 

(1) I%ysical and psychological boundaries (signs, closed doors, etc.) should 
establish four areas with increasing security controls beginning at the proper ty boundaries. 
The areas are defined as: (a) perimeter-property boundaries; (b) exterior security zone 
(which may include building lobbies and loading docks or other work areas); (c) interior 
security zone (which may include general workspace for DoD personnel and contractors); 
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and (d) Category HI or High Security (restricted and/or exclusion) areas (which may 
include execudve offices, armories, communications facilities, coo 5 )uter rooms, etc.) 

(2) Vehicular traffic signs should clearly designate the separate entrances for 
trucks and/or deliveries and visitors and employee vehicles. Control points should be 
provided near the site boundaries where feasible. Sidewalks should channel pedestrians 
toward controlled lobbies and entrances. 

(3) All areas of die site should be either supervised or secured so unobserved 
access is not possible. 

b. The physical security surveys should draw attention to specific, pragmatic 
issues which can affect the utility and cost of providing physical security to DoD personnel 
and DoD contractors. 


c. The following are specific issues that can arise during the course of a physical 
security survey that can have tremendous impact on the dollar and operational cost of 
provid^g security: 



3. Industrial Safety and Hygiene Considerations 


a. There is a close interacdon between installadon physical security design and 
installadon industrial safety and hygiene consideradons. As a general rule, acdvides 
involving the udlizadon of hazardous, toxic, or explosive materials should be isolated ftom 
all other acdvides; they should be separated from each other as well. Fuel depots, storage 
sites for aiiunuiudon, medical waste, agricultural and industrial chemicals, and toxic and 
hazardous waste processing acdvides should be isolated from unrelated acnvides and from 
each other wherever possible. Udlity service to hazardous, toxic, or explosive materials 
handling facilides should be redundant and isolated from other utility service to the 
installadon or facility if at all feasible. This will ensure uninterrupted operadon of systems 
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to the main tenance of health and safety and for the annunciation of emergency 
ctHididons. 

b. Installation design and operations should be reviewed to ensure that day-to^lay 
activities do not create situations in which the effects of a terrorist attack cannot be 
heraiiw of the industrial safety or hygiene implications of such an attack. For 
example, special antiterrorist protection may be necessary for facilities storing toxic or 
hazardous matmak while awaiting removal or destruction. 

4. Security Considerations For New Construction at New DoD Sites 

Consolidation of DoD activities at home and abroad creates new opportunities to 
h nild some ncw fa ciliti es at entirely new DoD installations. Under such circumstances, die 
following general security ccmsiderations should be bom in mind: 


a. Topography 



c. Future and Alternative Use Conaderations 

Although the type of assets to be installed in a new facility and the perceived 
physical security threat may not require all of the security measures identified above, it is 
important to remember that the Department of Defense typically erects structures which 
must stand for 25 to 100 years. During the life-cycle of such structures, their use may 
change radically. Accordingly, site selection should bear in mind the possitnlity that 
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stringent physical security measures which are land and/or structure intense may be 
required in the future. Land acquisition, soil tests, foundation plans, and major structural 
member plans should be examined from the perspective of potential, physical security 
equipment intense use to ensure that acquisitions and initial designs contain sufficient 
expansion capacity to adjust to changing uses and/or changing physical security threats and 
countermeasures. 

d. Environmental Considerations 


(1) New DoD facilities should be selected from sites that are located in areas 
where local vehicular traffic flow patterns do not impede access to or from the site. In 
seeking overseas sites, it is suggested that DoD activities be housed in a semi-residential, 
gMTii -<^ nmfn«»rgia1 area where traffic is only moderate in volume and can be monitored 
without highly visible surveillance systems which might be offensive to the host-country 
neighbors. 

(2) New DoD facilities should be located away from known natural hazards 
such as active geological faults, flood plains, steep hillsides known for mud slides and/or 
brushfrres. Similarly, care should be taken to avoid sites suspected of severe 
environmental contamination, directly beneath usual takeoff and/or approach paths to 
civilian airports, adjacent to rail yards, locks, dams, large fossil fuel or nuclear power 
plants, or other structures that could endanger the facility were there to be a major accident 
OT terrorist incident at the neighboring facility. 


5. Security Considerations for Existing Structures 

a. Consolidarinn of DoD assets has also create a simation in which sever^ 


i^^y have previduSfyW^ 1>otrOTgaruzations. Other 

pre^ously haye been used by other U.S. Government agencies and 
departments. Still others may have hosted commercial activities unrelated to the U.S. 
Government. The following issues should be addressed as plans are made to relocate a 
DoD facility, activity, or organizatioa to an existing structure. 
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2. Permanent Structures 

Several permanent structures can be used as perimeters around an entire DoD 
installation, around enclaves within a DoD installation, or around an isolated building used 
solely to house DoD activities. Among the favored approaches are die following; 

a. Walls 



moTB of the following: 

(a) Provide a legal boundary by defining the outermost limit of a 

protected area. ^ 

(b) Assist in connolling and screening authorized entries into a protected 

area. 


(c) Support detection, assessment, and other security functions. 

(d) an intruder to make an overt actim that will demonstrate intent 
to penetrate the protected area. 

(e) Serve as a ballistic shield against small arms fire, deny visual 
observadon of activities being conduaed within the enclosed area, and add an increased 
deterrence to scaling. 

(f) Serve as a "stand-off barrier to protect the structure from vehicle 
bomb blast effects. 

(g) Qiannel visitors tiuough an opening providing better access control. 



(4) In using exterim: walls to enhance security, several considerations must be 

addressed: 


IK 
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c. While each of the arrangements described above can be made reasonably 
secure, those at the top of the list can be made more secure (better surveillance and 
detection of intrusion, longer delay times, better protection of DoD personnel) at 
ccmq)arable or lower cost tiian those at the bottom of the list 

C. INSTALLATION PERIMETER BARRIERS 


The first line of defense in any physical security system is usually some form of 
perimeter protection systein. The peiimeter of a facility is the outermost area over which 
the facility has control In many cases, a simple sign defining an intangible boundary is 
sufficient u> delimit the boundary of a DoD inaaHation. This approach is often used where 
the expanse of the facility makes physical demarcation impossible or economically 
infeasible. In other ca^ elaborate structures, such as fences or walls, are used to mark 
tile outer boundary of a DoD installation. The following discussion is intended to introduce 
readers to the range of options available. 

1. General Guiddines 


a. An unobstructed area or clear zone should be maintained on both sides of and 
between pemianeiit; physicd bsiriers. 



b. Perimeter protection systems can assume a wide range of forms, in addition to 
fences and walls. Waterways, forestation, ditches, bertns, barricades, vehicle barriers 
(active and passive), difficult approach and/or exit routes, and lighting systems, are often 
used effectivdy in perimeter baffier systems. An IDS should be oonsideied for the exterior 
petimeto’ to provide the earliest possible notification and identificaticm of an intrusion. 
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(b) Walls should be built in a manner such that vehicles cannot park 


immediately adjacent to them, thereby affording potendal intruders a platform from which 
to mount an attack. 

CONSIDER THE USE OF ADDITIONAL TOPPINGS ON WALLS SUCH AS 
CONCERTINA WIRE, PICKET FENCES, MULTIPLE STRAND RAZOR OR BARBED WIRE, 
OTHER DEVICES TO INHIBIT EFFORTS TO VAULT OR GO OVER THE TOP OF THE WALL. 


CONSIDER INSTALLATION OF BOLLARDS OR OTHER BARRICADES 
LESS THAN THREE FEET IN HEIGHT ATTHE BASE OTTHE WALL TO INCREASE STAND-OFF 
DISTANCE BETWEEN PARKED VEHICLES AND THE WALL TO AT LEAST 10 FEET. 


b. Fences 

(1) Fences are frequendy used to establish boundaries between a perimeter of 
an installation and its surrounding area. Fences, pardcularly at military facilities, are 
typically standard metal chain link fences. Barbed wire and field fencing are often found at 
major installations and overseas, as well as wood fences. 

(2) Chain link or woven metal mesh fences can be used to establish an outer 
perimeter. While SUCH FENCES GENERALLY PROVIDE LITTLE DELAY TIME FOR 
TRAINED, WELL-MOTIVATED INTRUDERS, they are important psychological barriers for 
many individuals who might seek to penetrate a facility "just for fun.” CHAIN LINK 
FENCES ARE EXCELLENT PLATFORMS ON WHICH TO MOUNT SURVEILLANCE SYSTEMS 
AND INTRUSION DETECTION DEVICES. 


(3) Chain link or woven metal mesh fences can be stiffened and made 
somewhat more resident to penetration by vehicles through use of several techniques. 



imques 

tences, thereby adding to the delay in penetratiem. 


(4) Chain link fences can be topped with concertina wire, razor wire, or 
multiple strands of barbed wire. SUCH TOPPINGS can be usefu l in adding to the 
psychological barrier effect of a fenl 



(5) Picket fences are also economical and aesthetic. They may be 
constructed of wood, iron, or steel. While they are not usually a physical deterrent, they 
will keep a watchdog or other watch animals secured On the grounds while not providing a 
hiding place for an intruder. They PRIMARILY SERVE TO DELINEATE THE PROPERTY LINE 
to intruders and observers alike. Heavy steel picket fences installed with reinforced and 
well anchored concrete piers can provide an attractive barrier against light- to moderate- 
weight vehicle penetration. Such fences must have properly designed gates to be effective. 


at 
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(6) Picket fences are also more suitable for residences than office buildings 
but in some cases picket fences may be installed along approaches to the office building to 
channel traffic along selected routes, like other fences, picket fences provide excellent 
platfoims on which to mount surveillance systems. 

3 . Temporary Barriers 

a. Vegetation 

Hedges and natural vegetantxi are both economical and aesthetic and blend into 
their surroundings. They provide a symbolic but practical delineation of the property line. 
Unless hedges are thick and covered with thorns or pointed leaves, they can be easily 
breached. Once breached, they can provide some degree of cover from exterior 
observation. The main disadvantage of hedges is the time required to grow to sufficient 
size, especially if a portion dies, and a continuing requirement for periodic maintenance. 
They are more suitable fm* residences than office buildinp; however, hedges can be used 
in either situation when appropriate. 

b. Portable Fencing 

(1) Portable fencing can be used as a temporary perimeter to establish 
psychological barriers and to channel pedestrian and vehicle movement 

(2) Several portable fencing materials are available. Among the materials 
availaUe cm the commercial market are the following: 

(a) Plastic netting. 

(b) Rolled wcxxlen slat and/or support wire fencing (snow fencing). 

(c) Fixed panels of chain-link fencing materials supported by temporary 
posts anchored with cinder Mocks or other stabilizing materials. 

(d) Fixed panels of boaird-on-boaid wocxien plank fencing or wooden 
stockade fencing supported by temporary pmsts anchored with cinder blocks or other 
stabilizing materials. 

(3) Other materials available within DoD that can be used as portable fences 
include the following: 

(a) Coils of concertina wire. 

(b) Canvas panels supponed by tent-posts. 

(c) Plastic Meeting materials supported by tent posts, athletic equipment 

supports, etc. 

c. Temporary Walls/Rigid Barriers 

(1) Several temporary devices can be employed to establish barriers to high 
speed vehicle approaches to DoD installations and facilities. Among the devices available 
are the following: 

(a) Concrete vehicle barriers (Jersey wall segments). 
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(b) Concrete or sand filled oil drums. 

(c) Concrete bollards and/OT planters. 

(d) S^l or steel-reinforced concrete posts. 

(2) These structures can be installed along approaches to DoD installations or 
facilities within an installation's boundaries in a manner as to force vehicles to make tight, 
slow turns before ^proaching gates or building entrances. These structures can also be 
used as temporary b^ers to deny access provided that additional barriers are placed in 
frcmt d areas to (^y high speed vdiicle penetrantms. 

4. Expedient Perimeter Devices 

a. Under certain circumstances, it may be necessary to establish a perimeter for 
psychological purposes. Several commercially available materials can be used as well as 
other tnatgriak often found on DoD installations to accon^lish the expedient erection of a 
perimeter and/or perimeter barrier. 

b. To mark a perimeter, the following materials can be used: 

(1) Painted line. 

(2) Rope (clod) rope, steel cable, chain, etc.). 

(3) Colored plastic tape (commercially available products come in multiple 
colors artd are without lettering or contain warnings such as "caution,” "construction area," 
"danger," "police line - do not cross," etc.). 

(4) A line of sandbags, one or two bags high. 

(5) Barricades, saw hmses, empty oil drums, construction barricades, etc. 

(6) Jersey walls OT concrete vehicle barrier segments. 

c. The purpose of establishing such perimeters is usually to chaimel movement by 
pedestrians and vehicles as an aid to threat detection. Use of expedient perimeters can 
establish security zones within an installation or facility, thereby facilitating threat 
identification, classification, and assessment Use of some expedient perimeter devices can 
add delay to movement within an installation or facility, channeling vehicles and 
pedestrians through choke points, slowing movement and giving security personnel 
additional time to survey and assess pedestrians and vehicles as they approach and proceed 
through check pmnts. 

d. Under some circumstances, use of expedient perimeters can add delay to 
pedestrian threats by changing the configuration of an approach to a building. Erecting 
"trip wire” barriers in front of doors to be secured after hours, or installing water-filled oil 
drums in a random pattern along a vehicle or pedestrian tq)proach to a building can 
disorient or impede an intruder who has been unable to make last moment observations on 
changes to the approaches to the targeted DoD asset 

e. Vehicles in all sizes and configurations can also be used as expedient barriers. 
Parked bumper-to-bumper, vehicles provide an elective barrier to personnel engaged in 
routine activity. Most people will not attempt to vault a line of vehicles parked such that 
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their bumpers touch, nor will they usually attempt to pass underneath such a line. Large 
construction-type vehicles or armored vehicles can be very effective as supplemental 
barriers behind gates to installations or facilities. Vehicles parked randomly on open, 
straight <»vpnwg of road, aircraft taxiways, or runways can interfere with unauthorized use 
of those fatties. 

D. VEHICLE BARRIERS 

1 . In recent years, all agencies and departments of the United States Government 
have taken active measures to restrict the ability of vehicles carrying explosives to reach 
buildings housing government personnel. The destruction of the American embassies in 
Kuwait City and Lebanon in 1982 and 1983, as well as the bombing of the Marine 
Barracks at Beirut International Airport in October, 1983, effectively sensitized DoD to tf»e 
need for vehicle barriers to hold potential threats away from critical structures or outside 
critical installaticHis. 

a. Vehicle Barrier Types 

Several types of vehicle barriers are avmlable. These include the following: 

(1) Active Barrier Systems 

A barrier is considered active if it requires action by personnel or 
equipment to permit entry. Systems that move solid masses, impalers, beams, gates, tire 
shredders, and fences, and those that create pits or ramps, are active barriers. Vehicles 
(trucks, bulldozers, etc.) are active barriers if used in that mode in the access control 
system. 

(2) Passive Barrier Systems 

A barrier is passive if its effectiveness relies on its bulk or mass and it has 
no moving parts. Such systems typically rely on weight to prevent entry into a restriaed 
area- Sandbags, highway medians (Jersey Bounce), angled posts, tires, and guardrails are 
exan^les of passive barrier systems. 

(3) Fixed Barrier System 

A barrier system is fixed if it is permanently installed or if heavy 
equipment is required to nx>ve or dismantle the batner. Hyd rauli ca ll y operated rotation or 
r et racting systems, pits, and concrete or steel bamers are examples. Fixed bamer systems 
can be either active or passive. 

(4) Movable Barrier System 

A movable barrier system can be transferred from place to place. It may 

require heavy equipment or personnel to assist in the transfer. Highway medians, 
sandbags (large numbers), 55-gallon drums (filled), or vehicles are typical examples. 

(5) Portable Barrier Systems 

A portable barrier system is used as a temporary bamer. A movable 
system be used, but may take more time, money and effort than de si red. Examples of 
portable barriers are ropes, chains, cables, vehicles, or tire-puncture systems. 
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An expedient barrier system is comprised of one or more articles or 
vehicles normally used for other purposes that have been pressed into use on a temporary 
or interim basis. Use of heavy earth-moving or engineering equipment, armored personnel 
carriers, or tanks as perimeter gates or perimeter gate barriers are examples of expedient 
barrier systems. 

b. Vehicle Barrier Design Considerations 
(1) Location 


Vehicle barriers can be located in diffo’ent areas: facility entrances, 
enclave entry points (gates), or selected interior locations (i.e., entrances to restriaed 
areas). Exact locations vary anx>ng installations; however, in each case locate the barrier 
as far from the critical resource as practicaL When possible, position gates and perimeter 
boundary fences outside the blast vulnerability envelope or reposition the resource within 
the installation to a more secure area. It is more cost effective to secure a specific critical 
resource than an entire facility. However, consolidating critical resources into one central 
area may heighten security, but is also reduces the number of target areas fm* the aggressor 
toattaclL 

(2) Aesthetics 


The overall appearance of a vehicle barrier plays an important role in its 
selection and acceptance. Many barriers are now made with aesthetics in mind so that a 



(3) Safety 

A vehicle barrier system should be respected as a tool capable of wielding 


deadly force. Even when prcqrerly installed to perform its intended purpose, it can kill ot 
seriously injure individuals as a result of acci^ntal or inadvertent activation caused by 
either operator error or equipment malfuncticHi. Provide proper warning signs, lights, 
bells, and adequate colors to identify the barrier to ensure personnel safety, (^estions sudi 
as the following should be addressed to manufacturers and current users to identify 
potential safety considerations affecting the selectitm of a barrier system. What happens 
when power is lost? Is there an emergency stop switch? Is lifting ^equate? Whats^ety 
options are available from the manufacturer? (>nce installed, vehicle barriers should be well 
marked and pedestrian traffic chaiuieled away from unsafe areas. 


(4) Reliability 



others have developed problems not anticipated by 
either the manufacturer or user. Many manufacturers indicate a remarkable willingness to 
resolve problems and work effectively with users. Backup generates or manual operating 
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provisions arc available. Spare parts and supplies also should be maintained on hand to 
fanlitate rapid return of the barriers to full operaoon. 

(5) Maintainability 

Man y manufacturers provide aesthetics, diagrams, maintenance 
schedules, and procedures for their systems. They should also have spare pans available 
to keep barriers in nearly continuous operation. M an u f acturers should be a ske d- for 
maintainability requirements in the form of training, operation, and maintenance manuals . 
If these requirements are not available, the agency that purchases the vehicle barrier must 
develop maintenance inst ructions for the user. In addition, for periods of vehicle bamer 
maintenanct*., die uset should considcT providing alternate traffic routes. 

(6) Cost 

Traffic in restricted or sensitive areas should be minimized and the number 
of entryways limited- Reducing traffic flow and the number of entryways may provide 
increased security and lowered costs for the vehicle bazner systenL Installation costs, 
which may be excessive, and the cost of operating the system should be addressed during 
the barrier selection process. Complexity and lack of standa r d iz ed components can incur 
higher costs for maintenance and create long, costly downtime periods. Reliability, 
availability, and maintainability (RAM) data on the system also affect costs. 

(7) Active Barrier Operations 

A barrier is active if it requires action by personnel or equipment to 
operate. It should allow for continuous operation with minimal maintenance and 
downtime, so that it may be employed during normal and emergency conditions. 
Emergency procedures must be available to operate the barrier in case of system breakdown 
or power feilure. Selecting a normally open or closed tuition should be evaluated in light of 
experienced or expected traffic. Evaluate system failure modes to ensure that the bamer 
fails in either the open or closed position, as dictated by security and operation 
considerations. 

(8) Clear Zones 

Barriers installed in clear zones must be designed so that they will not 
provide terrorists with a protective hiding place ot shield. 

(9) Operating Environment 

The environment of the facility must be considered when selecting an 
appropriate vehicle barrier or barrier options. Hinges, hydraulics, or surfaces with critical 
tolerances may require heaters to resist freezing temperatures and ice buildup, or they may 
require protection from din and debris. If options that protect agaiiist environmental 
additions are not available, the system may become inoperative. 

(10) Installation Requirements 

The vehicle barrier selected must be compatible with the location in which 
it is the available power source and its reliability, and other security equipment 
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PROTECnON OF PRIMARY AND ALTERNATE POWER SOURCES AND HYDRAULICS MUST 
RECONSIDERED. 

(11) Operator Training 

Most users recommend operator training regardless of the simplicity of the 
system. Operator training prevents soious injury and legal liability as well as preventing 
equipment^ damage caused by improper system operadon. Manufaaurers do not always 
prov ide informadon on possible operator problems. The user may have to develop 
individual checklists for normal and emergency operating procedures to avoid expenencing 
senous problems. 

(12) Manufacturers Options 

Manufacturers offer addidonal features with their systems in the form of 
opdons or opdonal equipment Some opdons enhance system performance while other 
facilitate maintenance or safety. Opdons increase system cost and may increase 
maintenance requirements. Because opdons vary among manufacturers, consulting with 
each cmnpany is advised to determine which opdons are offered and their cost . 


2. In addidon to the foregoing consideradons, the following should also be 
ctmsideted when assessing vehicle barrier requirements and opdons: 



1 . Vehicle Entrance and/or Exit Barrier Penetrations 


As a general rule, vehicle barriers described above should be placed outside the 
installadon perimeter or outside an installatitx) interior perimeter. The following discussion 
addresses vehicle access to an installadon or facility once past the vehicle barrierfs) 
descnbed above: 
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a. Installation Vehicle Access Control Measures 

(1) RESTOCTVm(XE ENTRY POINTS TO A MINIMUM. 

Vehicular entry-exit points should be kept to a minimum. Ideally, to 
mjiyimiTi* traffic flow and security, only two regularly used vehicular entry-exit points are 
Qotit should be sunilariy constructed and monitored. The use of one should be 
to employees’ cars. The second should be used by visitors and delivery vehicles. 
Depending on the size and nature of the facility, a gate for emergency vehicular and 
pedestrian exit should be installed outside the perimeter to increase the setback of the 
buildings. In either case, design and placement of boll ards or other anti-vehicular devices 
should be consider^M^^heea ^ planning stages.^^^^^"""""""""""""'“^"“ 

(2) PROTECT ALL VEHICLE ACCESS POINTS AGAINST REVERSE ENTRY AND 
RAMMING ATTACKS. 

(a) All entry-exit points should be secured with a heavy duty sliding 
steel, iron, or heavily braced chain link gate equipped with a heavy locking device. 
Approaches to all vehicle exit points should be aligned such that high speed approach from 
outside the perimeter is not possible. The goal of such realignment is to ensure to the 
TnaYimnm degree possible that intruders could not simply enter the facility by going the 
wrong way against the flow of exiting vehicle traffic. Passive vehicle barriers described 
above can be incorporated into the road and pedestrian access designs to accomplish this 
goal. 

(b) All entry-exit points should be constructed wiA protecdon against a 
ramming vehicle attack. Passive vehicle barriers described above can be incorporated in 
ingress-egress designs to make ramming attacks difficult. Vehicle perimeter penetranon 
gates can also be designed to be highly resistant to ramming attack. Additional vehicle 
barriers can be installed behind the gates to provide drfense-in-depth against such attack. 

(3) LOCK ALL GATES NOT IN USE AND UNDER DIRECT SUPERVISION; 
VERIFY THAT LOCKS IN PLACE BELONG TO AND CAN BE OPERATED ONLY BY SECURITY 
PERSONNEL. 

Emergency gates should be securely locked and periodically checked. 
Security personnel should physically lock and relock all gates or other penetrations secured 
widi to verify that the lock in use belongs to the security department and not some 
other activity on the installation or would-be introders. Any lock found inoperable by the 
security personnel should be removed immediately and a security department lock 
substituted in its place. Control over keys is essential. 

(4) INCLUDE STORAGE LANES, PROTECTED GUARD POSITIONS, AND 
HARDPOINTS FOR SECURITY GUARD BOOTHS TO PERMIT MULTIPLE VEHICLE 
INSPECTIONS FOR EXPLOSIVES, WEAPONS, OR CONTRABAND OUTSIDE THE 
INSTALLATION PERIMETER WHEN PREPARING PLANS FOR REVISED VEHICLE ACCESS. 

(a) Some of the measures implemented at DoD facilities in response to 
terrorist threat may result in significant traffic congestion at vehicle entry gates. Such 
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cmgestion can be reduced if storage lanes can be included in installation access alignments. 
During periods of rigorous vehicle inspection, security personnel can inspect vehicles and 
their occupants in groups. Vehicles waiting their turn for inspection can be held in storage 
lanes adjacent to the installatitm. This approach to vehicle inspection and installation access 
will ease traffic congestion for those not seeking access to the DoD installation. It will also 
place vehicles and dieir q>erators waiting inspection in an area where they can be monitored 
for indications of poenti^y threatening bdiavior. 

(b) Be sure that vehicle barriers, storage lanes, security booth tie down 
points, and protected positions for backup security forces are considered as an integrated 
security package. Doing so will ensure that vehicle bairiers do not obstruct fields of vision 
and/or fields of fire for the backup security forces responsible for protecting guards 
conducting vehicle inspections. 

b. Vehicle Access Control Systems 

(1) Primary entrances to a facility should have a booth fOT security personnel 
during peak traffic periods and automated systems for remote operations during other 
periods. 

(2) THE FOLLOWING CAPABILmES ARE RECOMMENDED FOR VEHICLE 
ACCESS CONTROL SYSTEMS: 

(a) Electrically-operated gates to be activated by security personnel at 
either the booth or security control center or by a badge reader located in a convenient 
location for a driver, 

(b) CCTV with the capability of displaying full-facial features of a driver 
and vehicle characteristics on die monitor at security coitrol center; 

(c) An intercom system located in a convenient location for a driver to 
ctxnmunicatB with the gatehouse and security control center 

(d) Bollards or other elements to protect the security booth and gates 

against car crash; 

(e) Sensors to activate the gate, detect vehicles approaching and 
dq)arting the gate, activate a (XTV nxmitor displaying the gate, sound an audio alen in the 
security control center; 

(f) Lighting to illuminate the gate area and approaches to a higher level 
than surrounding areas; 

(g) Signs to instruct visitors and employees; 

(h) Road surfaces to enable queuing, turnaround, and parking; 

Q) Vehicle bypass control (i.e., gate extensions), low and dense 
shrubbery, fences, and walls. 

(3) Vehicle perimeter access control barriers and gates should be controlled by 
key card or remote operation by the central security office when the gatehouse is not 
manned. An intercom and CCTV camera with low-li^t and area scan capability should be 
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provided to facilitate coimnunicadon between the central security office and personnel in 
vehicles seeking entry when the access point is closed. The access point should be 
sufficiently iiinminafftH such dial all vehicle occupants can be seen via CCTV systems. 

c. Perimeter Security Office Booth 

(1) At the vehicular entry-exit, a security officer booth should be constructed 
to control access. At facilities not having perimeter walls, die security officer booth should 
be installed immediatBly inside the facility foyer. 

(2) If justified by die threat the security officer booth should be completely 

protected with rcinfoiced concrete, walls, ballistic doors, and windows. The booth should 
be equipped with a security officer duress alarm and intercom system, both annunciating at 
the facility receptionist and security officer's office. This security officer would also be 
responsible for complete operation of the vehicle gate. If necessary, package inspection 
and visitor screening may be conducted just outside of the perimeter security officer booth 
by an security officer equipped with walk-throu^ and hand-held metal detectors. 

Provisions for environmental and personal comfort should be considered when designing 
the booth. 


2. Parking 

a. As a general rule, parking should be restricted to the areas that provide the least 
security risks to DoD personnel. 

b. If possible, establish a visitor parking facility outside the installation perimeter. 
If space does not permit this, try to restrict visitor parking to an area as close to the main 
installation gate as possible. Conduct pedestrian screening between the visitca* parking area 
and otiier sections of the installation if possible. 


c. All paridng within the perimeter walls should be restricted to employees, with 
spaces limited to an area as far from the building as possible. Parking for pmns and 
visitors, except for predesignated VIP visitors, should be restricted to outside of the 
perimeter wall. If possible, parking on streets directly adiaceny^gdinKj^specially 
those housing acwc .thnniH he forbi dden. 



d. When establishing parking areas, security of visitors as well as DoD personnel 
should be considered. 


(1) AVOID EXTTIEMELY REMOTE PARKING FOR VISITORS. 

(2) Install an emergency communication system (intercom. 
Telephones, etc.) installed at readily identified, well lighted, CCTV 
monitored locations to permit direct contact with the security 


department. 
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(3) PROVIDE PARKING LOTS WITH CCTV CAMERAS CAPABLE OF 
DISPLAYING AND VIDEOTAPING LOT ACnVITY ON A MONITOR IN THE SECURITY 
CONTROL CENTER. 

Lighting must be of adequate level and directitxi to suppon cameras while, 
at the same time , giving consideration to energy efficiency and local environmental 
concerns. 

(4) CHANNEL PEDESTRIANS TOWARDS A PEDESTRIAN ACCESS CONTROL 
CHECKPOINT AND/OR INSTALLATION, FACIUTY AND/OR BUILDING ACCESS CONTROL 
POINT. 

(a) Fences, Jersey wall segments, low, thorny hedges, and other baniers 
may be used to guide pedestrians and maintain control over dieir movements. 

(b) Although in-building or underground parking is to be strongly 
discouraged, there are circumstances in which there is no alternative. The following 
rectmmendations are made to enhance the security of building occupants. 

(5) PROVIDE A COMPLETE VEHICLE CONTROL SYSTEM FOR THOSE 
BUILDINGS IN WHICH THE PARKING GARAGE IS INTEGRAL TO THE BUILDING ITSELF. 

Provide nondescript vehicle ID that must be displayed before entering the 
garage; CCTV surveillance should be provided for employee safety and building security. 

(6) ACCESS FROM THE GARAGE OR PARKING STRUCTURE INTO THE 
BUILDING SHOULD BE LIMITED, SECURE, WELL LIGHTED, AND HAVE NO PLACES OF 
CONCEALMENT. 

Elevators, stairs, and connecting bridges serving the garage or paridng 
structure should discharge into a staffed or fully rtionitored area. Convex mirrors should 
be mcxmted outside die garage elevators to r^ect the area adjacent to the door openings. 

3. Pedestrian Access Controls 

a. Access control is primarily directed at decreasing exposure to criminal activity. 
C riminal Opportunity can be reduced through design of a facili^ that restricts persons from 
areas where they do not belong. Access to an installation, a group of buildings, or a single 
building can be designed so that surveillance, control, and segregadtxi of traffic by function 
are facilitated. Depending on the functions to be accmnplished by the occupants, access 
points can be designed either to be closed during non-duty hours, or to be subject to 
surveillance and control frx* all-hours entry. 
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Figure 9*1. Generic Pedestrian Access Control Point 

4. Utility Penetrations and Security 

a. The installation physical security survey should identify all utility service to the 
DoD <nctaiiarir>n , as wdl as aU utility lines> storm sewers, gas transmission lines, electnaty 
transmission lines, and other utilities that may cross the installation pcr^tCT. Detailed 
knowledge of such service is important for public health and safety considerations as well 
as installadcxi security concems. 

b. All penetrations of the installaticMi's perimeter should be clearly marked. All 
penetrations in fences, walls, or other perimeter structures should be screened, se^ed, or 
secured to prevent their use as access points for unlawful entry into the iiistallation. If 
acces s is required for maintenance of utilities, secure all penetrations with screening, 
grating, lattice work, or other gmilar devices such that no opening is greater than ten iriches 
in diameter. Attach intrusion detection sensors and consider overt or covert visual 
surveillance systems if warranted by the sensitivity of DoD assets requiring protection. 

c. Under some circumstances, it may be necessary to insert a large sleeve 
composed of multiple sections of pipe each no more than 10 inches in diameter into large 
storm sewer culverts or turmels. This jq>proach is illustrated in Figure 9*2. 
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Figure 9-2. Installation of a Sewer Pipe Plug 

d. This approach should be employed to block all other penetrations through the 
perimeter barrier that are large enou^ for a person to crawl through (i.e., more than 
10 inches in diameter), but cannot be sealed clmed for any reason. All such penetrations 
should be equq>ped with intrusiai detection sensors or placed under surveillance. 

F, EXTERIOR SURVEILLANCE AND/OR INTRUSION DETECTION 

SYSTEMS 

1 . As noted in Chapter 8, the physical security system's initial task is to detect the 
presence of threats to DoD personnel and materiel protected within the facility. A wide 
range of surveillance options should be ctxisidered, based upcm die following: 

a. Identified dneats to the facility; 

b. The types, function, operating characteristics, and missions of DoD assets to 
be protected; 

c. Legal and diplomatic limitanons on surveillance activities; and 

d. Overall resource constraints. 

2. Technology offers physical security system planners a wide range of sensors and 
phenomenology from which external surveillance systems can be assembled. Figure 9-3 
indicates that surveillance systems readily available to local military installation 
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commanders capable of providing detailed visual images are somewhat less abundant than 
systems that detect the presence of a target but may not be able to repon back the full 
particulars on the detected target As the target of surveillance moves closer to the facility, 
it becomes possible to use guards with binoculars, CCTV or other electrooptical systems, 
nr {mainntf infmmi itvstcfm tD detect the oresence of terrorist threats. 



Figure 9-3. External Installation Surveillance Technologies 

3 . Electromagnetic energy sensor systems use radar to detect aircraft, sonar to detect 
water vehicles and swimmers, and laser radar to detect humans or vehicles. These systems 
can report surveillance targets in digital or analog formats. Such reports usually require 
additional interpretation by operators. Visual surveillance systems report data in image or 
photographic form, requiring less interpretatitx) by surveillance system operators before 
surveillance information is assessed as threatening or benign. Visual surveillance systems 
are usually more limited in detection range than electromagnetic sensors. Many visual 
surveillance systems are passive devices. Their use does not require die emission of 
energy which could alert an intruder to the presence of surveillance systems. Visual 
surveillance systems have performance limitations due in part to ambient weather 
conditions that may requite use of additional passive sensors. Such systems report 
informatitm in a form that may necessitate mote complex analysis before the detection of an 
intrusion can be classified as a threat 

4. SURVEILLANCE SYSTEM MONITORS NEED TO BE PROVIDED INFORMATION OR 
DECISION RULES THAT THEY CAN USE TO INTERPRET DATA PROVIDED BY ALL 
SURVEILLANCE SYSTEMS IN USE. 

5 . Figure 9-4 indicates some of the surveillance problems that installation guards and 
security officials routinely conftxmt External surveillance may detect the presence of 
general activity hostile to DoD assets; it may also detea die presence of activity or targets 


9-21 

FOR OFFICIAL USE ONLY 



OoD 0^2000.1 2-H 



Figure 9-4. External Installation Combatting Terrorism Surveillance Functions 



7. On die other hand, it is clear tftat if external surveillance detects the presence of the 
threat at the perinieter barrier and is able to maintain contact with the threat, then 
classification of the threat and preparing an immediate response if the perimeter is 
penetrated is both easier and quicker. 


8. Surveillance systems that combine detection systems registering the presence of a 
threat as well as detecdcm systems that p ermi t direa visual monitoring of the threat provide 
considerable information to installation threat assessment persoimel. Multiple sensors 
arrayed in a grid patter from the perimeter barrier stretching in toward the center of the 
facility can provide the security force with much information necessary to classify and 
characterize the threat without forcing the guard force to leave secure positions. 
Surveillance systems often have a lower life-cycle cost They can be hardened against the 
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elements to a substantial degree. It is not surprising to see more DoD components placing 
greater emphasis in IDS and other technical surveUlance systenis to meet their physical 
security system protection requirements. The advantages of teclmcal surveillance are lost, 
however, unless IDS and other systems remain in top notch repair. 

G. INSPECTION AND MAINTENANCE OF BARRIERS AND 
SECURITY SYSTEM COMPONENTS 

1 . Security force personnel should check security barriers at least weekly for defects 
that would facilitate unauthorized entry and repon such defects to supervisory personnel. 
Inspections should look for the foUowing maintenance problems which can have adverse 
implic^ons for security: 

a. Damaged areas (cuts in fabric, broken posts). 

b. Deterioration (corrosion). 

c. Erosion of soil beneath the bamer. 

d. Loose fittings (barbed wire, outriggers, fabric fasteners). 

e. Growth in the clear zcxies that would afford cover for possible intruders. 

f . Obstructions which would afford concealment or aid entry and/or exit for an 
intruder. 

g. Evidence of illegal or i mprop er intrusion or attempted intrusion. 

2. Locks should be opened and closed to verify that they are in working order and 
that the locks can be opened and closed by the guard or security force. Locks that canriot 
be opened by the guard or security force should be removed imm^ately and repl^ with 

a DoD lock. An investigation should be undertaken to determine if app^nt submmtionof 

the security department lock was an error, an attempt to m ai n tain security following loss or 
conqiromise of a lock, or an attempt to create a "trap door" through which terrorists could 
ingress or egress from a DoD facility. 

H . RESPONSE FORCES 

1 . Another element of the physical security system that is easy to overlook is the 
response force. As is discussed in greater detail in Chapter 15, the response force consists 
of tiiree elements: 

a. initial response force. 

b. t /vall y av ailah le augmentation forcc (with or without reserves). 

c. Regional and/cv national special capability response farces. 

2. It is imperative that response forces be assigned to tasks and otherwise housed in 
facilities that are in close proximity to but not necessarily wifliin or immed ia t ely contipous 
to targets of terrorist attack. While some elements of the response force can be assigned 
responsibilities for day-to-day protection of DoD assets, most members of the imnai 
response force should be dispersed within a faciUty so that a terrorist attack cannot 
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eliminate the response force necessary to contain, regain control, and teiminate an incident 
with the rescue and release of DoD personnel. 

3 . Oxisider taking the following specific measures: 

a. Provide security personnel and other response force members 

WITH SECURE WORKPLACES. 

Structures in which security personnel woik should be hardened to increase die 
likelihood diat personnel can survive if attacked, and at a imnimum survive long enough to 
provid 'tailed information desciilwg the nature of the attack (Hi dieir posts. 

b. PROVIDE SECURITY PERSONNEL AND OTHER RESPONSE FORCE MEMBERS 
WITH SECURE COMMUNICATIONS. 

The ability fOT security personnel to communicate with the central security 
office and other security units in die field widiout interception and/dr interference is critical 
to the detection, classification and assessment, and resp<Hise to penetrations of facilities and 
further criminal acts. 

C. PROVIDE SECURITY PERSONNEL WITH raOTECTED QUARTERS AND/OR REST 

AREAS. 

It makes little sense for security personnel to work in a secure environment and 
then return to quarters that leave them vulnerable to attack and unable to respond if callecL 
While providing secure quarters to a level of protection comparable to those provided to 
high risk personnel may not be feasible, a relatively secure area or facility should be 
established so that response forces can remain reasonably protected during off-duty hours 
during perkxls of extreme threat 

I. AIRFIELD COMBATTING TERRORISM SECURITY 
CONSIDERATIONS 

1 . Airfields represent special security challenges because of the unique character of 
the facilities and the DoD assets they support. All of the foregoing discussion applies to 
airfields. Airfield security planners may also wish to ctMisider the establishment of multiple 
internal security perimeters, hardening of selected buildings against terrorist attack, 
hardeinng of petroleum storage, aircrew facUides, maintenance facilities, and otiier facilities 
collcKat^ on the installation. Security planners are, of course, fully aware of DoD 
Regulations and Instructi<His, Service regulations and instructions, and QNC requirements 
for enhanced physical security protection for many types of munitions stored at DoD 
airfields. 
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Figure 9*5. Waterside Terrorist Surveillance and Engagement Zones 

8. It should be emphasized that DoD facilities bordering bodies of water should 
include waterside protective measures as part of the facility physical security plan, even if 
there arc no active waterside co m mercial, military, or recreatiohal facilities at the facility or 
installation. 

K. EVACUATION facilities 

1 . The purpose of a physical security system is to prevent the loss, destruction or 
conqnomise of DoD assets. Under some dxcumstances, this purpose can be best achieved 
by withdrawing the asset from locales where terrorist threats cannot be mitigated, or can 
only be twitigatari at unacceptable costs. Under such circumstances, removal of assets may 
be warranted. 

2. Security personnel should survey the area adjacent to DoD installations or facilities 
to identify potential sites for helicopter landing zones. If no appropriate site is available 
near DoD installations for facilities, appropriate alternatives should be identified. 

3 . In preparing plans for evacuation of DoD assets requiring maximum protection, Ae 
security personnel should consider construction of one or more safehavens in the vicinity 
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personnel and local law enforcement officers. The purpose of such observation posts is 
merely to detect the presence of potential dangers to flight dperadons and report such 
thTMK to appropriate local authorities so that they can respond. 

J. WATERSIDE SECURITY 

1 . Securing DoD fadlities located astride waterways is also an especially challenging 





^ic i>ort ar^/tfie security zone will be 
f^^^lone may be extended further, especially if the 
terrorist threat includes longer-range standoff weapons such as man-portable antitank 
missiles. Witiiin the security zone exists a reaction zone. It is within this zone that 
aggressive actions may be undertaken to isolate, delay, and resolve potential threats to DoD 
assets from waterside terrorist action. 





may aisn be declared around navigation aids mounted on structures in shallow water, as is 
the case for airfield navigation aids in bays or rivers. 
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of the emergency evacuation site. Such structures should be well camouflaged and 
kix>wledge of their existence kept on a strict "need-to*know” basis. 

4. Erecting or ccxismicting special safehavens near emergency evacuation sites should 
be considered when circumstances are such diat helicopter evacuation mi^t require several 
hours to execute after requested. Plans should be prepared that would peimit dispersal of 
DoD personnel to several safehavens including those adjacent to emergency evacuation 
sites tefore local travel became too dangoous. Relocation of DoD personnel to remote 
safehavens to await evacuation may be an effective altemadve in some circumstances, 
especially those in whidi the number of DoD personnel and dependents is small. 

L. DoD INSTALLATION SECURITY SUMMARY 

1 . In diis chapter, the cooqMments of a physical security system outlined in Cluq}ter 8 
have been assembled to form dK oumr layer of security at die level of a DoD install^on. 
General physical security considerations and functional physical security objecdves have 
been disused. Incorporadon of good industrial safety and hygiene practices has been 
enqihasized. Security planners and fadlides planners must coordinate their efforts to 
ensure that all activities involving the handling of hazardous materials, POL, ammunition 
and explosives, and toxic waste are well separated from other installation activities and each 
other. 

2. The chtqiter has also examined the use of perimeter barriers and methods to ensure 
their continued integrity. Application of surveillance systems to provide eaiiy warning of 
attempted intrusion detection has been discussed. This chapter has also emphasized the 
impcfftance of continuous physical security ^stem maintenance and training activities. The 
importance of the guard and security forces to the effective cqieration of the entire physical 
security system has been addressed The chapter also addressed three areas of special 
security ccnsidetati(»s: airfields, pons, and evacuation sites. 

3. As in foregoing discussions, the design and implementation of a physical security 
system for an installation must look outward at the threat and inward at the types of assets, 
the risks of attacks against those assets, the inq>ortance of those assets to successful DoD 
mission accomplishment, and the criticality of those assets to the Department of Defense. 
Protection systems combining components of physical security systems outlined here 
should be constructed in relationship to requirements. The existence of physical security 
system components does not mandate their use in each and every case; the wide range of 
physical security conqxxients allows security planners to mix and match them to achieve an 
cqximum level of security widun the availatde financial, materiel, and human resources. 
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CHAPTER 10 

PHYSICAL SECURITY FOR A FACILITY 

A. INTRODUCTION 

1 . In Chapter 8, conqx>nents of a physical security system for each DoD installation 
or facility were discussed. In Chapter 9, these components were integrated into an 
installation-level physical security system. The installation-level physical security system 
provides a basic level of physical protecdon for all DoD-affiliated personnel, individual 
facilities or activities, and materiel on the installation. 

2. In this chapter, the application of the physical security system concept will be 
extended to individual DoD facilities. For purposes of this discussion, a DoD facihty can 
be one or more of the following; 

a. An entire building. 

b. One or more floors of a building. 

c. (^e or more contiguous suites within a building. 

d. A residence belonging to a DoD High-Risk Person or provided to a person 
occupying a DoD Hi^-Risk Billet 

3 . The balance of this chapter considers physical security system application to DoD 
facilities other than residences. Chapter 1 1 will consider residential security as a special 
case of facility protection. 

4. The basic concepts of the physical security system remain valid. The security 
functions of threat detection, threat classification and identification, threat aimunciation, 
threat delay, and threat response must be performed. The ptmcipal differences betwwn the 

fri n iianM* of thesc Security functions between an installation and a facihty is the distance 
and speed with which they are performed. An installation perimeter is usually well 
removed from assets to be protected. A facility perimeter may be only a matter of inches 
away from the assets to be protected. Under these circumstances, the security system 
functions must be performed precisely, accurately, and very quickly. 


Hj^^^^mPIP^Careful management of scarce resources is nwssary. raysirai 
^SS^^Se^drw^tiplier. If forces are not protected when not actually in use, they, 
and the nominal reserve, replacement, or reconstituted forces that are supposed to be 
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available may never materialize. As a result, the Department of Defense might be unable to 
peifonzL Force protection takes on new importance from this perspective, but not at the 
expense of protecting assets of greater importance faced by larger, more menacing threats. 

B . BUILDING PERIMETER BARRIER SELECTION AND HARDENING 


1. Building Perimeters 

a. Perimeters surrounding buildings located off Government property vary frorri 
those with industrial-type perimeter fences to those composed of little more than 
aesthetically attractive landsct^g. 

b. Exterior IDS sensors are not rectxnmended for the Perimeter Protection System 
of noost office buildings unless eidrer personnel and vehicle access is to be controlled at the 
perimeter entrance gate, or the building is required to be secured during non-duty hours to 
protect sensidve assets. Where access control is to be administered at the entrance gate, 
exterior sensors should be activated around the remainder of the perimeter during working 
hours. 


provided to allow security p^sonni^ m evdt^ alarms luouhd tne 
perimeter of the residence. Even residences without Perimeter Barrier System IDS sensors 
should be provided with CCTV that will provide coverage of all of the residence’s doors, 
windows, and other openings that could allow penetration of the Building Protection 
System. These cameras should be slaved to the sensor system to immediately position 
themselves to view the area protected by the violated sensor and force this view to the 
security guard's noonitor for rapid evaluation. With today's solid-state CCTV technology, 
cameras are considerably smaller than the older tube-type cameras and thus can be nvy in ted 
in a myriad of covert locaticxis. 

2 . Exterior Doors 


a. LIMIT NUMBER OF DOORS TO BARE MINIMUM NECESSARY FOR EMERGENCY 
EVACUATION; PERMIT NORMAL ENTRY AND EXIT THROUGH ONLY ONE DOOR. 

Because of their functional requirements, construction, and methods of 
attadiment, doors are less attack-resistant than adjacent walls and frequently provide a "soft 
spot" in an otherwise attack-resistant structure. For this reason, the number of doors to a 
facility or residence should be reduced to an absolute minimum and, in cases where more 
than one door exists, only one should be provided witii outside mounted locks and entry 
hardware. All others should, where practicable, present blank, flush surfaces to the 
outside to reduce their vtdnerability tt> attack. 

b. STRENGTHEN AND HARDEN DOOR JAMB. 

The strength of the door jamb must be considered when planning the secure 
door systerrL Hardening of die uptight surfaces into which the door is fitted will resist 
jamb awflrif 
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susceptible to manipulation from the outside. Several techniques can be used to enhance 
the security of movable windows. 







(c) Sliding glass doors and windows should bi(S ji»>ns^ the 

movable section <m the inside of the fixed section. As;i:.|nj|^ ^ dows 

should be glazed with laminated safety glass and eqmpifi^lb^ IT ^j^bcjcMmg a sturdy 
hook-type bolt that binds the doOT and franoe together when secured. ^ 



(d) French doors and any double doors opening out should be equi{^)ed 
witii protective hinges and a nxnrtise-type lock that is key operated from botii sides. The 
inactive half of the double door should be equipped with flush throw bolts 


(3) CONSIDER SUBSTITUTING BURGLARY-AND BALLISTIC-RESISTANT 
GLAZING, ACRYUC GLAZING, OR POLYCARBONATE GLAZING FOR CONVENTIONAL 
GLASS OR SAFETY GLASS GLAZING MATERIALS. 

(a) Burglary- a nd ballistic-resistant glass is similar to lam inated safety 
glass but has a thicker iimer lay^MMBBIM^MIMBBBBBBIbetween two 



(b) Acrylic glazing is lightweight, heal treated or "tempered" plastic. It is 
17 times more impact resistant than a comparable tiuckness piece of conventional glass. 



_;s where 

maTimnm resistance to penetration and attack are desired. These compound glazing 
materials withstand environmental effects of ultraviolet light, cleaners, and normal wear 
and tear better than simply polycarbonate glazing alone.l 



(c) The following observations are important 
pt^ycarbonate materials for window glazings; 


selecting use of 


ire 
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can substantially increase penetration time f< 
spalling and flying glass injuries resulting frona-explosive attacks. 

(5) INSTALL HIGH SECURITY GRILLS, SCREENS. OR MESHWORK OVER 
WINDOWS AND SKYUGHTS. 

(a) All skylights should be screened to prevent access to buildings via 
these routes. Other windows that might be used to gain access to a structure including all 
windows cm the ground floor and other windows accesrible from nearby buildings, walls, 
parked vehicles, trees, or utility poles should be screened or grated in some manner. 
^X^ndows of a mffigignt to permit entry or removal of arms should be either screened 
or barred. 



(d) Care sh o t*l d be given to the manner in which grillwork, screens, or 
bars are affixed to a structure. Attat^ers often a tt ac k the screens, bars, or grillworic by 
laying the treatments away fr om the window rather than by trying to saw, cut, at bum their 
way through them. All bolts used to connect grillwoik, screens or bars to the structure or 
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to odierpans of die window treatment should be welded so that they cannot be manipulated 
by an intruder to gain access. 

(e) When griUwork is installed in buildings or residences where 
windows are designed as emergency esc^ies, be sure to hinge the grillwork and equip it 
with a proper release. Ensure the emergency release does not become a wealqx>int in the 
window security system. 

4. Utility Access 

a. A careful inspection of die s tr u c nir e exterior most be made to locate aiy utiliy 
openings. In conventional building designs, utili^ openings, manholes, tunnels, air 
conditioning ducts, filters, or equipment access panek can provide a vulnerable entrance 
route widi no significant delay. If sudi tqieiiings cannot be eliminated, their delay times 
must be increased. 



(1) INSTALL SECURTTY SCREENS OR GRATES OVER UnLITY ACCESS 
OPENINGS. 


The techniques described above to secure a window or skylight using 
bars, grates, car mesh can be used to restrict access to a structure via utility penetrations. 



ATTACH IDS SENSORS TO UnUTY OPENINGS. 


AH utility (^lenings greater than 10 inches in diameter should be equipped 
with IDS sensors inccnporated intt> the facility's IDS syston. 

5. Duress Alarms 

a. Duress alarms are devices that can be activated manually in the event of an 
uiiauthorized penetradon attenqiL An audiUe alarm can be sounded locally in an attempt to 
fii^ten off the intruder. Alternatively, a silent alarm can also be sent to Ae organization's 
security center, or other location where die alarm would summon htimcdiate assistance. 

b. Duress alarms can be placed in inoon^icuous locations, and can even be 
disguised as common office objects or home decorator items. Duress alarms can also be 
incotpotated into home or office furnishings. 

6. Communication Systems 

Telephones are needed at all times and secure means of communication are 
essential between a secured area and its dedicamd response force. Telephones in many 
parts of the world are unavailable, unreliable, and, as in many CONUS locations, exposed 
and vulnerable to t er ro r ist attack. The security plaimer often has little knowledge and no 
control over where or how the telephone lines are touted or if they are even minimally 
secured. Telephone systems requir^ for security and safety of executive persormel must 


(fV 
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be over secure dedicated lines. Where this is not possible, a secure radio communication 
link must be established. Portable, hand-held radios can assure backup commumcaaon 
when odicr links are severed. 

C. INTERIOR BARRIERS 

Baniers may be used within the interior of facilities to accomplish the same functions 
as are pctfonned by barricre to access to installations. They establish bounces ot lines 
of ^itnarrarinn of different activities (and differing levels of secunty) witlm a facility. 

lliw deter and intimidate individuals fiom attempting unauthorized entry. Asmthecascof 

installation-level barriers, they are platforms on which intrusion detection sen^ or 

surveillance systems can be mounted. Baniers may be us^ w^ a fac^^ 
pedestrian and sevice vehicle traffic. Barriers are used witinn individual bmldmgs on ^ 

i^^ations for rimilar purposes. In addition, use of high security do^. vondow 
glazings, and walls can provide building occupants with protection against ballistic 
penetrations— small arms fire, bomb fragments, broken glass, etc. 

1. General Constraints on Fadlity Barrier Selection 

a A wide range of materials and construction techniques can be used within a 

facility to erect a barrier. The selection of materials and construction technique is 
constrained by the strength and load-bearing capacity of the facility itself. The 
construction site conditions may also constrain or limit barrier constnicnon wthm a facility. 
The requirement to access utility lines, fire protection systems, or speafic emergency 
entry/exit routes may dictate use of movable barriers ^ opposed to fix^, anch<^ 
barriers. Perceived terrorist threat capabilities, construction costs, local buildmg cod«, 
and limitations on tenant construction for leased facilities also constrain or hunt me 
selection of materials and types of barrier construction undertaken. The foll owing 
discussion identifies a selection of materials and techniques that may be appropriate for 
enhancing Ac security and protccuOT of DoD assets. 

b. Further inforination is available from ServK^gmtj^gneOTn^ranch 

within each Service's civil engineering organizatitm. 





DoD 0-2000.1 2-H 


of protection and security resources, access control points as Ulustrated can be established 
in scries. The greater the value of the protected asset, the larger the number of checlqwints 
that must be passed before access is granted. 





Card Pass Tray 








^ssssssss^i 


CCN 

Canwa 


Figure 1(M. Reception Area to Acc e ss Controlled Facility 
c. This figure illustrates several important features of a secure area accea c ontrol 

point' 
to the ei 

waiting area is hardened, andlSTUDject to survemance ay a • 

from the waiting area by ballistic resistant glass and an electrically controlled balhsuc 
resistant door. The guard also has a hidden duress alarm. 
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The systems qiproach to physical security includes an assessment of day-ttnlay 
qperatioos within the secured area. In order to maintain adequate security tfarou^iout a 
DoD installation, widiin a £mility, within an activi^, and wWn an organization without 
unduly interfering widi day-to-^y work, it is necessaiy to permit perscmnel to move 
about On the other hand, die physical secnriQr system has a zesponsibiliQr to ensure that 
protected assets remain protect^ throughout the regular wtnlcday. Accordingly, the 
following measures can be implemented to maintain positive control over access to 
protected D(^ assets. 

a. Pass and Badge System 

Where the area is large or where the number of perscxinel exceeds a number 
that can be recognized personally by the guard or persons charged with security 
re^xxisibility of the area, apass and badge idendficadon system should be used. Securi^ 
badges will be used primarily for access controL Badges should contain a picture of the 
individual authoized access, and may contain addidonal informadon about the individuaL 
Such informadon should be communicated through badge borders, badge color, 
idendficadon photograph background color, etc. Informadon that should not be printed cn 
the badge includes home address, specific work location address and telephone number, 
security infoimatiaii, and in some areas, information identifying die badge holder as a DoD 
or U.S. Government enqilc^ee. 

b. Access List System 

Admissi<m of petscmnel to very high securi^ areas ^.evel Three Restricted 
Access Areas, fonneiiy tenmed exclusion areas) should te grantnl only to diose perstms 
who are positively identified. One approach is to prqiare access lists containing the names 
oS those individuals specifically authorized access to a facili^. Access lists should be 
maintained under stringent control of an individual who is formally designated by the 
ccxnmanding officer or manager of the facility. That person should be responsible for 
updating and oxifinning the need for access <» a regular, frequent basis. Admission of 
persmis odier than those on the authorized access list should be approved by the 
commanding officer, manager, or designated representative. Access lists ^ould always be 
contitriled carefully and never displayed to public view. If a ctmiputerized access list 
system is used, the craqiuter files used to generate such a list must be safeguarded against 
tanqiering. 

c. Exchange Pass System 

The exchange pass system is an identification system that may be employed in 
highly sensitive areas to ensure stringent access controL It involves exchanging one or 
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more identificatioii media (badges, passes, etc.) for another sepa^ type of identifier 
(badges, passes, etc.). This system is particulariy useful wh« must gam acc^ 

to a hi^ security facility. The process of exchanging passes is an intimate ot^permimng 

security personnel an opportunity to examine all personnel both upon entering and upon 
existing die secured £icility. 
d. Escort System 

Escorting is a mediod to control visitor pcrsoimelwidun secured facility. The 
escort must Tcrnain with the visitor at an times while within the restricted areas. Iflocal 

wrtoen policy determines that an individual does not require an escort within the area, the 

individual must meet aU die aitry requirements for unescorted access. Es^ personnel 
may be civilian or mfliiaiy employed by or attached to the visited activity, and wiU no^y 

be iom the office of the person being visited. A major objectiw in es^g vm 

aiound a faciliQr is » ensure diat aU material brought into the &cili^ by die visimr is le 
with someone who can open and examine the contents, and that visitors leave no packages 
or other tnat^ aU behind upon thrir departure. 

E. SAFER A YENS 

1 The innermost layer of protection within a physical security system is the 


safehaven. Safehavens are not intended ^wi^tan^^isdpiincd^fflamiharj^wJ 



ndns-up, 

aownSSd right Mectrically operated deadbolts are acceptable provided Aat m the 
^7ihe bolts sUde into d»rl^^don®jdatad^ oovrer 
source with amomatic switchover is avrilable. 
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S. Safebavens should have only one door and no windows. 



7. Consider installing a main power switch in the safehaven would allow 
occupants in an emergency to intemq>t power to the entire office hniiHing or residence witii 
the exception of emergency services circuits (emergency lighting, emergency 
co mmuni c at ions, emergency computer power supplies, etc.) Interruption of electrical 
service in die building can interfere with the use of power uxds to gain to individuals 

taking refuge in the safehaven. Furthermore, darkness can tnaice it rnoire difficult for die 
intruders to press their aitacL 

. Safehavens can he i^alled in office buUdin« and nrivatg 




10. Safehavens can remain functicmal areas of an office hnimlng Bfiminatin g use of 
the space is not necessary. It is necessary, however, to regulate use of the space so that 
those indiv idu als whose protection is essential can be inserted into the safehaven in a 
tinaely manner in the event of wanting of a tenorist aitai^ 

11. T he following listed equipment should be provided inside the safehaven. 
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Figure 10*2. Salehaven Concept Impiemenied in a 
High-Rise Ofllce Building 


desigwd to provide penetration 

motecdon overan«tetniedperiodoftiine.ittnaybenccessanrforoc^m^ 

safehaven for several hoots while response fences cMve^ «t the site, ro««a^ 
resolve the tenorist inddent, and verify that no threats to the safehaven ^anis retnain in 

ihearea. Under such citcmnstaiices, occupants of the safehaven may be mote seeme 
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less likely to be injured or to oonqnomise crisis management by remaining in die safehaven 
until the (m-scene commander directs them to evacuate or leave die facility. 

F. FACILITY PHYSICAL SECURITY SYSTEM SUMMARY 


1. DoD facilides draw their basic security infirastructurefirom the installaiicm physical 
security system. Threats to a particular facility on an installation will usually original 
outside the installation. Detection and warning will come in most instances as a result of an 
atienyt to penetrate die installation. 


2. Facility security enhancements are intended to augment the basic ph 3 rsical security 
posture of an installation. These enhancements take into account teal 



ssets must oe ptot 


uise 


leir 

setr tmssuMis, meir cnricality to the support of qiecified forces, or in 
some inganegg, becausc of the grave harm and danger to personnel, facilities, and materiel 
as a consequence of inytoper use or misuse of the asset 

3. The basic tenets of good security planning at the installation level extend to 
individual &cilides. To wit: 


a. Utilities providing power, communications, and cooling to security systems 
should be isolated from other utility service to the facility; utility connections 
should be protected and alarmed; 


b. 


Good industrial safety and hygiene practices should be followed without 
excepti(»; toxic, har anious, and explosive materials should be isolated from all 
other facilities as I 


c. 



^uipment including fire extinguishers, first aid kits, emergency 
communications, and emergency lighting equipment should be installed and 
kq)t in properly wmking condititm at all tinoes. 


d. Facility vulnerability assessments and protective measures implemented in 
response thereto should consider terrorist threat fixnn all dimensions where 
terrorist group history and capability demonstrate such threat or installation and 
facility vulnerability assessment reveal security weaknesses in basement level 
and/or roof level poimeter barriers, ballistic penetration barriers, ot structural 
wealqxnnts. 

4. The concepts of a physical security system can be expanded to include facilities 
that are not located on DoD installations but house DoD assets diat must be protected. Sudi 
assets nh^t include distributed DoD offices, or the residences of military officers or DoD 
civilians serving in High Risk Billets or who have been designated High-Risk Persons. 
CStapter 11 illustrates how the concepts outlined and described in Chapters 8, 9, and 10 can 
be applied to these circumstances. 
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CHAPTER 11 

RESIDENTIAL PHYSICAL SECURITY CONSIDERATIONS 


A. INTRODUCTION 


1 . The DoD Physical Security Regulati<n (lefeteoce (cc)) mand a t es die protection of 
all DoD assets to the degree necessary to preserve mission capability. DoD personnel are 
valuable assets, just as are weapon systems, facilities, and ba^. Many of the concepts 
and specific techniques used to make DoD installations and facilities m<nc secure can be 
applied to residences as well 

2. This chapter highlights security matters to be considered when selecting a 
residence. It describes techniques used to enhance the basic level of physical security 
provided by personal residences. 


3. Many senior militaiy officers and DoD officials (referred to below as "executives") 
are assigned to overseas posts. Because of their specific assignments or positions of 
visibility and terrorist threat conditions, they are designated High-Risk _PerOTns^ 




secunty measures 


4. p*^A»ntiai «;en”i*y should be examined just like the secunty of a D6D mstallanmi. 
A layered defense or defense in depth should be prepared. This chapter outlines specific 
steps that can be taken by all DoD-affiliated personnel. The chapter concludes a discussion 
of supplemental security measures for Hi^-Risk Persons. 


B . SELECTION OF RESIDENCES 
1. General Considerations 

a. There are a number of factors tiiat are often considered when a family residence 
is being selected. Among these faemrs are the following: 

(1) Employmoit locations for DoD personnel and any working dependents 
accon^>anying diem. 


(2) Recreational facilities. 

(3) Schools for dependents. 


(4) Shopping. 


1 Sec Oiapccr 13 below fw further discussioo of these designations. 
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(5) Inter-urtun. itgi(xial, and internatioDal transportation facilities. 

(6) Religious insdtutiOTS. 

(7) Medical faciUdes. 

b. It is Strongly suggested diat some security consideradons be added to dus list 
of residendal site selecdra factors including the ftdlowing: 

2. General Security Atmosphere Indicators 

a. A number of observaUe characteristics can provide clues about the general 
security atmo^here. 

(1) When selecting a neighborhood in whidi to consider residing, OBSERVE 
THE GENERAL SECURITY ATMOSPHERE as i ndi c a te d by the following typical in dica iDr s: 


(2) The general character of streets, sidewalks, lighting, pedestrian and 
vehicular traffic patterns; 

(3) The presence and condidon of parks, playgrounds, lecreadon areas; 

(4) The existence of public or commerci al enterprises intermingled widi 
residendal dwellings; and 

(5) The existence and condidon of fire hydrants and police call boxes. 




b. Where the streets 
iCT, atuLUsed with sidewaUis 


I for at least two cars to pass 
C|eople, there is a strong 
lighbocfaood is fairly secut^^WB^^^fi^brable in^nessions can 
be leinfcnced a walk thtou^ clean, well utilized paries, pi&y^ounds, an recieadonal 
areas, a walk duough clean, attractive mixed use neighberfao^, and a walk through areas 
with visible presoice of ptdice and fire services, the initial impression is likefy to hold op to 
further scradny. 


c. In general, the overall appearance the area may (tften serve as an indicator of 

crime levels. Where pr op e rt y lines are well defined, homes appear well maintained, and 
die landscaping shows an obvious pride in the property, crime rates are likely to be low. 
While that may not eliminate the threat of terrorist attack, it does suggest an attractive 
general security atmo^here. 

3. Specific Indicators of General Security Levels 


a. Several observable second measures taken by leridents of a neighboriiood can 
provide specific indicadoos about local securi^ conthiinis: 

(1) Look for specific indicators of security precaudons taken by local 

residents. 


(2) lYesence of barred windows, security grills on doors; 

(3) Security walls and fences; 

(4) Security lighting; 

(5) Large dogs or other watch animals; and 
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(6) Presence ofprivatB security guaxxis, especially dining the day. 


b. Observe or make inquiries about the frequency and type of police patrols in a 
given neighborhood. Find out what type of police or udiich police jurisdiction responds to 
raiic for assistance. Observe the general appearance of police security personnel on the 
street Pdice who take pride in their appearance, the appearance (tf their vehicles, and who 
tr^airi. themsclves visible to the public in the performance of their duties can usually be 
relied upcm to provide dependable ptdice coverage dnoughout die community. 

c. Try to dete r^^e the of die government and the populace toward other 

fintiftnaic anH particularly Americans. A strong anti- American attitude could be ca us e for 
you to have diminished faith in local police te^KXisiveness. 

4. Badtgroiuid Inf ormation tm Local Criminal Activity 

a. Investigate local crime activi^ in die area to which you are considering 

moving. 


(1) The level of crimiiial or terrorist activity dvoughout a community is rarely 
uniform. Street crime can be expected to occur in lower income, crowded, and congested 
areas. It is generally recommended“that residences not be selected in downtown, 
<jr es pecially lyiiyteH arcas, especially when local data i n d icate that such areas 



5. Utilities Service and Protection 

EXPLORE THE REUABUJTY OF LOCAL UnLTTY SERVICE in order to determine 
whether or not emergency or backup power and utility service will be required. The 
av aiiahiiiiy and reliability of Utilities in any given location should be a primary factor in the 
of a residential site. Reliability of utilities should be determined and in cases were 
tiiey are erratic, acquisition and use of backup systems should be ass um ed. Disruption of 
service (particularly electricity and telephcme) would facihtate unauthorized access 
to areridenoe by an intruder. 

6. Fire Protection 

QX4SIDER THE AVAILABIUTY AND EFFECTIVENESS OF LOCAL FIRE PROTECTION 
services in each neighborhood being investigated for potential residence. The proximity of 
prospective residences to and the effectiveness of the fire protection services is a major 
consideration in residential site selection. The availability of water or other substances to 
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fight a fire should be detennined. The locations of fire hydrants or other water sources and 
\yy which they can be accessed and brought to die residence by its occupants before 
the arriv al of (he local fire teigade should be considered. 

7. Physical Environment Considerations 

a. Investigate potendal hazards in the physical environment in and around 
neighborhoods of poteniitd residential interest 

(1) Residential areas under consideration should be well removed from 

known enviraimental sudi as flood plains, active geological faults, ste^ slopes of 

hills subject to mud and/or bnishiires. Residential areas close to breeding areas for 

vectors such as insects or rodents should also avoided if possible. 

(2) Somedmes, housing availainlity restricts residenrial selecdon to areas at 
risk from at least seme of the environmental hazards noted above. If placed in this 
situadon, take the following measures, plan addidonal, necessary precaudons to prevent 
loss or injury from envirramental disasters in addidon to potential terrorist actions. 

b. Be sure to include access to and storage of emergency radons, lifting, power, 

anri ffr i mir m fiirarinns , as well 8S backup OT altemadves to any odier systems that could be 
disrupted as a result of an environment^ disaster as part your moving plans. 

8. Residence Access Routes 

a. Select candidate residences with access routes diat allow many choices of 
apiffoadi or depamire. 

(1) It is essential that access routes to and from residences allow occupants 
many choices of approadi or departure to make detectitm of arrival and departure patterns 
diffioilt and to avoid ambush or attarif (mce it is spotted. Some considerations should 
include: 

(a) Qear delineation of the street or roadway. 

(b) Sufficient street width to allow two cars to pass, even if vehicles are 
parked on both sides cf the roadway. 


(c) Sufifideat neighborhood lighting at tii^L 

(d) Unobstructed view of the road from the resid en ce. 
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9. Parking 

a. r*-*!*^ *^*^ the location and availability of paridng for privately o^ed vehicles, 
motorcycles, and bicycles when examining candidate residences and their surrounding 
neighborhoods. 

(1) In selecting a residence, consideration must be given to securing perscmal 
property including means of transportation. Bicycles, motorcycles, mopeds, and other 
two-wheeled vehicles are usually relatively east to secure. Often they will fit in a storage 

or can be locked close to dte readence where diey can be observed. 

(2) The family automobile, and in some cases, official vehicles that have been 

approved for transportation between hmne and office, present another problem. The best 

solution ism store the vehicle in a garage that can be kept locked at ^tmes. Carports^ 
driveways within a fenced or guarded area are the next bea alternative, ^-street parkmg 

alternatives represent still anodier aldiou^ far less desirable alternatiw. Personal or 
official vehicles should not be parked on the street ovetni^t in die vicimty of personal 

residences. 

C. SECURITY COMPARISONS BETWEEN SINGLE AND MULTIPLE 
FAMILY RESIDENCES 
1. General Recommendation 

a. After a careful revfew of the general security ammsphere and specific indicators 

of lo<"a t crime, there may be an q>portunity m choose either a single family or a multiple 
family readence. Overall housing costs, availability of dependent care or playinates for 
and location convenience factors noted above can be important determinants of 
residential choice. There are some specific security considmtio^ however, that should 
also be evaluated in choo^g between multiple or single family residences: 

b. In most cases, APARTMENTS ARE GENERALLY PREFERRED TO SINGLE 
FAMILY DWELLINGS WHEN SECURITY IS A PRIMARY CONSIDERATION. Apartments above 
the first floor are more difficult m get m, usually have only one entrance, and provide some 
degree of anonymity for the resident Thus, they pre^t a more difficult target for the 
terrorist or burglar, and are often less expensive m modify with secunty hardware. Living 
in an apartment provides benefit of close neighbors. In the event of an emergency and loss 
of communications, neighbors can often be relied upon m provide assistance. At the very 

t he y can call the police if American ocoipants of apartments cannot 
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the same general area. These are often occupied by American or other foreign families. 
Such arrangements offer excellent opportunities for cooperative security arrangements. 
These enclaves may or may not be fenced, and die families may share the costs for guards, 
lighting systems, and alarm systems described in the preceding chapter on physical security 
arrangements. 


e. A separate residence in a suburban neighboriiood can be adequately secured. 



2. Apartment Selection Suggestions 

a. The following features of apartment living are r ec omm e n d e d as part of a good 
security foundation for a private resi d e n ce : 

(1) Find an apar tment whidi: 


(a) Features lobl^ and parking area security provided by guards, closed 
circuit televisimi, or locking devices which can only be operated the tenants; 

(b) Does not have fire escapes, balconies, or overhangs that could be 
used to gain smrqmtioas entry to die building; 

(c) Has only oat door for general entry and exit and one door for 
services and deliveries, bodi of which have controlled access via guards, keys, or key-card 
devices; 

(d) Has well-lit hallways and stairwells, preferably monitored by closed 
circuit television, which cannot conceal intruders. 
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oppaitanity to pro^rtde necessaiy security at a reason^e price, as a shared expense. 


3. Single Family Home Selection Suggestions 

a. Although a well-designed and well-managed apaitment is more swurc than a 

separate h o use there are often other reasons diat result in die selecntHi of a single family 
residence by DoD-afBliated personnel Need for diree or four bedrooms to acc ommo da t e 
children or other dependents, an exercise area for pets, or large areas for official 
entertaining are examples of considerations that may eliminate an apartment as a residential 

choice. 


b. The tnain ingredient to be used in selecting a single dwelling residence is 
finding an established residential development or neighborhood where income levels and 
lifestyles are compatible. Neighbors routinely looking out for each other are a critical factor 
in a well protected residential area. A good overview of the entire neighborhood such as 
streets, sidewalks, lighting, and adjacent homes is necessary. Each of these features affect 
the security of the neighborhood and therefore, the natural protection afforded the 
residence. 

c. In selecting a single family residence, seek out residences with the foUowing 
dtaracteiisncs: 

(1) Find a single family residence that: 

(a) Has architectural and natural features which provide opportunities fOT 

occupants to obsCTve activities on the street, the sidewalks, adjacent yards, and public 
areas; 

(b) Is placed in the neighborhood such that a stronger or potential 
will be readily observed by neighbors; and 

(c) Is w ithin clearly defined boundaries, making an inadvertent 

intrusion virtually in^ssible. 


4. Apartment Security Enhancements 

a. The apartment should possess a good soUd door and the door frame should be 
weU-constructed. Most residential security hardware that is suittble for single family 
dwellings is also suitable for apartments. Most essential of these is a 190-degree opncal 
viewer and a strong secondary deadbolt lock. In the absence of a fire escape, there are a 
variety of devices sold commercially that will faciUtate exiting an apartment froin a 
window. The devices include rope or chain ladders, and mechamcal rope slings that 
provide a controlled descent to die ground. 
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b. Additional secnrity measures employed in single family residences described 
bdow can be to apartm ents as well if necessary. 

5. Single Family Residence Security Enhancements 

a. Most of the common enhancements to single family residence securiQr focus (HI 
iiiqiroving resistance to intrusion and penetration. Following the general approach 
presented above with respect to enhancing the security of an instaUancm or a facility, 
consider the following measures: 

(1) Ensure the single family residence is surrounded by a barrier cleariy 
HrfwiMting the prop erty fnxn adjacent homes. 

An aesthedcally accept^le barrier such as a picket fence can provide a 
good psycholog ica l deterrent to intrusicHL Other fencing materi^ such as ^lit rail, board- 
(m-boai^ deceive wire mesh, decorative walls c on str u c te d of masmity or stone can 
serve the same purpose. 
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(2) Selea a residendalsmictuie that is not vulnerable to fire. 

Residences should be constructed from materials that are not readily 
combustible. Furthermore, electrical wiring and fixtures as well as natural gas an^or 
propane ovens, ranges, water heaters, and other appliances should be w good condition. 
Be surf the residence tias sufficient number, location, and accessibility of potential 
emergency exits which can be used in the event of a fire. If necessary , acQuire hinged hi^ 
security window grills to permit use of windows as a fire escqte. Be sure to keep fire 
extinguishers available; iwgtaii a smoke detector in the residence if it does not 

already have one. 

D SUPPLEMENTAL RESIDENTIAL SECURITY MEASURES FOR 
mCH-RISK BILLETS AND HIGH-RISK PERSONNEL 


1. Overview 



a HRP or a person assigned to an HRB. 


b. Before supplemental security measures are provided, an integrated terronst 
threat estimate must be prepared. This document examines the terrorist threat as analyzed 
by the intelligence community. The document will also include an assessment risk of a 
terrorist attack by the Service, CINC Service component commander, the local command 
and for DoD personnel assigned to the American Embassy, the State Department’s 
Regional Security Officer. The document should include an assess m ent of the vulnerability 
of DoD misaons as supported by the local activity in the event of a terrorist attack. An 

assessment of the criticality of the HRP or HRB should also be pi^ared. The vulnerabiUty 

and criticality assessments dealing with DoD personnel assigned to the CINC or a 
component mnwnand should be coordinated with chain of coinmand through the CINC to 
ensure that of vulnerability and criticality through all echelons of command are 

fiiiiy informed if not in full agreement 

c. If suppl^ental security measures are warranted by the integrated terronst 
threat assessment several steps should be taken at government expense. Many of these 
measures may also be taken personnel at their own expen« should they feel a need for 
iiAtifinnal security in titdrtesideooe. 

2. Elnhanccd Protective Measures for High-Risk Personnel Residences 
a. Tncfaii hi^ security perimeter barriers equipped with high security locks and 
intrusion detection devices* 

(1) As noted above, a single family residence ^ould be surounded by a 
perimeter barrier to define the boundaries of the property. Residences housing HRPs may 
J^uiie high security perimeter barriers such as reinforced masonry walls, high secunty 

steel fences, etc. 
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(2) All barriers in the perimeter should be gated. The gates should be 
operated either by a key-type device (either a physical key or a cipher lock) or by a remote 
control lock by someone in the lesidenoe. The gate and its supporting haidwaie should be 
able to withstand the same type of attack that might be mounted against die residence 
perimeter. If die residence is surrounded by a metal picket fence designed to withstand 
vehicular assault, then so too should gates be enable o( withstanding vehicular a<Kault 

b. All residential doors should be hardened to withstand penetranon. 

(1) Depending on die type of door constmedm used, several approaches can 
be implemented. Consider methods outlined in Fitnire i i.i 



Figure 11-1. Door Hardening Techniques 

(2) Door frames, door jambs, door hinges, and door locks should be 
examined and hardened as outlined above and in Appendix £. 

(3) In addition, consider building a screened vestibule in front of each door. 
Such vestibules should be equipped with doOTS, security hardware, and intrusion detection 
sensors to provide early warning of an attempted intrusion and to increase delay of an 
attack. 



2 The National Association of Aicbitecoual Metal Manu&cturers is located at 600 S. Federal Street 
Suite 400. Chicago, IL 6060S-189S. It may be reached by commercial telephone at 3120966-6222; its 
FAX telephone number is 312-922-2734. 
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c. Make sliding glass doors as resistant to forcible entry as possible. 

(1) fVmdrfftr substituting glass- clad polycarbonate m aterials for the glass 
paneb in the door. 


(2) Windows should be secured as describec^^^miH^ Consider 
replacing windows in areas where family members wiU spend lai;ge a mounts of time with 
gl^-clad polycarbonate plates. 

Any window accessible from the ground, neignooring structures, trees, w 
accessible platforms (e.g., parked cars) should be protected with a high security screen, 
grillwtnk, or bars. In addition, such windows should be equipped with IDS sensors. 

d. INSTALL AN INTRUSION DETECTION SYSTEM PROVIDING COVERT 
SURVEILLANCE OF ALL EXTERICXt CM»ENINGS IN THE RESIDENCE, ALL GATES THROUGH 
THE EXTERIOR PERIMETER, AND ALL UTTUTY CCMWECTICWS TO THE RESIDENCE. 


Depending on the nature of the threat, the relations between the U.S. 
Government arid the host government, and die security resources available to U.S. forces, 
consideration s bn «l<1 be given to installation of IDS annunciators both in the home and in 
the central security office at the appropriate U.S. military installadon. Local annunciation 
would alert all the HRPs in die residence to immediate action in their own defense; remote 
annunciation at the appropriate U.S. military installadon would permit nodficadon of local 
authorides of a possible incident and dispatch of U.S. security personnel to assistance host 
nadonal law erdorcement and security personnel in accordance with SOFAs and other 
MOUs in effect 

e. C o ns i der installadon of a secondary security wall equipped with a medium 
secuti^ door separating family sleeping areas frcmi die rest of die residence. 

In addidon, install IDS sensors in hallways, entryways, and stairways. The 
secondary security door which forms a barrier between the sleeping areas and the rest of 
the residence should be equipped with a vibradon type sensor to detect intrusion aaen^ts. 

f. Ccmsider adtfing ap p ropri ate external security lights. 

Such li ghts should provide sufficient light to facilitate funcdoning of covert 
CCTV or other surveillance systems. They may also be aimed in a manner that creates 
glare in the eyes of those outside the perimeter of die residence, complicating terrorist 
surveillance and intelli gence coUecdon. Lights may be either automadc (turned on and off 
by timer or photoelectric cell), modon detector initiated, or bodi. 

g. CCWSIDER INSTALLING A SAFEHAVEN 


(1) Safehavens can be applied in residences as well as offices. Figure 1 1-2 
illustrates the installadon of a safehaven in an apartment or single family residence hallway 
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Rgure 11-2. Safehaven Concept including Residence Hall 

Security Barrier 

(2) Safehavens installed in residences should be supported by covert CXTV 
cameras sc att e r ed around the house connected to CCTV monitors in the safehaven. 

The use of covert CCTV cameras provides surveillanoe informatioD to the occupants of the 
safehaven regarding the presence of intruders, law enforcement personnel, or both. 
Occupants of die safehaven may also be able to provide additional information about the 
presence, location, and armanient of intruders based on observations by covert CCTV 
cameras. 


(3) It is possible to link CCTV di^lays in the safehaven to a central station 
along with other IDS sensors. In normal simadons, the CCTV signal would not be 
transmitted to the central stadon. If, however, the occupants had to retreat into the 
safehaven, die IDS mi^t be equipped with a device permitting either manual or automadc 
relay of CCTV data. IDS and CCTV infonnadon is vitally important to response forces. 
They need to know whether or not intruders remain in the residence, if the intruders are 
armed or injured, and if there are other persons in the residence that might have a bearing 
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3. Readratial Security Guards 


In ceitain high threat areas overseas, residential security guards are recommended. 
In !iy« nir cas es , the nature of the threat and D(^ presence in country will be such t hat the 
U.S. Embassy will provide reridential ^ 



4. Animals 


a. A variety of animals have been used a one time OT another in different parts of 

the world as living alarm and security protection systems. While geese, ducks, and 
monkeys can be depended upon to create a racket when disturbed, the most commonly 
used animal has been the dog. 

b. A dog possesses many security assets. A dog's greatest asset is his alertness 
to danger. His senses are far more highly developed that those of a human. For example, 
his sense of smell is one hundred times greater than that of a human. A dog can 
discriminate between odors which seem to a human to be identical. A trained dog can 
detect an intruder's scent in excess of 250 yards. A dog's ability to hear surpasses a 
human's in both range and pitch. His upper frequency limits are twice that of a man. A 
dog’s senses of sight and touch for the most part are no greater than a man's. In fact, his 
visitm is generally considered to be weaker than man's. Dogs are believed to be color 
blind, and all objects appear blurred and out of focus to a dog. However, they are 
generaUy mexe cognizant to movement despite odter visual weaknesses. 

c. The dog's sensitive and discriminating senses of smell and hearing enable him 
to quickly d et ect a stranger who is not normally present in the residential area, and the well 
trained dog will normally bark when approached by an intruder. Thus, they can be 

as living audible alarm systems. Like all alarm systems, dogs are sometimes 
subject to false alanns. A nervous or high strung dog barking at almost any distraction 
his effectiveness. To avoid the wrath of neighbors and for the owner s peace of 
TtiinH the dog sh o uld be trained to react only to the introduction of strangers into the 
neighborhood, and trained to stop baridng at the command of the owner. 



ivr 
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E. RESIDENTIAL SECURITY SUMMARY 

1 . Functional analysis of the physical security system tq>plied to DoD installations and 
facilities can also be applied to residences of DoD personnel All physical security system 
functions pe tfonn e d in defense of an installation are perfmmed in defense of a residence. 
While resource limitations may constrain the level of protection available, the princ^les do 
not change. If terrorist threats can be detected, classified and identified, and annunciated, 
residenti^ physical secuti^ systems can be designed to delay terrorist attacks Itmg enough 
to permit local law enfoioement and DoD security farces to provide relief. 

2. Residential security is an important facet of protecting DoD personnel assets. 
Protection is provided by DoD and the DoS on die basis of the terrorist threat to DoD 
perscmnel, the risk of attack, die probability that if an attack is undertaken at the DoD 
persons residence, it will be successful and the inqiortanoe of the DoD personnel to die 
successful accomplishment of DoD and U.S. Government policies. Provision of 
residratial security services to DoD personnel is unusual. 

3. DoD personnel should not feel helpless in the face of a terrorist thieaL There are 
many measures to be undertaken by individ uals and their families to reduce dieir risk of 
becoming the victim of a terrorist attack. 
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CHAPTER 12 

INDIVIDUAL PROTECTIVE MEASURES 


A. INTRODUCTION 

DoD Directive 0-2000.12 (reference (a)) declares DoD policy "to protect DoD 
personnel and their families, facilides, and other material resources from terrorists acts." 
Physical security measures to enhance the security of DoD-afGliated personnel have been 

In this chapter, attention turns to steps that can be taken by each and every 
person affiliated with DoD to reduce or mitigate the dangers of becoming victims of 
tercorist attack. 

B . GENERAL APPROACH TO INDIVIDUAL PROTECTIVE MEASURES 

1. Personnel Protection: Plan and Leadership 

a. U.S. Government civilian and military personnel, as well as ci>^^ 
contractors associated with the U.S. Government are often targets for terrorist activity. 
Heads <rf DoD components have two major antiterrorism responsibilities: 

(1) Provide as much security for personnel under their authority and control 
(to include d^ndents) consistent with threat, risk, vulnerability, criticality assigned roles, 
missio ns, and resources; and 

Provide awareness infesmation and educational materials to assist Service 
members, DoD civilians, and contractor personnel prepw themselves and their dependents 
to reduce tiieir individual risk and vul n e rab ili ty to terrorist att a ck . 

b. Security managers ot others designated by Heads of Defense Agencies, the 
Military Services, the Unified and Specified Commands, commanders of military 
installations, and commanders at all echelons should develop a personnel protection plan. 
An antitertorism personnel protection program has three phases. 

2. Planning Phase 

The Planning Phase has four steps as outlined below. 

a. Threat Analysis 

(1) All civilian managers or military commanders should obtain a TERRORISM 
THREAT ANALYSIS from counterintelligence, intelligence, Md law enforcement 
organizations to identify die presence of terrorist threats to secunty in their respective areas 
of operation. Such assessments should include data on threat factors as existence, history, 
capability, intentions and targeting. 
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(2) As part of the threat assessment, information on terrorist intelligence 
collection and targeting methods used against past victims should be obtained. Such 
information is essential in the development of awareness and education plans, programs, 
and activities. 

b. Risk, Vulnerability, and Criticality Assessments 

(1) A RISK ASSESSMENT examining the likelihood of terrorist attack on DoD 
personnel and their dependoits assigned at each DoD post should be undertaken. Those 
personnel who meet the definition of "high>risk perscmner or who occupy "high-risk 
billets" should be specifically identified and individually assessed. 

(2) A CRmcALmr and vulnerabiuty assessment of all individuals 
who are at rude should be assessed to be at high or even nooderate risk should also be 
undertaken. The purposes of such assessments is to identify those individuals who are 
mission-essential and who therefore may because of tiieir vulnerability to terrorist attack, 
warrant ^>ecial protective measures, including but not necessarily hmitoi to the fdlowing: 

(a) Augmentation of security devices used in the office, home and 
vehicle envircxnnents; 

(b) Assignment to DoD anti ten o ri sm resident or molnle training course; 

(c) Provision of Protective Security Details for periods or tasks at which 
the risk is hipest; and 

(d) Assignment of transportation On a domicile to duty basis. 

(3) Other individuals may be identified as being vulnerable because of high 
visibility, because they are assigned to remote locations far removed from security support, 
or because the nature of their work brings them into close contact with others who are 
considered to be at high risk. Even if such individuals are not mission critical, ^>ecial 
security proviaons including some oi those outlined above may be appropriate. 

c . Resource Requirements and Availability 

After completing assessments of threat, risk, criticality, and vulnerability, an 
assessment of available persotmel security resources must be completed. In performing 
this assessment, it is eMgntial that planners consider those cases in which resources usually 
available for persoimel securi^ are allocated to other tasks. The persmmel security plan 
should have preplanned alternate security arrangements to take such considerations into 
account 


d. Continuing Review 

The last step in the planning process is the periodic review of aU planning 
inputs. Tenorist threat levels change almost daily in certain parts of the world; rapidly 
chang in g missions and responsibilities may alter assessments of personnel criticality and 
vttlnoability. Hence, antiterrorism personnel protection plaiming is best conceived as a 
co ntinuin g, iterative process, not an annual exercise. It must be performed in light of daily 
or weekly programs of assigned missions and functions at each installation, facility, 
activity. 
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3. Personnel Protection and/or Terrorism Awareness 

a. The second phase in a personnel protection program is to increase awareness 
of the possible threat of terrorism. Officials responsible for AT programs should inform all 
DoD persminel including dignitaries, civilian enq>loyees, and dependents of the terrorist 
threat in general, as well as the perceived threat level in the generd area of the installation 
or area of operations of the DoD activity. This can be accomplished through periodic 
briefings and through the preparation and dissemination of printed marmak 

b. The need for personnel security procedures should be explained during the 
awareness stage of the personnel protection program. The specific procedures to be 
followed are presented during the education phase of the personnel protection program. 
Since it is logistically inqrossiUe to protect all possible tenotist targets, SELF-FRCnECncm 
AND EFFECTIVE CRIME PREVENTION PROCEDURES WILL DETERMINE THE OVERALL 
EFFECTIVENESS OF THE ANTITERRORISM PROGRAM. 

c. All personnel including dependents and ccmtractOT persotmel should receive 
crime prevention training. CRIME PREVENTION IS THE CORNERSTONE OF A PERSONNEL 
SECURITY ntOGRAM. Military personnel and dependents alike should be encouraged to 
participate in crime-watch programs. They must Imow how to report suspicious activities. 
Checklists adtich can be used in crime preventitm surveys ate included in Appendix O and 
Appendix P. A self-protection guide can be found in Appendix F. People who carry out 
crime prevention procedures in their homes, their offices, and their day-to-day operations 
will significantly decrease dieir possibility of becoming a terrorist target 

d . Terrorist threat information should be included in briefings on security and 
espionage directed against the DoD persoimel and DoD contractor personnel. The public 
affairs office for each DoD component should routinely keep track of open source 
information <mi tenotist activities and assist in the development and presentation of 
awareness briefings. Presentations can be made in schools and to social and service 
organizations. The purpose of these briefings is not to scare participants, but to make them 
aware of the persotmel security threat in the area. Such briefings should present factual 
informaticMi about the strategies and tactics being used by terrorists and the types of 
facilities and/or personnel that have been targeted. In addition, such presentations should 
make DoD audiences aware of dianges in die overall security environment 

4. Personnel Protection Education and Training 

a. The third step in the personal security process is the acquisition of specific 
knowledge and educatitm which can be allied by I^D-affiliated personnel to reduce the 
likelihood of becoming the victims of t e rro ri st or other c riminal acts. In the sections that 
follow, several specific antiterrorism measures that can be used by all persons to reduce the 
risk of attack are presented. Additional material appears in Appendices F through S. 

b. Commanders and managers have a continuing responsibility to ensure that 
DoD-affiliated persotmel receive comprehensive security awareness briefings. These 
security briefings, which should include such topics as hostile intelligence service threats, 
protection of government property, crime watch, and physical security as well as 
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information on terroiist dntats> are an essential ingredient in reducing the risk of harm to 
DoD-afQiated pers onnel from all potential sources. 

5. Leadership by Example 

a. THE ATTITUDE DISPLAYED BY MANAGERS AND SENIOR OTFICERS TOWARDS 

PHYSICAL SECURITY, INFORMATION SECURITY, AND PERSONNEL SECURITY IS MOST 
IMPORTANT. The exanq>]e set by senior officials and officers at eadi organizational level 
will send an unznistakaide message to all personnel a s si g ne d to or coming into ctxitact with 
the ocganizaticaL Those leaders who view die threat of terrorism seriously, who heighten 
awareness of the and who actively practice antiteixosism measures in their daily lives 

wfll encourage others to do the same. 

b. While some antiteriorism precantitxis are more applicable overseas tiian in 
CONUS, development of good security and antiterrorism habits is the key to personal 
safety for DoD personnel and their depoidrats. Practice of antiterrorism measures even in 
countries or regions where tire terrorist threat level is considered NE^JGIBLE is excellent 
preparation fOT deployment, tenqxnaiy duty assignments, or other activities where the 
temnism tineat level is MEDIUM or HIGH. 

c. Information on specific personnel security topics appears in Appendices E 
through S. Local reproduction and distribution to DoD personnel, their dependents, and 
DoD contractor perscxinel is encouraged. All DoD-affiliated persmuiel and tii^ dependents 
should review ttese precautions on a regular basis. 

C. PERSONAL PROTECTION MEASURES FOR DoD PERSONNEL 
1 . General Guidance 

a. As noted in Qiapter 2 of this Handboc^ terrorists fiequently emulate military 
organizaticMis as tiiey devel^, plan, train, and carry out terrorist attacks attacks against 
DoD assets, ijifa all ntilitary or paramilitaxy organizations, terrorists have a critical need 
for information regarding the whereabouts, habits, working environments, home 
envircMiments, and otiier potential ptnnts of leverage against their targets. Intelhgence 
collection and analysis is the r e fore a major functitxi within terrorist organizations. 

b. Three intelligence collection methods used terrorists against their potential 
targets have been noted: 

(1) Human Intelligence (HUMINT) • Terrorists attempts to use people to 
gather information about tnilitat y crpabilities and intentions can be countered by adhering to 
physical and information security practices. HUMINT collecting can include seemingly 
unimportant bar or restaurant conversation concerning operations or the release of 
telephone numbers and addresses of key personnel 

(2) Photographic Intelligence (PHOTINT) - terrorists attempts to gather 
information thr ough photography of surveillance procedures. Established patterns provide 
infor mation to a ter r ori st, to Counter, eliminate routines and/or v^ien possible use decepticxi 
to tnaak an established pattern. 


12-4 

FOR OFFICIAL USE ONLY 





D6Da^v2000;t2-H 


■ ' (3) Signals* InteUifgflCeK(SIQIl»JTO - ^erroiist^sa tprinicrcept 

conununication si gnals; to counter this acnvity; classified material nuuili^^^ 
on secure lines; other sensitive material including personal sc^ules, navel idneiaries, and 
VIP vmi^ should also be discussed only on secure lines! * 

c. Qne of the most important tediyldt^ that can ^ taken by 

poI^affUiated^pK^ns is,|^ habits and j^dps that frustrate terrorist 

atteinpte to ^cternun?^ ^Ofessipn^^^ individual job 

^ responsil^ties, their association with thVlte of rtefenster and their ovoall 

- mmottance to.the,D^axtmentof .Defense._ The followmg are a few general observations 
that apply to DoD personnel, DoD conttactois, and depeodaits. 

i 2,.^ .Qvercpiite, Routines, ^ 

* 'Most perstiS<and'orgaiiizadons:^faU mto habits orrbutine be^yi^ Work begins 
tlte si^ meals^areveaten tnldte Sameis^ettna; exocise takes 

" {ilacte at'the ssytedmeJiu^ same locatidn every dayjjandiindmditels foUow>;the same 
route to ami from ^theiOffrbe'eve^ day; Te^rists noiraallyrplan th^ carefully. 
They will observe the potential target's routinl^te endef^to li^rnid increase 

dte.pip|babili^. of success. The ai^ty to be unpr^ct^le ino^^ die risks to terroiists 
and severely decreases the ctiiwces oif then success. *^RMu^ |to success in 

Iddiuppmg OT kil^ ' ' 


a v;- ■ ■ ■ * ■" 

a. Vary your route to ane from wc«k, AM?ifTHE-TI^-YOu a^ 


LEAVE., 




b. Exercise on a varying schedule, utilizing different routes and distances. It is 

- . , ^ ^.5"' ^ ; 

best not to exercise altme. 


.. . c. 






etc. 


d. Doinot divulge faimly or personal^mformadQO to str ange rs. 

e. ‘^ter and eidt bml^pdiroul^^differeht doors; ifipossi^ 

3 ,;Maintain^a 

a. Ami^caiis are It^d 

(1) DOD PERSONNEL, DOD CONTRACTORS; (AM) lEHEIR DEPENDENTS 

SHOULD DRESS Df P^Lip sIN A MANNER ,!D^^.SIS.T^^ WITH LOCAL 

CtjsTOMSj IttiDS thm lue disdncdyely Am^can sho^ outside 

American oon^jurgls unless necess^ to^aecomplish ofiQcial busine^. 

(2) EumpK Ofl^ ) : ^ : 

(a) Cowboy hat^ cowboy boots^ 

,, : , 1^) ; C2othing^i|dcnTi^^ national symbols 

(c) Suitcases, backpacks, brief casesr apache bags 

with stickers, decals, or other distinctively American symbols. 


i ?/ : ' ? 


, 12*5 

FORi OFF4CIAL^ USE ONLY 


Iff 



DoD 0-2000.12-H 

(d) Tattoos, pabhes, miUtaiy ddfd bags, or militaiy style clothing, widi 
or without unit or American identificatioo maitogs. 

(3) SHOW RESPECT FOR LOCAL CUSTOMS. 

Refrain from smoking in public; wear proper attire when visiting national 
monuments, houses of warsh4> and other legions shrines or institutions, public buildings; 
and limit public displays of affection to die mannerisms used by local residents to show 
affecticm and respect for ^>ouses, elders, and children. 

(4) REDUCE YISSEJTYINTHE LOCAL OCHtlMUNnY. 

DoD-a fRli a ted peraonnd are good citizens and often desire to patticyate in 
all communis activities. Reducing the visibili^ of DoD-afBliated persons w ithin a 
community should not mean that DoD-afRliated persons should give up active c ommunity 
life as FTA members. Scout leaders, memberships in religions or educational 
organizations. It does mean that DoD-a£Gliated perscms should reconsider running for 
elected leadership positions in community organizations. They should shun publicity 
where possible, and avoid serving in civic positions vdiere publicity cannot be avoided. 

(5) DO NOT FLASH LARGE SUMS OF MONEY, EXPENSIVE JEWELRY. OR 
LUXURY HEMS. 

4 . Be Sensitive to Changes in the Security Atmosphere 

Security awareness should be encouraged at all times. SpecificaUy, watch out for 
the following: 

a. BE ALERT FOR SURVEILLANCE ATTEMPTS, OR SUSWOOUS PERSONS OR 
ACnvmES, AND REPORT THEM TO THE PRtXER AUTHORITIES. 

Trust your gut feelings. If you think sometiiing is wrong, you are probably 
right R^Knt suspicions and concerns to the installation or unit security officials 
imm ed i a te ly; if tii^ are not available, report such infcmnation to the nearest intelligence 
activity 

b. Watch for unexplained absences of local citizens as an early 

WARNING OF POSSIBLE TERRCMUST ACTK^. 

c. Avoid public dilutes or cmiftontations. Report any trouble to the proper 
audionties. 

d. Do not unnecessarily divulge your home address, phone number, ot family 
infonnatimt 


5 . Be Prepared for Unexpected Events 


Even though DoD personnel, DoD contractors, and their dependents may do 
eveiything recommended above and elsewhere in this Handbook, they may still be 
threatened by or become victimized by a tenorist act Therefore, all DoD personnel, DoD 
cmtractors, and their dq)eadents should inclement the following general measures. 


a. Get into the halnt of "checking in" to let Mends and family know where you 
are or when to e)q)ea you. 
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b. KNOW HOW TO USE THE LOCAL PHC»<E SYSTEM. Always cany "telephone 
change." 

Know the emergency numbers for local police, fire, ambulance, and hospital. 
Memorize the phone numbers for local military police, the nearest U.S. Embassy or 
rr>ngpiat«», oT Other U.S. Govemment missions who might be in a position to summon aid 
should assistance be n e eded. 

c. Know the locations of civilian police, miutary police, 

GOVERNMENT AGENCIES, THE U.S. EMBASSY, AND OTHER SAFE LOCATIONS WHERE 
YOU CAN FIND REFUGE OR ASSISTANCE. 

d. Know certain key idnases in the local language. 

Snch phrases inclu de "I need a policeman," "Take me to a doctor," "Where is 
the hospital?," and "Where is the police station?" If such phrases are difficult to learn or 
tiww is too short, have someone write them down on s m a ll file cards. A 3 x 5 card can 
fsnntatn several phrases written out phonetically that can be read to summon assistance; 
alternatively, they can be written down so that a person in need of assistance can merely 
show a card to someone competent in a local language, thereby summoning help. 

e. SET UP SIMPLE SIGNAL SYSTEMS THAT CAN ALERT FAMILY MEMBERS OR 
ASSOCIATES THAT THERE IS A DANGER. Do not share this information with anyone not 
involved in your signal system. 

f. Carry identification showing your blood type and any special medical 
cnn di tinnR Keep a minimum of a One week supply of essential medication on hand at all 
times. 

g. Keq) your perstMud affairs in good order. Keep wills current, have powers of 
attorney drawn up, take measures to ensure family financial security, and develop a plan 
for fan^y actions in the event you are taken hostage. 

h. Do not carry sensitive OT potentially embarrassing items. 

6. Working Environments 

a. The working enviroiunent is not immune from attempted acts by criminals or 
terrorists. DoD installations in CONUS and U.S. Govemment installations outside of 
CONUS usually provide a level of basic security comparable to or superior to the basic 
level of s ec urity provided in die surrounding community. Nevertheless, it is important that 
a seu«e of canplacency not set in merely because the office is located in a nominally secure 
area. 

b. The following are general practices that will aid in reducing the likelihood of 
t e rrorist attack: 

(1) General Suggestions for Office Security 

(a) Est a biiigb and support an effective security program for the office. 

(b) Discourage use of office facilities to store objects of significant 
intrinsic value unless essential for the mission or function of the activity (such items include 
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petty cash boxes, fiieanns, personal sttieos, bwbbulars, negotiable securities, original 
anwoik of potential ccH ni nercial interest, etc.)< 

(c) Ensure that all persons woiidng in an office are trained to be alert for 
suspicious activities, persons or objects. 

(d) ARRANGE OFFICE INTERIORS SO THAT STRANGE OR FOREIGN 
OBJECTS LEFT IN THE ROOM WILL BE IMMEDIATELY RECOGNIZED. Consider removing 
obvious obstructions behind which or widiin which improvised oq>losive devices could be 
ctmcealed sodi as draperies, closed waste baskets, unsecured desks and filing cabinets, 
and planters. 

(e) PiDvideforsecurity systems <» exterior doors and windows. 

(f) Ensure that access ctmtrol procedures are ligoroosly observed at all 
times for access to: 

1 The installaticHL 

2 Ruildings witiiin an installation. 

2 . Restricted and/or exclusitm areas widi a building. 

(g) USE AN IDENTIHCATION BADGE SYSTEM CONTAINING A 

PHOTOGRAPH. 

Photo badge systems facilitate security by making it easy to identify 
employees, visitors, maintenance personnel, and facilities management and/or security 
personnel. Badges should be renewed periodically; badging systems should be modified 
every two or three yean to preclude use of altered, expired or stolen badges. 

(h) Locatedesksinaway that perstMis entering the c^fice or suite can be 

observed. 


Cl) IDENTIFY OFFICES BY ROOM NUMBER, COLOR, OR OBJECT NAME, 
and not by rank, title, or name of incumbent (room 545, die gttid romn, die Beriin room, 
the maple room, not die General's office, the Assistant Attache's office, or the S-2's 
office). 

(j) DO NOT USE NAME PLATES ON OFHCES AND PARKING PLACES. 

(2) Office Procedures 

Day to day activities within an office can he^ establish an environment in 
whidi it is more or less difficult for terrorists to gain knowledge needed to successfully 
?naric D(^ perscHmel, facilities, material, or DoD contractors. The following steps can be 
taken to intelligence collection and targeting more difficult for terrorists, forcing them 
to spend more time collecting information, leaving them exposed and visible for detection 
by counterintelligence and law enforcement efforts, and leaving them more vulnerable to 
cou n te rterror i sm as well as antiteiroiism actions. 

(a) Telephone and Mail Procedures 

1 Rank or tide should not be used when answering telq>hones. 
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2 When pairing telephone messages, do not reveal the whereabouts 
or activities of the person being sought unless the caller is personally known to the 
individual taking the message. 

2 Collect telephone messages in unmarked folders; do 
not leave exposed for observers to identify caller names and phone numbers, persons 
called, and messages left. 

4 Observe caution when opening maiL In particular, be on the 
lookout for letters or packages which mi^t contain improvised explosive devices. A 
to aid in letter bomb or packaged BEDs appears in Appendix Q. 


(b) Visitor Control Procedures 

1 Access K> the executive office area should be strictly lim i te d; 
during periods of inermed threat, access to additional office, shop, laboratory, and other 
areas within die installation should also be amtroUed. 

2 Doors from the visitor access area to executive offices or other 
restricted areas of a f^ty should be locked from within; there should be only one visitor 
entrance and exit to a restricted access or exclusion area. 

2 Have a receptionist clear all visitors before they enter inner 


offices. 


4 Permit workmen or visitors access to restricted areas or exclusiai 
areas only with escort and only with proper identification; confirm work to be done prior 

to admitting wtxkmen to restricted areas of die facility. 

2 T ^rnit publicity in public waiting areas to informaticKi dial does not 
identify personnel by name, position, or office location. 

2 DO NOT POST UNIT ROSTERS, MANNING BOARDS, OR PHOTO 
BOARDS WHERE THEY CAN BE VIEWED BY VISITORS OR LOCAL CONTRACTORS 
PROVIDING CLEANING SERVICES, FOOD AND BEVERAGE SERVI CES, DELIVERY OF OFFICE 
SUPPLIES, REMOVAL OF TRASH OR WASTE, CARE OF PLANTS, ETC. 

1 Restrict use of message boards, sign in-out boards, and other 
visual communications to general staiements of availabiUty; do not list publicly local travel 
itineraries or phone numbers where visitors have easy, unrestricted access to such 
information. 


(3) General Working Procedures 

(a) Avoid carrying attache cases, brief cases, or other courier bags 
unless absolutely necessary. 

Brief cases and attache cases have become symbols or power and 
prominence in many cultures. Individuals carrying such items are often assumed to be very 
important persons. Use satchel, bag, or other locally obtained book bag instead. 

(b) Do not cany items that bear markings which identify the owner by 
rank or title, even widiin the office environmenL 
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Coffee mugs labeled "General. Attache, Boss" may be seen in use by 
a visitor sent to gaAer intelligenoe to aid in targeting. 

(c) Avdd woridng aloie late at night and on days when the remainder of 
the staff is absent 

(d) IF LATE NIGHT WORK IS NECESSARY. WORK IN CONFERENCE 
ROOMS OR INTERNAL OFHCES WHERE OBSERVATION FROM THE OUTSIDE OF THE 
BUILDING IS NOT POSSIBLE. 

Persons waddng at night should turn lights on and off in several 
offices before going to their own ofBces to disguise the purpose of dieir acdvides to outside 
observers. 


(e) Office doors should be locked when vacant for any lengdiy period, at 
night and oa weekends. 

Keys to the office should be retained by the security office and the 

incumbent 


(f) Papers, correspondence, communications materials, and other 
documents should not be Idt unattended overnight 



production, maintenance or other areas installation areas should be performed under the 
supervisMM) of security persoimeL 


(h) Removal of property, materiel, or information stored on any 
from the facility should be prohibit widi^ prcqrer written audKxizatioit 

Q) Consider prohibiting the inq>orution of property, materiel, or 
information stored on any media into the facility unless sudi items have been properly 
inflected. 

Inspectitm of boxes, briefcases, handbags, and other containers 
should focus on improvised erqrlosive devices, fire arms, incendiary devices and 
accelerants, and information coUecdmi devices. Inspecdmi of electronic media should 
focus oa computer viruses or other programs whidi might be used to modify operating 
^tems or applications programs pennitdng uiuuithotized access to infotmation stored <hi 
or accessed duough the facility's computers. 

Q) Offices not in use should be locked to prohibit unauthorized access or 
the storage of material udiich could be used to hide improvised explosive devices or 
intelligence collecticm devices. 

(k) Use of vehicles or vehicle markings which make it possible to readily 
identify the vehicle and its occupants as U.S. Government or DdD contractor personnel 
should be minimized. 
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fl) ALL PERSONNEL SHOULD HAVE ACCESS TO SOME SORT OF 
DURESS ALARM TO ANNUNCIATE AND WARN OFTERRORIST ATTACK. 

(m) Secretaries and guard posts should be equipped with covert duress 
alarms which can be used to alert backup forces, summon assistance, or otherwise alert 
critical perstxinel for the need to take ^>ecial actions to avoid a terrorist incident. 

(n) Placement of office furnishings directly in firont of exterior windows 
is to be avoided if at all possible. 

(o) Armed Forces Radio and Television broadcasts should refer members 
of the American community to written announcements of public events, recreational 
activities, town meetings, etc., and refrain from aimooncing specific times, dates, and 
places iHdiere Dc^afQliated petstxinel might be oqtected to oongr^aie. 

(4) Special Procedures for Executive Assistants 

Many critical personnel wiU have secretaries or executive assistants 
assigned to their offices to provide additional clerical and ptofessioiud support These 
assistants can be significant security assets if properly trained, and can represent the 
difference between a successful or unsuccessful terrorist attack. The following suggestions 
are intended to be a guide for secretaries and executive assistants who may find themselves 
performing perscxinel duty, 

(a) Request iiistaili^f^i^physical barriers such as electromagnetically 
operated doors to separate offices of senior executives from other offices. 

(b) REQUEST INSTALLATION OF A SILENT TROUBLE ALARM BUTTON, 
with a signal terminating in the Security Dq>attment or at another the secretary’s desk some 
distance away to ensure that in the event of an emergency it will be possible for someone 
other titan the executive to summon assistance. 

(c) Do not admit visitors into the executive area unless tiiey have been 
positively soeened in advance or are known from previous visits. 

If the visitors arrive without appointments, they should not be 
admitted are until satisfactory identification and valid reasons for the visit have been 
established. In such instances, installation security should be notified and a security officer 
asked to come to the scene until the visitors establish legitimate reasons for being in the 
ofBce. If tile visitors cannot do so, the security officer should be asked to escort the visitor 
out of the building. 

(d) Unknown callers should not be informed of the whereabouts of the 
executive, his/her home address, or telephone number. 

(e) A fire extinguisher, first-aid Idt, and oxygen bottle should be stored 
in the office area. 

(f) When receiving a tiueatening call, including a bmnb threat, extortion 
threat, or from a mentally disturbed individual, remain calm and listen carefully. 
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Eacii secretary and/orieceptioiust diould have a tfaxeateoing telq)hoiie 
call checklist should be coaq)leted as soon as possible. A recommended checklist is 
attached as Appendix Z 

(g) Do not accept packages from strangers until satisfied with the 
individual's identity and the nature of the parceL 

(h) Travel itineraries for all personnel should be kept 
ABSOLUTELY PRIVATE. Distribution should be limited strictly to those with a need to 
know. 


0) Daily SCHEDULES FOR SENIOR CXnCERS AND dVnJAN OFFICIALS 
SHOULD BE DISTRIBUTED ON A LIMITED BASIS AND SHOULD CONTAIN ONLY THAT 
INK)RMATION NEEDED BY EACH RECIPIENT. 

Fot example, if the Defrase Attache is scheduled to meet widi his 
staff and the Embassy's foreign military training staff, the schedule distributed within the 
Embassy should only indicate that die Attache will be in a meeting during the scheduled 
blodc of dme. Those participating in the meeting should be given specific, supplemental 
information in a sqiarate pacl^ge. 

7 . Safehaven 

Although substantial physical security, persmmel security, and operational security 
measures can be promoted and implemented, ±ere always remains the possibility that a 
terrorist incident will transpire. DoD perscMuiel who ate identified as mission critical to a 
unit, an installation, a conunand, dr an activity, should be familiar with the location of 
safehavens available within U.S. Government and DoD installations. They should be 
brided on emergency routes to and from their sdieduled locaticms to such safehavens. 
Executive assistants and security personnel should regularly train and exercise procedures 
to be used in the event tiiat it is necessary to evacuate missimi critical personnel to 
safehavens. 

8. At Home 

DOD personnel, DoD contractors, and their dependents ^nd ^>ptoximately half 
of each day in and arouiul a primary residence. Almost everything done from day to day 
starts or ends in the vicinity of this residence. The following discussion is intended to 
assist persoimel in formulating plans to obtain bousing outside U.S. Government 
compounds or DoD facilities. However, given varying degrees of threats to life and 
p r op er t y from comnoon street crime as well as terrorist acts at home or abroad, even 
perstMinel assigned to government housing may find antiterrorism and security tips 
presented below to be helpful in reducing the threat of violence and loss of prq)erty. 

a. DoD Member General Residential Security Routines 

DoD persoimel should SET AN EXAMPLE FOR ANTITERRORISM AND CRIME 
PREVENTION AWARENESS FOR THEIR FAMILIES AND FRIENDS. It is important that the 
DoD member explain how carelessness by any family member can place die DoD member 
and all other family members at risk of terrorist attack. Such discussion should be 
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<l>e in,»mnce 

(1) Varying routines in thdr daily activities. 

Avoi^g unnecesi^ publicity and jifidt^^ 

the^prwefib c>f individuals, ab^doned vehicles, 
unusual utility work, or gatherings of people inconsistent with the residential envirdnmenL 

'i-^b.^Security^l^ttices at'Home ' ’ 

,_■, IblldWiiif measures a?5-jpecfflc^yy,ta^i^^rended to 

uiiptaiieiuaiion as m eaension of olH« anuBmuism secui^ jnaciices: 

resi^ii. ” 'W»^y onth; ea^ior of 

»wf? S“P^ >1«K should(be.used lo 

“rf pccupie^ I 

(2) Do not use name plates on parking placeS;Ka;^6a’ pa^g p^^^ or 

government vehicles in the same locancm day after day. ,, ^ 

thc,telephqne ppUtely but should 
“ “ the name of Ac occupants untilAe idfnd^^ caUer has 


FA,MJl-Y MEMBERS SHOULD TREAT AL.L TELEPHONE 
;>^^NVHtSATIONSiAS THOUGH ANYONE WHO WANTH) TO LISTEN IN WAS DOINd S6. 

.■ (5) dielive^ to d» leddence should fecarefiilN examin^if ^ny 

OF>naie]i^ees ftt^'^iiderS who cAmiit be' iMi^tel^ be set aside for 

c. At Social and Recreational Activities 

encouraged to participate m many social and recreational 

not TO the risk or 

^vulne^mty of'DbP^^^ Adr Ajpbmlents^^ te^^ Howcvct, some 

’^'predauUo^'are'iiomwc^ y- « .■'-r ■ s-yv . v-/ 

f»r*a%p*%^ ««m*U — 

(2)' i Be a^iidvC to Ae sefeUrity environmibht of Social giAer^^ not 

tt^tnain at a fmKU^i if it^d^^ not appe^ tn he. arW^ na rfi y ,/y 

^ of arrival or 

do nqt ^waj^, pri^ prainpdyjOT^ or?>te consistentlysfifteen 


myitadons^h^^^ or 

ccxitstct ^^lib ttic.princiD^ avoid widesoiead of 
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(4) Tiy to avoid proionged present at social functions where there ^ 
co T KTnTi ?"*^ of persons thought to be terrorist targets; try to lirxut Imown exposure to risk. 

(5) REFRAIN FROM EXCESSIVE USE OF ALCOHCM. AT SOCIAL FUNCTIONS; 
REMAIN CLEAR HEADED AND UNIMPAIRED; BE READY FOR THE UNEXPECTED. 

Vary routes to from social events held at a central facihty; use 
different entrances and exits. 

(7) Minimirg ap pparannes in umfonn or fotinal attire. 

(8) Decline invttaticws to appear in publicity photos; if photos are 
tairgn discoutage pubHcadcx) of names associated with persons appearing in die photo. 

(9) Panicqiaie in recreational aedvides within die American compound or at a 
DoD installation whenever possible; try to sdea playing fie^ or recreational areas in 
secured installations or widiin easy reach of such installations if it is thought diat terrorist 
activity is pardcularly Ukely. 

D. FAMILY MEMBERS OF DoD-AFFILIATED PERSONS 

All family members of DoD-affiliated persons should become informed about personal 
security measures. Whether they become victims themselves, or must respond to the 
victimization of another family member, each individual within the family umt should be 
aware of basic security procedures. DoD personnel should cultivate an interest in and 
attract participation from all family members in die security effort. This should include a 
|Y ff<Vtg 7 TniTigH plsn foT responding to potential CTiminal or terrorist acts. The following tips 
are provided for a more effeedve family effort: 

1. General Guidance 

a, Devrit^ a family oriented andterrorism awareness, ed u ca tio n, and training plan 
as part of preparing for each new assignment 

(1) Family members require awareness, ed u ca ri on, and training in personnel 
s ec urity andterrorism techniques just as DoD personnel do. The DoD members should 
begin by developing a plan for personal protecdon, acquiring and maint a inin g information 
on ter ro ri st thryats operating in the viciidty of their ass ignm ent and dieir fan^y members, 

develc^ing specific perscmal security measures and other precaudons appropriate for 
their dependents. 

(2) Preparadon should begin prior to departure for a new assignment All 
family members should try to learn about the customs, culture, history, and geography of 
the area to which the DoD member has been assigned. Study efforts need not be confin^ 
to "book learning." Use videos, museum trips, travel m a gazin e articles, and visits with 
ftiends who have been assigned to the same or a nearby locadon. Famly security and 
awareness briefings may be available upon request of die umt, installadon, co mm a n d, or 
other security or intelligence office. All the fannly meinbers can begin to scan Ae 
newspapers for current events coverage of the regitxi to which they arc going. Learning 
about the area of assignment, its culture, its pe^le, and its customs, whether in CONUS 
or overseas, is an important part of becoming aware of the security environment. 
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Investment in education will pay large dividends in all facets of a new assignment, not 
merely in reducing the risk of beraming a tenoiist's victim. 

(3) The general antiteirorism security measures discussed in Section B, 
above, ^ply equally to family members as well as DoD personnel The key elements 
noted earlier are the following: 

(a) Overcome Routines 

1 Vary routes, arrival, and departure times to and firom school, after 
school activities, day care, religious school, music lessons, and other regular, recutiing 
family member activities. 

2 Vary times and places for shopping, lunch, and other 

^rpointments. 

2. Goto church or synagogue different locations, at different 
times, and even on different days. 

(b) Maintain a Low Profile- 

DoD Personnel should explain the risks and benefits of high profile, 
high visibility lifestyles to their dependents. 

1 It is sometimes very difficult for many families to go from being 
highly visible members of a community to being nearly invisible. Visibility is often 
especially important to adolescents and non-working spouses of DoD persoiuiel. The 
differences aiut distinctions among participation in community events such as school plays, 
sports, and social clubs as opposed to hi^ profile participation should be discus.sed. DoD 
personnel should explain to their dependents the benefits and risks associated with high 
profile, highly visible lifestyles in certain envirmmients. 

2 Tips on reducing the distinctly "American” or "U.S. Military" 
profile discussed above ^ply equally to family members. 

(c) Be Alert to and Changes In the Security Atmosphere 

All DoD persormel and their dependents should be alert to their 
security environment and changes that may occur in iL Dependents should be told: 

1 Be alert for surveillance attempts, or suspicious persons or 
activities, and report tiiem to the proper audiorities. 

2 Watch for unexplained absences of local citizens as an early 
warning of possfi>le terrorist actions. 

2 Avoid public disputes or confrontations. Report any trouble to 
the proper authorities. 

4 Do not urmecessarily divulge your home address, phone number, 
or family information. 
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(d) Be Prepared for linexpect^ Events 

Dependents of DoD should be instructed on stq>s they can take to 
deal wid) unexpected events. Measures listed below should be adapted to meet the needs of 
ead) fiunily monber 

1 Get into the habit of "checking in" to let Mends and family know 
where you are or when to expect you. 

2 Know how to use the local phme system. 

2 Know die locadois of civilian poUoe. militaxy police, government 
agencies, the U.S. Embassy, and other safe locations vt^ere you can find refuge or 
assistance. 

4 Know certain key idirases in the native language sudi as 1 need a 
police.-nan," "Take me to a doctor," "Whm is the hospital?" and "Where is the police 
station?" 

2 Set up simple signal systems diat can alen fanuly members or 
associates that there is a danger. Do not share this infonnaiion with anyone not involved in 
your signal system. 

2 Cany idendficadon showing your blood type and any special 

medical condidcMis. 

2. Routine Family Security Precautions 

a. Develop a family duress code so that family members can warn each other 
when they are in danger. 

b. Develt^ emergency procedures and practice them. 

c. Maintain emergency ttlqihone numbers for all family members. 

d. Never leave house or trunk keys widi your ignidon key while your car is being 
serviced. 

e. DO NOT "HIK" KEYS OR GIVE THEM TO VERY YOUNG CHILDREN. 

f . Never leave young children at home alone. 

g. NevCT admit strangers to your home without premier idendficadon. 

h. TEACH CHILDREN HOW TO CALL THE POUCE AND ENSURE THEY KNOW 
WHAT TO lELL THE POUCE (NAME, ADDRESS, ETC.). 

i. Carefully screen all potential domestic help. 

j. Use off street parking at your readence, if at all possible. 

k. Avoid frequent erqxrsure <» balcmies and in windows. 

l. Do not stme items of high intrinsic value in your home unless they are 
fiequently used; e.g., keep heirloom jewelry, rare stamp and coin coUecdons, negodable 
securides, etc., in tank vaults or safe^ deposit boxes. 
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m. Do not tack notes on the door for family and friends to read; remember, 
criminals and terrorists can read too. 

n. Keep tools, parnculariy ladders, under lock. 

3. Family "Operations Security" Procedures 

Families can improve their security posture by bringing to bear opcranons secunty 
concepts. The purpose of oj^^ns security is to frustrate adversary collection of 
infftnmariftn about onc*s activities. 


measmes are oniy a smau numoci: ui cAduj4/i&i> — uld be implemented to 

make it harder for terrorists to learn the nationaHty. specific identity, position, and 
responsibilities of DoD personnel, as well as the day-to-day activities of DoD families. 

a. Do not place your name on exterior walls of residences. 

b. Do not answer your telephone with your name and rank; children a^ domestic 
employees should be instructed not to identify the name, title, or affiliation of the 
o cc upa nts when answering the telephone 

c. Do not list your telephone number and address in local directories. 

d. CREATE THE APPEARANCE THAT THE HOUSE IS OCCUPIED BY USING TIMERS 
TO CONTROL UGHTS AND RADIOS WHILE YOU ARE AWAY. 

e. Personally destroy all envelopes and other items that reflect personal 
information. 

f . Qosc draperies during periods of darkness. Draperies should be opaque and 
fwarfft of heavy materiaL 

g. Don’t let your trash become a source of information. 

4. Potential Threats 

Even after implementing all of the measures outlined above, there is always a 

oossibility that unexpected events will occur. Some may be strong indicators or w^gs 

of an imminent terrorist incident The foUowing steps should be implemented when 
appropri ate: 

a. Any unusual occurrence such as anonymous phone calls, threats, etc., should 
be repotted immediately. 

b. CHILDREN SHOULD BE ON GUARD AGAINST ANY APPROACH OR 
interrogation by STRANGERS; efforts by strangers to pick up children, engage them in 
w coaversuioas about their home life or find out whm their jurats do for a living 
should be reported to law enforcement and intelligence activities immediately 


c . Never accept unexpected padcage deliveries. 
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d. Examine aUmaOcaicfuUy and look for signs that an impiovised explosive or 


incendiary device has been received. See Chapter 16 and Appendix Q for additional 
infnrmatiftn on detecticgl and identification Of mUS. 


e. REPWT FREQUENT WRONG NUMBERS OR NUISANCE TELEPHONE CALLS TO 
THE TELEPHONE COMPANY AND THE POLICE. Someone may be attenq)ting to determine 
the presence of family m embers. 

f. REPORT ANY INTERRUPTION IN TELEPHONE OR ELECTRICAL SERVICE. 
STRANCS NOISES (N4 TELEPHONE LINES, OR ANY UNUSUAL INTERFERENCE WITH RADIO, 
TELEVISION, OR HOME COMPUTER OPERATIONS TO THE NEAREST INTELUGENCE OR 
LAW ENFORCEMENT ACnvmES. In the event diat such udliQr service proUems are unique 
to residences occupied only by DoD personnel, D6D contractors, or dieir dependents, 
report sndi disnq>ti<ms immediately to the local securiQr and law enforcement agencies as 
w^ as DoD law enforcement or inteDigeoce activities. 

g. Do not auuxnatically open your door to strangers; use tire peq>hole and always 
check credentials. 

h. Be wary of talking to or admitting poll-takers and salespersons to your home. 
Terrorists are known to have gathered substanti^ informatitxr relanve to their victims using 
these ruses. 


i. Be alert to peddlers and all strangers. 

j. Be alert to public utility crews or other workmen who request access n> your 
residence. Check identities. If there is any doubt, refuse them admittance. 

k. Report the presence of strangers in the neighborhood to military law 
enfmeement or military intelligenoe activities as soon as their presence is det e cted. 

l. Watch for strange cars cruising or parked frequendy in die area, particularly if 
oat or noote occupants remain in the car for extended periods. Make a note of occupants, 
license numbers and province designates of su^icious vehicles. 

m. yon come heoe and suspect that an unauthorized person is irtside, do not go 
in to investigate and do not call out to the possible intruder. Contact the police oc your 
security patroL 

n. Do ix>t accept unsolicited packages. All mail should be routed through normal 
office chaimels. 

5. Kidnapping and Hostage Issues 

DoD*affiliated persons and their families should discuss steps to be taken if a 

member is kidn^rped or otherwise becomes the victim of a terrorist attack. Families should 
understand the U.S. Government makes every effort to effect the rapid, safe rel^ of any 
U.S. citizen held hostage. The importance of family cooperation in such a atuation should 
be stressed. See Chapter 14 for ^AAitinnal discussion on techniques to survive kidnapping 
and being held hostage. 
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, 6 , Spedar Guijtonp ,, 5 ,',^ 

• ' a. have sp^dial 'responsibilities ‘when piPvidinip^^pCTW.nai security 

ifi^ftnifftinn for Children. There are sevdal chiildreD oriented OT phiyidren specific pleasures 
; can be taten to oihance their an4 npiuce the risk of tepir^ attack against them: 

(I) Never leave young childr^ alone or unapended.' Be certain when they are 
left, they are in the care of a trustworthy person. 

r ; . (^2) 'ihsincn childreii to keep:doors; and wiiidows locked,; and never to adroit 

- 'strangers ^ > "?■ vc -o;, 

: / (3) Try tt> locate children's roo&(s) in a part of die i^dence diat is not easily 

7;. ,,acoessib^,fiL«^ .j. 

-Make/sure that outside doors arid windows leading;,, to .p.hBd|en's. rooms 
are kept locked, especiaUy in die evening^ r® . : 
ir ( 5 ) Keep the: doors to your children's noises can 

be heard. 

» - (6) leafch children how to cpngipt, the pqUpe or a pdgh^ m an emergency, 

also' teach them'how to contact PoP seeurii^ or inteWgfn.ee actiYities.nearby,^t^ them 
how to contact the U.S. Embassy if overseas. 

(7) If it is necessary to leave>children atchonK,, keePr the house well lighted 
. and notify the “dghbjc^ 

(8) 5 jKnow where.your cM^ are all the tme-*morning^ nop^ 

(9) 3e atno that anybody with whom chil^n sue l^tifT day care, evening 

baby <itting , nitonng,j ot compaiuonsh^ is responsibleiand trus^pfthy. 

(10) . ADVISE SOTOOUPH^OAI^ OEDLDR^v AR|J^OT TO BE RELEASED 

5. TO STRANGERS IJNDER AIfy^^^^ ,^3, 

b. PreadOiei^hts arid teenagere^hbdd be encouraged to take the 

following personaisecurity steps: , 2 i- ■ 

(1) Nevir leave home Without advising their p^nts where they will be and 
who will accoiipiany them. 

‘ tZf 

(3) Walk along busy streets and avoid isolated areas. 

(4) Use locally approved play areas where r«rreational activities are 
' stpiervis^ by ib^ptoblc Idul^ aiki^Where 

' » (5) Refuse autoniobilej^|ides.r£rom strangers and re^ 

strangers anywhere on fopL.eycnjifj^e^ attungers t^ morn ot d^ sent thern or said 

.it waS'Okay.; ;; " .. V . ..■ i 

(6) Report immediately to the nearest persompf authopty |teacher, , police) if 
anyone tries to pick you up or insists that you go for a ride with them. 
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c. DoD personnel should join with other parents involved with American 
en frnnwni iy schools oveTseas, DoD Dependent Schools, and local public and private 
schools to enhance security. Ask schools to help provide security. Schools should be 
a-tlred to do die following: 

(1) To refrain from disseminating any information whatsoever about students. 

(2) TO AVOID ANY KIND OF PUBUOTY IN WHICH STUDENTS ARE NAMED OR 
THEIR PICTURES ARE SHOWN. 

(3) TO RELEASE A STUDENT TO SOMEONE OTHER THAN HIS/HER PARENTS 
OR rUSTODIAN ONLY AFTER RECEIVING WRITTEN AUTHORIZATION AND THEN ONLY 
AFTER CONFIRMING AUTH(^UZAT1CX4 BY TELEPHONE. In high-iisk situations it is a good 
idea to allow the child to speak to die parent on the phone before authorizing the release. 
This practice provides protection against a Iddn^iper who calls and claims to be the child's 
parent 

(4) To rqiort to die police if any strangers are seen Idtering around the school 

or talking to students. If such strangers are in a car, the teacher should note its make, 
color, and tag number and pass this information on to the police. 

(5) To have teachers closely supervise outside play periods. 

E. TRAVEL SECURITY 

1 . The following section outlines several measures that when applied to official and 
zecreational travel can decrease the likelihood of terrorist attack on DoD personnel and their 
dependents in transit Such measures are intended to reinforce the general philosophy 
underiying personal protective measures: 


• avoid routines. 

• maintain a low profie, 

• be alert, and 

• be prepared tor unexpected events. 


Figure 12-1. General Approach to Personal Travel Security 

a. The number of qiecific measures individuals and groups can take to implement 
this general approach to personal security while traveling is limited only by the imagination 
and creativity of the travelers. Use of the security measures should be tempered by the 
nature oc purpose of their travel, the time and fiscal resources available, as well as the 
mftflns and circumstances under which travel is to be made. 

b. Readers are encouraged to expand the list of measures outlined below, as well 
as to consider the specific drcumstances under which a proposed measure might diminish, 
not increase the security of DoD personnel and their dep^ents in travel status. 
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2. DoD Travel Security Policy Implementation 

a. Official travel by DoD personnel. DoD ccxitractors, and their dependents is the 
subjca of the DoD Travel Security Policy. This policy document issued periodically by the 
Office of the Assistant Secretary of Defense (Special Operations and Low-Intensity 
Prtnftirf ) sets fordt special considerations, protecdons, and audioiities to deviate from DoD 
Joint Travel Regulations in light of the li^ of terrorist attacks against DoD personnel or 
their dependents in travel to or through hi^ risk or high potential physical threat countries. 

b. DoD Travel Security Policy authorizes the following deviations from the Joint 
Travel Regulations when security precauti(»s are dee n aed necessary by OASD(SOAJQ: 

(1) Reimbursement for DoD personnel purchase of U.S. Tourist passports 
and visa application fees for visits undertaken on official business; 

(2) Authority to travd on non-U.S. flag carriers; 

(3) Authority to travel via indirect route at greater cost to the U.S. 
Government to avoid high threat or high potential physical threat airports or other ports of 
entry. 

c. DoD Travel Security Pdicy further directs tickets issued to DoD perscuinel and 
their dependents i^hall not be marked in any way to indi c a t e that the traveler is a ffiliate d with 
the U.S. Government, The Travel Security Policy further states itineraries for General 
Officers and other senior DoD Officials shall be mariced "For Official Use Only” and shall 
be hanHifid in accordance with command regulations for the dissemination of information 
so identified. 

d. OASD(SO/LIC) staff, who review countries assessed by the intelligence 
community as having HIGH or MEDIUM Threat Levels, consider additional factors in 
determining whether or not waivers available under the DoD Travel SecuriQ^ Policy should 
be provided. Anoong tiie factors considered are the following: 

(1) The risk of t e rr or ist activity directed at personnel who are on TDY/TAD 
sn tnK in a country and who will be resident for less than 72 hours; 

(2) Theriskofterroristactivitydirocted at personnel who are on TDY/TAD or 

are merely itinerant passing throng an airpart with stopovers less than 12 hours; 

(3) The ambient level of street crime and violence 

(4) The ambien t level of anti- American violence. 

e. As a result of such assessment, OASD(SO/UQ may determine that a country 

or region which has been assessed as having a CRITICAL or HIGH threat level does not 
qualify as a High Physical Threat or High Potential Physical Threat Country for purposes 
of application of the DoD Travel Security Policy. 

f. It is possible, for exair^le, that a country is assessed to have a HIGH TerrOTst 

Threat Level of attacks on government outposts, including attacks on American 

military personnel serving as advisers. However, on further review, it might also be 
shown that there is very good security at the major international airport, that the 
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intnimariftnfli in-transit lounge and VIP waiting axeas are especially well secured, and there 
is ^i**i*» or no history, evidence of intention, or capability information to suggest that 
American personnel p?ssi"g throu^ the intematjonal airport are at HIGH risk. 


3. FAA Security BiiUetins 



4 . Department of State 


a. The DoS monitcns security conditions in countries with U.S. Embassies and 
Consulates. It provides a wide variety of security related information and advice upon 
request It is the releasing autiiority for all unclassified and unlimited distributitm 
infotmati(» on international terrorism. 

b. DoD-affiliated personnel seeking the most current public information 
on international terrorist threat concerns may call the DoS in Washington, DC, 
(202) 647-S22S, to obtain the noost recent unclassitied unlimited information regarding die 
international t e r r or ist diteat and international traveL 

5. General Travel Security Suggestions 

The global distribution of DoD personnel, facilities, and contractns ordains much 
international and long-haul dcxnestic travel for D6D personneL Even local travel is not 
without its security risks. The following are some general comments tiiat apply to all 
official travel AdditicMial travel security tips are to be found in ^ipendices 1 tfarougli N; 

a. Dc not assume that acts of terrorism "can't happen to me." 

A common thread among accounts of individuals held hostage by Hizballah 
terrorists in Lebanon after their release was their own cavalier attitude towards warnings 
issued by the DoS and odier governments' foreign ministries regarding travel to Lebanon. 

b. Realize die inqiact of secutiy on your travel itinerary. 

rrtnqrfgy the security inqilications of destination, routing, and timing of travel 
and allow extra time for investigating, planning, and using alternative, more secure 
itineraries. Allow extra time between connecticais, if any, to allow for security inspections 
at airports, ports of entry, and other inspection points. 

c. Avoid routine schedules. 

Whether planning a trip or executing a plan assembled by others, avoid 
following travel routines used by others. Select unusual departure and arrival sites; 
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schfdqle personal time and business activities at odd hours, during evenings, or on 
weekends. Be particularly sensitive to the possibility of surveillance. Arrival and 
departure ntnes, as well as routes taken to and from work and/m- home, should be varied as 
often as possible. Different vehicles should be used to make targeting nK»e difficult For 
official business, consideration should be given to using unmarked Government vehicles 
where available. 

d. Travel in groups when possible where appropriate. 

travelers tnaif«» easy targets; groups provide a sufficient number 

of eyes and eats to be alert to local security maoets. 

e. Avoid wearing military clodiing. 

Wearing tnilitary uniforms during periods of travel and recreation could attract 
unwanted Even wearing "military style" clodiing may arouse more attention than 

desired. 

f . Carry idendficadoiL 

When asked for identification give only the information requested. Never 
surrender your entire wallet or purse or leave your ^^et and/or purse unattended. Carry 
identification that gives your blood type, as well as any special medical conttition or 
ttwtir.atinn requuemenL Keep on hand at least a one-week siqiply of essential medicines. 

g. Carry extra medication, eyeglasses, and other medical necessities. 

If you take any medication regularly, take at least one week’s extra supply with 
you. If you wear glasses, take an extra pair dong. Keep all medication in its original 
container for customs inflections, if your m e di c a tio n is a narcotic, make sure you have a 
letter from your doctor in your possession. Carry all necessary medication with you in 
your purse or briefcase; do not put it in checked luggage. 

6. Travel Arrangements 

The process of making travel arrangements can provide terrorists copious 
quantities of inforrpation about travelers, their authorities and responsibilities, their 
inqiortance to the Department of Defense and the U.S. Government, and their personal 
tastes in matters of lifestyle. Such information is of incalculable value for purposes of 
targeting The steps outlined below are intended to deny access to such information by 
terrorists. Other measures may be equally helpful in preserving the anonymity of DoD 
travelers, therein confilicating detection, identificaticn, and targeting of sudi personnel for 
terrorist acts. 

a. If available, consider using U.S. Transportation Command and/or Military 
Airlift fVwTwnand flights or military oxitract carriers. 

b. Try to arrange international travel throu^ American militar y air temunals if 
possible. 

c. Avoid travel through high threat areas, if possible. 

d. Travel under an assumed name if appropriate. 
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c. Make travel airugements at the last minute, or alternatively, maif^ last minutm 
change in travel plans at t ni n i m a l additional cost, to foil efifotis at taigeting on data 
stored in travel reservation coix^uters. 


f. Do not d is c us s military affiliations with strangers. 

g. Consider using a tourist passport 



j. Do not use Iti^ge that clearly labels ite owner as a DoD civilian employee or 

nuhtary member, e.g., B-4 bags, duffel bags, and sea bags. 


k. Remove all ksiinati^ and baggaot claim tags from luggage, as 

wll as decals, stickers, and other markings which unambiguously identify the lueeaee as 
havmg been through the United States (e.g., U.S. Customs stickers). bbb 

l. Use baggage identification tags that require some manipulation before the name 

^ the bag owner is visible; try to use baggage tags that allow airline officials and customs 
^pectors to Identify the owner of the bag by name, but otherwise do not provide 
imonnaaon on the owner’s address or country of origin. 

m. Do not include controversial or inflammatory reading material in carry-on baes 
or cfaecired luggage cm intemation^ travel 

7. Vehicle Travel Tips 

a. DoP personnel make miffions of trips each year by automobile. Most occur 
^out any mcidenL Automobile trips have become so integrated with official business, it 

BMsy to dismiss use of vehicles as much more dangerous than a walk down a corridor 
from one office to another . 

b. In disc rimin ate use erf antomobUes for the conduct of official business can be a 
major weakness in personal security efforts. As in the foregoing discussion of travel 
arrangements, consider steps to be taken to reinforce efforts of DoD personnel and their 
dqpradents to make identification of DoD personnel difficult, to make determination of the 
prominence or importance of individuals by direct observation difficult, and to reduce the 
vulnerability of DoD personnel to successful attack while they are in a vehicle between two 
secure fecUides, between a security facility and their homes, or between a secure facility 

and a secure transfer point for a change in travel mode. 

c. Appendix L contains several tips on reducing tenorist risk while operatine a 

vehicle. ^ ® 
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8. Precautions While Flying 

In most instances, the safest, most reliable, and least risky mode of transportation 
from the perspective of terrorist attack is by air. U.S. TRANSCOM and Military Airlift 
Command flights are the most secure means of flying between two points. DoD c h a rt ed 
aircraft flights are also unlikely targets for highjacking or assaults on passengers. 
Appendix K offers several tips for "defensive flying." 

•J 

9. Rail Travel 

a. Travel by rail is the least secure means of commercial travel pebble. Rail 
schedules and routes are highly regular and predictable; they afford terrorists multiple 
oppormnities to board and leave the train without arousing suspicion. R^ travel is 
smmgly discouraged in high risk areas at higji physical threat and/or potential physical 

threat countries. 

b. If rail travel is necessary, the general precautions outlined above for air travel 

are equally appropriate. In addition, the following measures should be implemented: 

(1) Avoid travel through high-risk areas; leave the train and switch to foreign 
flag airlines if to avoid such areas. 

(2) Select a window seat in the middle section of open coach GJ*S. style) rail 
cars; select a compartment towards the middle of a rail car in raulti-OTraparunent European 
rail cars; avoid taking seats near passageways between two rail cars if at all possible. 

10. Travel at Sea 

a. Although DoD personnel and their dependents do not frequently use ferries, 
transoceanic pass^ger liners, at cruise ships for official travel, there are many intemation^ 
waterways for which these modes of travel are appropriate for recreational travel. 
Unfortunately, there have been several instances of either terrorist attack or criminal assault 
on international passenger travel Tbe purpose of personal security precaunons at sea 
remains unchanged: 

(1) Fnistraie intelligence collection and targeting. 

(2) raiTwiifiag e affiliation and importance. 

(3) Reduce likelihood of being attacked. 

(4) Mitigate the effects of an attack should it occur. 

b. In addition to the travel precautions apprcqniate fw flying outlined above, some 
aAtitinnai precautions should be considered: 

(1) Select ferry lines, cruise lines, or transoceanic passenger lines noted for 
good safety and public health records. 

(2) Avoid travel t hr ough high-risk areas; avoid s ail in g on vessels which made 
port calls in high-risk areas. 
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11. Hotel Procedures 

a. It becomes readily apparent that security precautions taken by DoD personnel 

and their dependents at home have direct counterparts when staying in hotels, motels, or 
guest quarters on U.S. military installations. The approach taken, from site selection, to 
installadon of additional physical security precautions, to family "opcrarimis security" 
measures are quite similar. 

b. As in the case of other travel-oriented antiterrorism incasures, die goals reinain 

as outlined in Hgure 12-1. 

c. Thelistof measures that follows is long, but by no means exhaustive. DoD 
traveler” should use their own imagination and develop additional measures that address the 

goals of andtenorism measures qielled out above. 

(1) Stay at DoD facilidessriule on TDY/TADvdienever possible. 

(Z) Avoid staying in hotels with distinctively American names or 
predcxninandy American guests. 

(3) Make reservations in two or more hotels and use an assumed or mo d ifi ed 

name. 

(4) AVOID TAKING STREET-LEVEL ROOMS, TERRACE LEVEL ROOMS WITH 
DIRECT ACCESS TO HOTEL GROUNDS, OR STAIRWELLS. 

When checking into guest quarters and hotels, avoid taking a street-level 
room if at all possible. Similarly, seek out alternatives to terrace, veranda, or other rooms 
that open directly on to areas that can be easily accessed from other rooms, common are^ 
of the hotel, die street, or walkways along seawalls, beadies, lakes, etc. Use elevators in 
buildinp rather than risk attack in stairwells. Stand near the elevator control panel; if 
threatened, push the alarm button. 

(5) Retain control over all luggage upon arrival in a hotel lobby. 

Upon arrival at a hotel, the family should move all their luggage inside 
prmnptly. In some countries, it may be customary for bellboys to carry their guests* 
luggage from the car and deliver it later to their room. However, it is again recommended 
that the family never let the luggage out of their si^iL This will ensure that no explosive 
device has b ee n to a bag and timed to detonate later in the family’s room. 

(6) When in a hotel note all escape routes. 

Shordy after arriving in a strange hotel or other public place, try to find 
out die locations of fire escapes, emergency exits, fire alarms and fire extinguishers that 
you may need in an emergency. 

(7) Vary your pattern of entering and leaving your hotel. 

Alternate entrances and exists to the building should be used if they are 
available to avoid setting an identifiable pattern of coming and going. 

(8) Do not discuss travel plans over hotel phones. 
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(9) Use extra caution in hotel lobbies and other public places where bombs 
may be placed 

Public lavatories have been favorite sites for teiroiists to hide bombs in 
the past Use of public rest rooms should be avoided to the maximum extent possible. 
Discovery of objects such as shopping bags, briefcases, boxes and items wrapped in 
nfwypapw which have been left unattended or which look out of p l a ce , should be reported 
to s omenng in authority. Exposed wires or noise, such as a hum or ticking should also 
c ji iii yf an object to be considered suspect DO NOT TOUCH SUSPECT OBJECTS. Notify 
auffiprities. 

(10) Bellboys and other strangers in hotel lobbies should not be asked 
directions for qtedfic places you intend to go. 

Preserve anonymity and camouflage the nature of your business travel. 
Ask diiectkms ftom local police or fiom U.S. military personnel if posable, not hotel staff 
or other guests. 

(11) Do not conduct official business nor naeet casual acquaintances in your 

temporary living quarters; do not divulge the location of your quarters. 

(12) Discourage efforts to enter your room while you are goite by preserving a 
"lived in" look in your roono. 

Leave a light and radio or television on in your room when you go out 
This will give the appearance that the room is occupied. A li^t will also make it eaaer for 
you to see w hat or who is in the room when you return. Keep your hotel room key with 
you at all as well This, too, will tnaifg it more difficult to determine when the room 
is occupied and when the room is vacant 

(13) Keep your room neat 

Nearness will malce it hard for things to be placed in your room without 
your knowledge. Luggage, briefcases and packages that appear to have been moved or 
otherwise disturbed should be treated with caudoa. A light dusting of talcum powder can 
be spread on the surface of suitcases, a dresser, or a desk just before you leave the room. 
A tha* appears to have been opened and re sealed should not be touched. Report 

such things promptly to military or civilian police. 

(14) Hallways should be checked before exiting from an elevator or your 
room, for out of place objects or for persons who seem to be loitering. 

The management should be asked to remove any boxes, trash cans or 
Other receptacles near your room which may be used to hide a bomb, or which might get in 
your way in case of a fire or odier emergency evacuation. 

(15) Packages should not be delivered to your room. 

Purchases should be picked up in person and wrapped in your presence. 
Suspicious deliveries to your room should be refused and the article removed from the 
building until it can be checked out Doors should not be opened for strangers or to accept 
an uneiqiected delivery. 
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(16) Unexpected mail left for you at the desk or slipped under the door of your 
room sho uld be viewed with suspicion. 

(a) Mail, packages, or other articles widi any of the characteiisdcs listed 
in Figure 12-2 should be treated as potential inqnovised etq>losive devices. 

(b) Suspect letters or packages should be isolated. They should not be 

put in water, this could weaken wr^ypings, allowing mpchanical devices to operate 

(or odierwise «««« detonation) if the letter or package is in faa a bmnb. DONOTCVEN OR 
TAMPER WITH THE SUSPECT ITEM IN ANY WAY. Notify mUitaiy or civilian authorities and 
follow tiieir advice. 


• Excessive postage or no postage. 

• Lopsided or uneven envelope. 

• No return address. 

• 09y stains or cSsoolorations. 

• Incorrect title cr titles without name. 

• Protruding wires or tinfofl. 

• Hand printed or poorly typed address. 

• Misspelled words. 

• Postage cancellation stamp does not 
match locatton cf return address. 

• Presence o( peculiar Oder of 
shoe poGsh. almonds or marxipan. 

• Rigid envelope. 

• Excessive securing materials, 
such as tape or string. 

• Restricting markings, such as 

"Personal,” "Confidential.” and so forth. 


Rgure 12-2. Indications of Package or Letter Bomb 


F. SUMMARY 

1 . The Department of Defense acknowledges its respmtsibility to protect its own 
assets and resources firom terrorist attack. Toward that end, the Department of Defease has 
expended substantial resources to improve physical security at Department of Defense and 
other U.S. Government facilities around the world. It has develtqyed extensive residential 
and mobile training courses. It has incorporated blodcs of instructitMi in accessi o n training 
and general military training carried out by the Military Services. The Department of 
Defmse has eyqyanded professional military training opportunities tiiat add r ess personal 
security issues. 

2. i ntimately , however, responsilnlity fm personal protection is in the hands of each 
and every noember of the Dqyanment of Defense, whether they are in unifonn or in the civil 
service. Toward that end, readers are reminded that the goals of personal protection 
measures are as follows: 

a. Brustrare efforts by terrorists to collect information necessary and sufficient to 
identify American personnel as Americans, to detenrtine their position, their prominence, 
and their impcmance, and translate such information into effective, ocecutable targeting 
plans; 
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b. *€am©^ge>tfefcimpor^ pcfsoimel,,.*^by the value to 

tenorists of targeting individuals who can be identified ^ , 

C ' Re duce #hg acces and yulneia^ity^^^^^^ PpD personnel and their 

dependents; whose prEtoinenoeorjvn^sipniCridc^tyj^^ 

evaluated by tenpfists, ^ who have been tar^t^ for attack if the HghfcppcHninities 

I ■ 

../ J. .r t;,;: -,t ;.U. , .;■ 'U 

. (yd. ??Mtigatea^e'cffectsof W^|tmcks^^^^^^ 
d'O' oc c urs* d*5-;nunibcri0f 'perspnnel'Uiyply^^ ]^nitp i^ng extent of 

casualties as a result of the incident, and minimizing the longj^^c^l^ p^^ 
acn^ cm the jwfHVafSllhmid aich anac^ 

above ^ reasPnable^a^proaches to be^foUowed in general 
cases. : Rote ^}plic^pn.of thpse measures without careful attradon to local circumstances, 
ffhanggs in the nadon^^ and international security climate, ahd^c0ntMuirtg assessments of 
tenoristthieatf ijsk%o%t©i^^ vulneral^ty tpa|^l^ andjm^cin^ pf I^D 

assets may leave DoP personnel and their dependents no better off than if ho antiterroiism 
measuies 


4.0l^ 

per^'nnel and' thekK'idepend^^ must be pit of a; cpmpi^be^^ of force 

protection, interwoven with physical security measures, crime prevention, crisis 


matiaaemen^ p mobilization training. 
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CHAPTER 13 

EXECUTIVE PROTECTION 


A. INTRODUCTION 

1. D6D Directive 0-2000.12 (leference (a)) recognizes a need to provide protection to 
those military officers and DoD civilians who are assigned to hi^-risk billets, v^o are 
by the nature of their work, high-risk personnel, or who are assigned to facilities 
identified as hi^-risk targets. The Directive defines these terms as follows: 

a. High-Risk Billet Authorized personnel billet (identified and recommended by 

appropri ate authority) that because d grade, assignment travel itinerary, or symbolic value 
may p-r ymnel fillin g them an especially attractive or acoessilde terrorist target 

b. High-Risk Personnel. U.S. personnel and their family mwnbers whose grade, 
assignment travel itinerary, or symbolic value may make diem an especially attractivetir 
accessible tenorist target 

c. High-Risk Target U.S. material resources and facilities, because of mission 
sensitivity, ease of access, isolatioit and symbolic value may be an especially attractive or 
accessible tenorist target 

2. The following material is intended to supplement information provided in the 
preceding chapters. Readers are encouraged to exanoine Qiapter 14, Hostage Survival, as 
welL For purposes of this chapter the term "executive" will be applied to all persons 
requiring additicxial security protection wbo ate: 

a. Assigned to High-Risks Billets; 

b. Designated as Ifi^-Risk Persmmel; or 

c. Identified as High-Risk Targets persons who are assigned to Hi^-Risk Billets 
or designated High-Risk PersotmeL 

3. The ^lecific supplemental security measures that may be furnished to executives is 

to a wide range of legal and policy constraints. U.S. law establishes stringent 
requirements that must be met before certain securiQr measures may be implemented. D<© 
Component regulations, instructions, and legal opinions may further constrain 
inpicmentation of some protective measures described in this chapter. SOFAs and MOUs 
between the U.S. Government and a foreign government will also limit use of some 
supplemental security measures. Leases and other conditions imposed by contract for 
purchase of land or buildinp by the U.S. Government for use by the Department of 
Defense may also limit application of certain security techniques. All of these constraints 
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should be carefully considered when conducting security surveys, developing plans, and 
implementing addidonal security measures to protea high risk persmheL 


B . EXECUTIVE PROTECTION GOALS 


1 . In die discussion that follows, several measures ate outlined that can afford senior 
mili tary officers and DoD personnel additional protection against terrorist acts. The 
purpose underlying these measures is to: 

a. Increase the interval of nnie between detection of a threat and the onset of 
hostile acticn against executives and dieir dependents, or 

b. Inorease the amount of requited by temmsts to gain physical access to 
executives firom theonsetof hostile actions whether executives are at home, at the office, or 
in transit . 

2. Inqilementation of suj^Iemental security measures should strive to achieve the 
following prioritized goals: 

a. Enhancements should hold the terrorist threat at bay until a response force 
arrives (Delay at a Distance). 

b. Enhancements in physical security should enable executives to flee to safety 
(Delay to Penmt Flight). 

c. Enhancements should permit the executive to retreat into a safehaven of 
sufficient strength and survivability such that a response force can wage an effective 
counterattack to liberate executives and others accompanying them to a safehaven, 
including dependents at home and colleagues and visitors at work (Delay, Hold, and 
Counterattack). 

3. AH measures discussed below should be applied widi care. THERE IS A TRADE- 
OFF BETWEEN INOtEASING THE LEVEL OT PHYSICAL SECURITY ATTHE OFFICE AND AT 
HOME AND PRESERVING THE ANONYMITY O' EXECUTIVES, thereby avoiding telltale signs 
of activity that point to prominence or criticality. 

4. Supplemental physical security measures described below can be expensive. 
Expense can be measu^ not just in terms of dollars, but also in terms of changes to 
organizational routine. Therefore, two questions must be resolved before implementing 
bcdd, disruptive, and expensive supplemental security enhancements: 

a. What ate the most cost-effective means of enhancing the security of executives 
at risk? How many changes in organizational routines and personal behaviors will have to 
be matift in order for secnri^ measures tt> be effective in reducing risk of terrorist attack 
and die vulneratrility of executives to sudi attadcs? 

b. What are the andcipated costs of additional security measures in terms of 
ddlars, organizational funcdonali^, and mission capability? 

5. Security enhancements can be made to improve the security of executives. But 
security enhancements can be even more effective if executives and their families take full 
advantage of and reinforce die security measures described in Sections C, D, and E, below. 
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If executives do not change their behavior to accommodate additional swmty and 
protective measures, then the behaviors can effectively defeat the purpose of additional 

piotectioii« 

6 Tbe second issue is cost. Additional increments of security can be obtmned 
sufficient to defeat virtually any threat However, there is a point at it is “ 

longer economical to add layer upon layer of protective measures lo <tef^ a t^ that is 
.ith.. more potent rhan available protective means or can be evaded by adopting an 

altemadve security posture. 

C. SUPPLEMENTAL PHYSICAL SECURITY MEASURES 
1. Office 

The office envinmnent should, in piinc^le, afford exccudyes ^ depee 

of physical security. The office environment usually places executives m facihacs whw 

attackers must pass 
secretaries before reaching them. 




a. Physical Security Survey 

(1) A thorough physical security survey should be undertaken. Offices of 

Defense components attached to U.S. Embassies abroad should ha^^t^ej^^ 
nerfotmed by the DoS. Other DoD facilities should have such facibow performed by the 
cognizant ph^cal security and facilities engineering staffs. Appendix C rontains physicd 
security survey materials that can be used to verify assessments of physical security 
generated by use of other survey instruments. 

(2) The best way to approach a physical secunty site survey is to think like an 
intruder. Consider how approaches to the installation or facility could be made; how access 
to the building housing executive offices could be gained, and how attacks on offices or 
other ffequently used facilities could be mounted. 

b. Technical Threat Assessment 

(1) The next step in evaluating the need for supplemental physical sectmty 
measures is a thorough and detailed assessment of the weapons and tacncs tempts 

use to attack the structure in which DoD executives work. Secunty ragmeers and architects 

need technical threat data or assessments containing the following infonnanon: 

(a) Mode of attack. 

1 Standoff weapons (mortar, rocket grenade, man-portable anti- 
tank and/or antiaircraft weapon, sniper rifle). 

2 Qose ffwnhat (sul^machine gun, pistol, knife, garotte). 

2 Conf?^ weapons (bontiis, incendiary devices, mines). 
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4 With or without perimeter penetration aids such as power tools, 
handtools, or explosives. 

(b) Hme of attack 

(c) Attacking force size. 

(d) Anticipated degree of outside suppon or autonomy. 

(2) Such assessments are used to develop engineeiing design requirements. 
The data are used to: 

(a) Calculate forces to be widistood by bearing structures in buildings; 

(b) Identify tqjpropiiate' security window glazing materials and calculate 
die thickness necessary to achieve desired penetration resistance times for anticipated 
threats; 

(c) Calculate the total amount of delay time that must be achieved 
dirough use of camouflage, deception, barriers, and semi-active security devices to permit 
reqxmse forces to reach the scene of a t e r rori st attack in time to thwart the attack capture or 
eliminate die terror ists, and rescue executives and their staffs or dependents. 

c. Technical Assessment of Responses 

(1) Having established a basic design threat, engineers need data on the 
anticipated performance of response farces to be arrayed against die design threat and the 
expected or desired behavior of the protected execudve(s). Some specific information 
needed includes but is not necessarily limited to the following: 

(a) Response force. 

1 Size. 

2 Ci^iability. 

2 Supporting weapons. 

. 4 Response time. 

2 Esdmated effectiveness against range of attacks. 

(b) Desired options for executive pTotectitm. 

1 Evacuate <xi warning. 

2 Evacuate on detection. 

2 Evacuate only if attacked. 

4 Evacuate only if forced to capitulate. 

2 Do not evacuate. 

(2) Security planners need to know the duration of an attack the structure 
housing executives must withstand before help arrives. Matching threat capabilities on die 
(xie hand and anticipated operations by response forces on the other, establishes significant 
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physical security system performance parameters. These can be quantified and used to 
develq) detailed pl^, drawings, and physical security equipment acquisiticxi plans. 

d. Physical Security Enhancement Measures 

(1) Several physical security measures intended to provide additional 
protection for executives can be considered based on the requirements defined through 
anal yses outlined above. The primary purpose of such measures should be to 
increase time required by persons outside an installation to reach the executives housed at 
an incfaiiarinn A second^ purpose of such measures should be to reduce or e limin a t e 
hayaTfic lo executives that might result from violence in the vicinity. E xamp les of physical 
security measures to be ccmsideied follow: 

(a) Increase Thr^t Detection Time by Installing Sensors on 

Perimeters and Barriers 

1 PROLIFERATE SURVEILLANCE SYSTEMS including seismic, 
acoustic, and infrared sensors at or beyond the outer perimeter, supplement with closed 

circuit TV^maging IR systems tied into the alert resp<Mise force staging area. 

2 EXTEND RESTRICTED AREAS OR EXCLUSION ZONES and relocate 
access control points from the executive office area to a point closer to the boundary of die 
installaticm; 

2, Enlarge, proliferate, and extend intrusion detection sensors from 
the within the installation or facility perimeter to the installation perimeter, allowing IDS to 
collection additional data necessary and sufficient to classify and identify an intrusion 
b^ore response force arrives at scene or track of the intruder; 

4 PROLIFERATE BOTH THE NUMBER AND THE PHENOMENOLOGY 
OT SURVEILLANCE AND D E T E CTION SYSTEMS within the executive office area as well as 
approaches leading to and from it in amjunction with measures listed below. 

(b) Increase Threat Delay Time Between Perimeter and 

Executive Office Building 

2 vehicle barriers and realign roadways to eliminate straight, 

level stretches of toad in excess of 50 meters in length; 

2 Proliferate concentric rings of fences, Jersey barricades, planters, 
btdlards, and vehicle and/or personnel barriers; 

2 Proliferate access control areas supplemented by fire doors and/or 
security doors kept in a closed condition between the entrance to the building housing 
executive offices and the executive office area itself. 

(c) Confuse, Camouflage, and Deceive Observers by Hiding 

Executives' Locations 

1 Consider relocating executives to buildings not usually associated 
with office activities, e.g., barracks, motor pool, R&D facilities. 
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2 Consider constructing office areas in barrack, motor pool, R&D 

facilities, etc. 

2 Add executive s^le, decorative lighting and window treatments to 
several different areas of office buildinp to MINIMIZE DIFFERENCES IN EXTERNAL 
APPEARANCES BETWEEN EXECUTIVE AND NON-EXECUTIVE OFFICES. 

(d) Increase Delay Time Between the Entrance to the 

Building Housing Executives and the Executive Office 
Area 


1 Add &e doors, access control points, dead-end comdors, and 
mid-comdar physical baniers to con^Ucstt access to executive office areas. 

2 Consider die addition of security devices which when activated 
disrupt the ability of intruders to retain their drought processes such as flashing strobe 
li^ts, fog generators, ncnse generators, sirras, fire extinguishing systems, etc. 

(e) Increase Delay Time and/or Make Access More Difficult 
Within the Executive Office Structure 


1 Substitute high security doois and door frames for standard doors 
in areas leading to or from executives offices. 

2 Install high security grating, wire mesh, or other materials to bar 
access to executives office area through utility tunnels or ccxiduits. 

2 Strengthen walls, floors, and ceilings against improvised 
explos.v^e devices, small arms fire, incendiary devices, and powoed hand tools by 
substituting steel plate, concrete filled, steel reinforced cinder blocks, or other ballistic 
resistant materials for plaster and/or ladi or wallboard room dividers. 


^ Add steel plates or other ballistic materials in crawl spaces above 
dnqjped ceilings; extend walls separating executive office area from other portions of an 
office building from floor to floor, dietel^ preventing unobserved and undetected access to 
q>ace of dropped ceilings. 


(f) Increase Protection for Building Occupants Against 
Ballistic Threats Against Windows and Exterior Walls 


1 SUBSTITUTE POLYCARBONATE PANELS FOR GLASS WINDOWS; 



2 Add exterior screens and/or plates to cover window areas and 
protect against gunfire and grenade and/or bomb fragments. 


1 Properly install blast curtains, metal blinds, metal shutters or 
other window treatments in executives offices to protect interior space from glass shards 
and other small projectiles. 
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(2) llie same principles used to identify supplemental seaaityimpiovexxients 
in an offi ce environment apply to executives' home environments as' well. Recall that the 
purposes of physical security enhancements aie: 

(a) Increase die amount of time terrorists need to initiatB and coo^lete an 
^itarif on executives' while at home, thereby giving response forces more time to rescue 
executives and their dependents. 

(b) Reduce potential harm that could result to executives and their 
families as a consequence of a terrorist assault m oun t e d against the res i dence. 

(3) As in the case of providing physical security enhancements to an office, 
die goals of ^nhanpgH residential physical security measures remain the following: 

(a) Increase the atnnnm of time between detection of a threat and the 
CHisei of hostile actions. 


(b) Delay the terrorists as long as possible; prevent their access to the 
executives their dependents on the one hand, and make departure from the scene to 
escape prosecution difficult; provided diat in so doing, the lives of executives and dieir 
dqiendents ate n<x further jec^ardized. 



(4) The following are measures that can be implemented selectively, which 
may help security personnel achieve these objectives: 


(a) Increase Time Interval Between Detection of a Threat and 
the Onset of Hostile Terrorist Acts 


1 Ensure all door locks and/or window clasps are woridng. 

2 Ensure diat all doors and windows are properly secured to their 
frames and the frames are properly andiored to dte residential structure. 

1 Consider locking the driveway gates with a security lock to 

prevent entry. 


intercOTL 


4 Consider installin g a tiirough-door viewing device or visitor 


S. Consider installing security lights to aid in viewing entrances. 

(b) Increase the Number of Physical Barriers Between the 
Outer Perimeter of the Residence and the Interior of the 
Residence 


Senior officers and DoD officials deemed to be at high risk or 
occupying high-risk billets may with to consider the following physical security measures 
fm their homes: 
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i Add heavy, remotely operated gates to all fences, walls, and 
perimeter barriers, consistent with the penetration resistance of the barrier, between the 
residence, the street, and adjacent neighbors. 



Walls by Explosives, Hand-Held Power Tools, and Hand 
Tools 


1 Consider the additiem of additional armor covered by aesthetically 

piftagng materials to exterior walls. 

2 Consider the addition of a separate reinforced masonry wall 

around the residence. 


(d) Increase Surveillance of Residence and Decrease 

Response Time 

1 Consider installing closed circuit TV systems to permit remote 
viewing of all doors and windows accessible from the ground, nearby structures, trees, or 
easily acquired platforms (e.g., van parked next to a wall). 

2 Consider installing area intrusion detection systems between the 
residence perimeter and the residence itself; proliferate number and types of sensore; add 
backiq> communication channels between the intrusion de te ction system and a surveillance 
assessment and/or response di^iatdi center. 

(e) Increase the Durability and Survivability of the Residence 

to Terrorist Attack 

2 Consider fitting windows with either Venetian blinds or thick 
curtains to reduce the observability of activities widiin the residence and to reduce hazards 
of flying glass in the event of nearby explosions or gunfire. 

2 INSTALL BACKUP POWER SYSTEMS FOR SECURITY DEVICES, 
e.g., surveillance systems, communicanon systems, and access control systems. 

2 Have backup communication with the installation or embassy 
security depar tme nt via secure landline or two-way radio. 

4 Consider the fitting of a panic alarm bell to the outside of the 
house with swiwhes upstairs and down. Such an alarm should also annunciate at the local 
police and cognizant DoD or DoS security office. 
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c. Transportation 

High'Risk Personnel are nx>st often at their peak accessibility to terrorists 
when they are in transit in official or privately owned vehicles. In this section, some 
specific steps that can be take n to reduce the vulnerability of executives in transit axe 
discussed. Implementation of measures to enhance die secuii^ of DoD personnel at high 
risk must be undertaken in full compliance with U.S. laws and DoD Directives. 

(1) Domicile to Duty Transportation Policy 

(a) As a general rule, Congress has strongly opposed provisitm of home 
to office (domicile to duty) tiansportatkm by th e Federal Government to its officers and 
en^loyees, 

(b) Congress did, however, grant authority to the President and the 


heads of executive agencies and depar tments to provi de domicile to duty transpOTtadon 
under certain c if cumstances-W^^^fc^^— 



1 See Section 1344 of 31 U.S.CAimotaied (reference (ee)). 

^ See U.S. Congress. House Committee on Goveroment Operations. House Report 99-4S1 on 
HJL 3614. To Restrict the Use of Government Vehicles for Transportation of OHicers and Employees 
of the Federal Government (Washington. D.C.: U.S. Government Printing Office, December 19. 
198S).p.8. 

3 Ibid., p. 9. 
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(b) The Secretary of Defense and the Service Secretaries also have 


statutory authority to provide transportation from home to duty stations and back on a 
limited basis. Such authority is usually implemented by providing to protected persons, a 
nontactical armored vehicle as described below. 

(3) DoD Policy 

(a) It is DoD policy to make nontactical armored vehicles available where 
necessary to enhance the security of DoD personnel, consistent with the requirements and 
limitations found in stamte. EtoD issuances. Service regulations, and ONC guidance 
stipulate det^ed procedures by which the Department of Defense manages nontactical 
armored vehicle programs. 

(b) Statute also establishes a procedure for Presidential waiver of the 
"buy American" requirement; DoD and Sovice Regulaticms provide for delegation of 
Presidential Authority from the President, to the Secretary of Defense, to the Director, 
Defense Security Assistance Agency and die Director, Defense Intelligence Agency. 



(4) Non-Tactical Armored Vehicles 

(a) The Department of Defense recognizes two classes of nontactical 
armored vehicles (armored linxNisines or sedans). 


* Ibid,, p. 9, emphasis added. 

^ See Sectkm 2637 of 10 U.S.C. Aimooted (reference (ff)). 
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1 Heavy nontagtical amxned vehicles are fully anxxved vehicles 
inr ende j to protect occupants from attack by bombs, improvised explosive devices, 
grenades, and bigli velocity small arms projectiles. 

2 Light nontacdcal armored vehicles are less than fully armored 
vehicles intended to protect occupants from attack by medium velocity small arms 
projectiles and at least stxne types of inqnovised e3q>losive devices. 

(b) The dividing lines between heavy and light nontactical armored 
ve^ have less distinct over titne as armoring ttchnkjues and materials have 

give;. :-Aicr capability to vehicles that are not classified as heavy nontactical armored 

vehicles. As a practical matter, add-on vehicle armoring Idts are now in production diat 
when pr o pert y wistaiigH in an approp riately powered and suspe n d e d vehicle provide a level 
of protection approaching of the heavy ncmtactical aiu m ed vdiicles. For purposes of 
discussion ***** follows, the distincdon will be ******^ between heavy and other ncmtactical 
armored vehicles.^ 



He avy Armored Vehicle Program. Each Service has issued supplementary mandatory 
giiiHancg on piocessing of requests for, as well as allocation and use of these scarce assets. 


(d) Heavy nontactical armOTed vehicles are complex systems requiring 
maintenance and operation. As a general rule, heavy nontactical armored 
vehicles will be assigned to DoD personnel with a driver who has been property trained in 
the operation and mainttiiance of the vehicle. TTie operator is not a chauffeur; he or she is 
an integral part of a supplemental security package provided by the Depaiunent of Oefense 
to meet its obligations to protea its key assets. 


^ This is the distinctkxt used in D6D Inssuctiao 5210.84 (reference (dd)). 

13*12 

FOR OFFICIAL USE ONLY 

ait 



(7) Privately Owned Vehicles 

(a) Hi^-RiskPersOTnel may wish to consider foregoing use ^privately 

owned vehicles completely during periods of extrenK risk. If this is not practical, then it 

may be apprqjriaie to consider some of Ae measures identified in Appendix J. 

(b) In general, 

1 Select measures which deter surreptitious, entry, making 
undetected placement of lEDs in or under Ae vehicle difficuU for terrorists to accomplish. 

2 Sel ec t measures which enhance Ae ability of Ae vehicle to 
mcrease distance between Ae vehicle and pursuers. 

2 Select measures which can assist response forces come to your 
assistance m Ae event of an incident 

d Select measures which when implemented make Ae vehicle 
appear little different Aan its standard models. 

D. SUPPLEMENTAL INDIVIDUAL PROTECTIVE MEASURES 

The procedures outlmed below Aould be employed m conjunction wiA gener^y 
applicable^nnel security procedures discussed above ® Ch^*« 

Sa physical security eqmpment described in Chapters 10 and 
section of this chapter. The purpose of adopting Aese p nxredm es is 
time that elapses between Ae detection of an imminent terrorist attack ^ actual o 

of an ar v^f'^ to permit Ae arrival of response forces or Ae successful evacuation of 
executives; mcrease Ae amount of time to withstand an attack and ^nst access to 
executives to permit Ae arriva l of response forces or Ae successfu l evacuation of 

executives under 
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1 . Office Security Practices and Procedures 

Refer to and implement measures in Chapter 12. In additicm, implement 

the following additional measures as ^p rppriate: 

a. Discourage staff from disclosing executives' whereabouts or activities when 
taking telq>hone messages. 

b. Observe cauticn when opening mail. In particular, be cm die lookout for letters 
'*r packages that mi^t ccmtain inqirovised explosive devices. A checklist to aid in letter 
bomb or packaged lEDs appears in Appendix Q. 

c. limit access to die executive (^Bce area strictly. 

d. UMirPUBUCrrY ABOUT THE EXECUTIVE TO A BARE MINIMUM; keep official 
biographies short; provide minimal informadon that would reveal executives personal 
interest and hobbies, and consider using outdated photographs if a publicity photogn^h 
is ^»(dutely essentiaL 

e. Avoid working alone late at ni^t and on days when the remainder of the staff 
is absent 

f . If late night work is necessary, work in conference rooms or internal offices 
where observation from the outside of the building is not possible. Notify security officers 
diat you will be working late and ask that they look in periodically. Executives should 
enter and exit several offices, turning lights on and off bdbre going to their own offices to 
disguise the purpose of their activities to outside observers. 

g. Avoid placing office furnishings directly in firmt of exterior windows. 

2. Official Business Away From The Office 

The following suggestions reinforoe efforts by executives to maintain the high 
level of security provided in the hmne or office environment while on official business 
outside these locations. 

a. Discuss security requirements with the person plaruiing dte functituL 

b. Travel to and firom the functimi with escorts. 

c. Qiopse tiie route carefully. 

d. TV> not plann«»ri awanHaneg at official fiinctions unless Teqniied. 

e. Attempt to sit away from both public areas and windows. 

f . Encourage the sponsorfs) of the function to close the curtains to minimize the 
likelihood that anyone outade wSl be able to see inside and determine who is attending the 
fiinctiw and whm they ate located. This is extremely important for an evening function, 
when a well-lit interior can be eaaly viewed from a darkened exterior. 

g. Request external floodlights be used to illuminate the area around the building 
where an evening function will occur. 
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3. Local OfTicial and Unomdal Travel 

a. General Practices 

(1) Vary your daily pattern as much as possible. Leave and return at different 

times. 

(2) G>nsider escorts to and from work, or travel with a neighbor. 

(3) Bstabliyh a simple duress procedure between executives and drivers. 
Any oral or visual signal will suffice (i.e., something that the executive or driver says or 
does only if something is amiss). 

(4) When using a taxi service, vary the company. Ensure that the 
identification photo <m the license rnatches the driver. If uneasy for any reason, singly 
take aiKXher taxi 

(5) When attending social functions, go widi others, if possible. 

(6) Examine car before entering to see if dtere has been any interference. A 

small tnirror on a rod is a cheap and effective mediod to inspect underneath cars. Do not 
touch the vehicle until it has been thoroughly checked Gook inside it, walk around it, and 
look under it). - 

(7) Do not leave personal items exposed in the car, e.g., uniform items, 

service issued maps, official briefcases, etc. - - 

(8) Use the same precautions when you drive a privately owned vehicle 

(POV). 

b. Security Practices While Driving 

(1) Keep car docns locked. Do not open windows more than a few inches. 

(2) Never ovefioad a vehicle, and aD persons should wear seat belts. 

(3) Always park vehicles in parking areas that are either locked or watched 
and never park overnight on the street. Before entering vehicles, check for signs of 
tan:^>eting. 

(4) Keq> die trunk locked. 

(5) Where feasible, drive in the inner lanes to keep from being forced to the 

curb. 

(6) Use defensive and evasive driving techniques. Drill with your driver by 
watching for suspicious cars and taking evasive action. 

(7) Avoid driving close behind other vehicles, especially service trucks, and 
be aware of aedvides and road ctxididons two to three blocks ahead. 

(8) Beware of minor accidents that could block traffic in suspect areas; 
especially crossroads because they are preferred areas for teirotist or criminal aedvides as 
crossroads offer esc^ advantages. 
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(9) Actions to take if attacked: 



Procedures 

a. Bo(^ airiine seats at the last momenL Consider using an alias. 

b. Restrict the use of rank or dde. 

c. Do not allow unknown visitois in hotel room or suite. 

d. Keep your staff and your family members advised as to your itinerary and 
subsequent changes. However, clearly and emphatically restria this infonnation to those 
having a need to know. 

5. Home Security Practices and Procedures 

a. Check persons ottering the premises; e.g., electricians, plumbers, telephone 
maintenanoe personnel If in doubt, call Aeir office tt> verily their identity before allowing 
them in your home. 

b. Do not open the door to a caUer at night until the caller is identified by 
examination throu^ a window or (kxtr viewer. 

c. Qose curtains in a room before turning on lights. 

d. Consider placing the telephone where you will not be seen from doors or 
windows when answering. 

e. Investigate household staff (especially tenqxnaiy staff). 

f. Always be on die lockout fOT the unusual Ensure home is locked and secure 
whenever the residence is unattended. Be cautious up<» return. 

g. Note and report su^idous persons. 

h. Stricdy ctxitrol house keys. 

i. Place car in a locked garage. 

j. Be alert for the unusual; e.g., the movement of furniture or the placing of 
unusual wires. 
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k. Consider the fitting of a panic alann bell to the outside of the house with 
switches upstairs and down. 

l. Qear die area around the house dense foliage or shrubbery. 

m. Test your duress alann if available. Make certain the members of your family 
understand how they work as well as the inqiartance of dieir use. 

n. Cooperate with law enforcement personnel and abide by their security 
rtcommendations concerning your home's security. 

6. Security at Social and Recreational Activities 

The risk of terrorist incidents is always present for high-risk personnel or 
personnel assigned to high-risk billets. Life must go on nevertheless. The following 
measures are intended to permi t executives to omtinue living as close to a normal life as 
possible while still remaining mindful of die risks to their security. 

a. Ensure the host is aware of your need for security and takes appropriate 
measures. 

b. Have your personal sta^ assist a civilian host if required. 

c. Arrange for visitors to be subject to adequate security control. 

d. Screen the invitation list, if possible. 

e. Vary times of sporting activides, e.g., golfing, jogging, etc. 

E. COMBATTING TERRORISM TRAINING FOR EXECUTIVES 


1 . High-Risk Billets and/or High-Risk Personnel 
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2 . Travelers to High and/or Potential Physical Threat Risk Areas 

PeiscHmel cn route to potential physical threat risk areas (as identified by the 
Assistant Secretary of Defense for Special Operations and Low-Intensity Conflict), should 


att en d one of the following courses: 



Asia/Pacific, and Africa), the history, and psychology of terrorism, personnel comba^g 
tenonsm measures (vehicle, perscmal, airline, and ph3Tsical security), and hostage survivaL 



miliiafy, and individual security factors associated widrtfae regiem. 


c. Training may also be given by installation security personnel who have been 
trained at the Antiterrorism Instructor (^uaHficadon Course (AKJC) at Fort Bragg, NC 

F. PROTECTIVE SECURITY DETAILS 

1. General Discussion 


a. Each Service can provide protective service teams for key senior milit^ 
officers, DoD civilians, other U.S. Government officials or foreign dignitaries requiring 
personal protection. 


b. Assignment of Protective Security Details (PSDs) to Service members is made 
by fa rh Service Secretary upon recommendations of tiieir counterintelligence and/or law 
enforcement investigation staffs. PSDs are assigned to DoD personnel who meet 



3. Maintenance of Low Profiles 


Protective Security Details are trained in the art ofmaintain^ 



b. Toward that end, PSDs will strive to keep travel routes and means of 
transportation to be used by the protected person from being pubUcized. If this cannot be 
a/v»ompiich«»rf the PSD may suggest edito^ changes to the itinerary scheduled fw release 
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to limit Hfftaik of planned travel fiom public disclosore. For exa^le, routes to and from 
announced ^jpointments usually need not be reveal e d. 

4. PSD Mission Duties 

a, During the course of a PSD mission, tnembers of the PSD may be asked to 
f^oroivsevi^ different purity %n^^|s^ 



b! The attitude df the protebred perstm is critidai to the success jof the PSD 
micqnn Protcctees do have, a ti^t and a re^nsibiiity to make their wishes known with 
yp sp-yt to theirpetsonal security; they also have an obliganon to listen carefidly to die head 
of the PSD who is trained and lughl^ qua^ to assist die protectee in making reasonable 
judgments about managMhie r isks. PSD members' Understand their function is inherently 
intrusive, and that protectees can easily resent the Ipss of privacy that accompanies the 
protection offered. On the other hand, PSDs have jobs to do, not merely to jrotea 
executives, but to help safeguard mission criticd assets--senior nrilitary and civilian 
leaders. 

c. One of the most demanding functions placed on PSDs is to limit the abUity of 
individuals to circulate and approach the protectee. 



d. DoD personnel who are provided PSDs and naust conduct official business or 
hold yvi al roomsj^ take seyer^ minimize the disruptions 

. tb*su^ ftfinCtions'aiba# ckxsiif ■ ■ 








^ e. Protective Serviced DetMlfipcg^ 

W^c in the company Of ^t^(^Jthje|^^ be yxominodatihg and helpM^ 


ialists. 
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G . EXECUTIVE PROTECTION SYSTEM INTEGRATION 

1. This chapter has focused on supplemental security measures used to address 
tenorist threats to senior High-Risk Personnel widiin the Department of Defense. 

2. Various methods and measures have been discussed that provide increments of 
securiQT over and above the base levd of securiQr provided to all DoD personnel assigned to 
an inctaiiatirm, a facUity, an activity, or a unit In making decisions to allocatt'protectiye 
idsmnces to fnh?"*^ the security of senior ofBcers and senior D<d> officials, it is essmtial 

to bear in mind such measures must be qjpUed systematically. 


3. Additional security measures impl e m ent ed to protect U^-tisk perstxis in the office 
oivitonment must be carried over to t^ticial functicms conducted outside die office. The 
security measures must also be extended to the protected persons’ private Uves, and 

upon the nature of the threat, the lives of Aeir dqtendoits as welL 

4. The converse is equally tru< 
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persons, their staffs, 
and families, it may be prudent to radically alter livmg and wortog 
arrangements than to try to augnaent security in a piecemeal manner. For example, it might 
be prudent to house high-risk personnel within a DoD installation rather than to try to 
secure a detached, private residence at substantial distance from the operations base of a 
response fmce. 


5 ^ *Phe key to successful executive protection is to ensure tite level of protection 
afforded, by physical security measures, operational procedures in die office and at home, 
and protective security details, is constant The level of protection must be matched to the 
thi yat, and must be sustainable. 


6. Executives have a special responsibility to set a personal example of comba^g 
terrorism awareness, of attention to personal, family, office, infom^on and operant^ 
security concerns, and of combatting terrorism security measures implementation. By 
dtnng so, they r™ke their cedleagues and subordi n a t es more aware, more axtsekras of dieir 

security environment and less likely to be vktirnized by terrorist attacks. 
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CHAPTER 14 


HOSTAGE SURVIVAL 


A. INTRODUCTION 

1 . Debits unplcmentation of a DoD- wide combatting terrorism policy and program, 
DoD personnel may still become kidnap hosta^ victims. This chapter provides techmques 
helpful to hostage and kidnap victims in surviving their ordeal wi& dignity and self ie^>ecL 
Kidnappings and hostage-taking affert family members as well as the victma. This chaptCT 

several measures families may wish to inq>lement to help them through their 

ordeal. 

2. All DoD personnel, both military and civilian, have special obligations as 
representatives of the U.S. Government and as professionals in the field of military affaire 
and international security, to conduct themselves in captivity in accordance with domestic 
and international rules, laws, and policies. This chapter concludes with a discussion of 
DoD policies on behavior during peacetime detention. 

B. HOSTAGE SURVIVAL 

Several specific measures can be implemented in the event that DoD-affiliated 
personnel become the victim of a kidnapping or hostage-taking ^isode. While preventive 
measures taken may have posqioned an incident, eventually it may occur. If so, the 
question then occurs: now what should be done? 

1 . Measures to Be Taken During Capture 


a. During the initial moment of capture, the victim must make an instant 
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(1) Resistpanic; remain calm; MAKE NO SUDISN MOVEMENTS. 

(2) Regain your ccmiposure as quickly as possible after capture, face your 
fears, and try to master your emotions. 


(3) 

your intention to 



;ure your captors of 


(4) ANTICIPATE ISOLATION AND TERRORIST EFFORTS TO CONFUSE YOU. 



(6) Try to prepare yourself mentally for the situation ahead as much as 
possible. Stay mentally active. 


e. After the initial shock of capture wears off, both the kidnappers and the victims 
stabilize their mnotions and begin to plan for the future. The terrorists may divulge 
information about themselves, their organization, tiieir goals and objectives. They may 
share their demands, and they may even begin to discuss roles and responsibilities the 
victim or victims will have in the future. 

f . Those taken hostage also should begin to make an emotional transition from 
being a "victim" to being a "survivor." The following actions help in this process: 

(1) Take mental note of the direction, time in transit, noise, and other 
environmental factors that may help you identify your locaticML 

Q) Note the numbers, names, physical characteristics, accents, personal 
habits, and rank structure of your cty>tcHS. 

(3) Carefully consider the requirements for and consequences of escs^. 


2. Surviving Detention 

a. Being held hostage is one of the most stressful and difficult circumstances 
conceivable. Several factors make this situation especially diSicult for many victims. 

b. First, there are often few or no relationships between actions of the victims and 
their hostage status. Unlike prisoners of war who are captured and incarcerated as a 
consequence of their participation in a war, hostages are alirx>st always innocent victims of 
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circumstance, at least in their own thinking. Hostages have a difficult time imagining or 
understanding why anyone would want to kidnap them or hold them hostage. 

c. Sec ond , kidnappings and hostage-taking events occur as ugly surprises, totally 
disrupting plans and activities for an unknown period of time. Surprise is often very 
stressful; for those individuals who take special pride in making and fulfilling 
rfirnmitmentit, such events Can be etnotionaUy s h a tt e ri ng. *Iliese individuals are easily 
rattled when thrown off schedule or when their daily, weekly, or monthly plans are upset 
Being kidnapped is the ultimate surprise party— no one knows in advance (except the 
kidnappers, and even they might not have planned for so many "guests ) and no one 
knows when ot how the episode will end. For victims, but especially those who are 
especially sc h ed ule ctxiscious, the stress level can be life-threatening in and by itself. 

d. Third, kidnap victims and hostages are usuaUy isolated from all outside 
contact While they may have access to radios and televisions, tiiey are never allowed to 
rail their families, ffiends, or colleagues. Even if seized in large groups, victims arc often 
s epa ra t*^ held individually or in small groups. In some ^circu ms ta n ces, separation 
ftom the group can corxqiound anxiety and fear, especially if the victims are separated from 
their children, elderly parents, or spouses. 

e. Fourth, and perhaps most important victims must come to grips with a whole 

host of (intangibles and unknowns. Once the trauma of initial capture has subsided and the 
victims have adjusted to the total loss of freedom and being placed in a position of complete 
dependence on their captors, other uncertainties begin to manifest themselves in the 
victims’ behavior and demeanor. Victims wonder who knows of their predica m ents, what 
is being done to bring the episode to a close, who will take care of "things" in their 
absence, \iiiat is going to happen next, and perhaps most importantly, when is this episode 
going to end? 

f. Kidnappers will frequently undertake certain actions to increase the degree to 
which victims become dependent upon theriL Victims can expect to be stripped of 
wristwatches, calendars, and even eyeglasses. These actions are all part of a concerted 
plan by terrorists to exacerbate the psychological hazards associated with being kidnapped 
or hostage: claustrophobia, loss of sense of time, and isolation from society. 

g. Victims of kidnappings and hostage situations report tiiey were often placed in 
dailt, confined surroundings for prolonged periods. TTie victim must be &bl* to 

feelings of depression, adjust to living alone, and offset the demoralizing 
realization it'ar h uman contacts tiiey may have for the foreseeable future are likely to be 
quite hostile. 

h. To maintain a sense of order, personal dignity, and personal functionality, the 
following measures should be implemented by each kidnap victim or hostage: 

(1) Try to prepare yourself mentally for the situation ahead as much as 
possible. Stay mentally active. 

It is difficult to avoid speculation on what lies ahead, but victims of 
kidnapping and long-term hostages seemed to handle periods of captivity by building 
elaborate plans for their future upon release. Americans held hostage in Lebanon during 
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the 1980s, for example, taught each other collegiate-level courses frwn memory, designed 
plane for a dairy farm to the smallest detail, played chess <m a self-made board with self- 
crafted pieces, studied one another's religion. 

(2) Be arole model 

If die victim remains during captivity, it is easier for terrorists also to 

remain If you treat yourself, your fellow hostages, and your captors with respect, 
you oft en ei^iect gwnilar treatment from your captors. 

(3) Be extremely courteous and ptdite to the terrorists. 

Polite and courteous behavior extended towards captors e mph a siz e s die 
nonbelligerent of victims towards captors. In so doing, such behavior conveys 

infotmatioo that reinforces earlier and continuing messages that the victim is not an 
inmaediate threat to their welfare or security. 

(4) Tty to build human relationships. 

Identify those captors with whom you can communicate and attempt to 
est abl i^^ a relationship with one or more of them. Do not debate or argue, but try to 
discuss neutral issues. 

(5) Talk in a normal voice. 

Avoid whispering when talking to other hostages, or raising your voice 
when talking to a t e rrorist Whispering suggests conspiratorial behavior, plots of escapes, 
the possiWlity that victims might turn on captors. Whispering among hostages can be 
perceived as quite threatening to terrorists and result in further emotional ot physical 
harassment of hostages or worse. Similariy, loud conversations widi terrorists can be 
interpreted as an indication of dangerous, bellicose, and dueatening behavior by hostages. 
St tch an interpretation might result in further deterioration of conditions for hostages. 

(6) Read anything you can find to keep your mind aedve. 

While the library available to kidnapping victims may be quite limited, 
reading is still an excellent activity to keep one's mind active while maintaining vigilance, 
offering no overt acts of opporition, but no overt acts of cooperation with captors either. 

(7) Eat whatever food is offered to you to maintain your strengdu 

Kidnap victims rarely gain weight during dieir ctqitivity. However, eatiiig 
enou^ to twaifitain body weight and sustain proper functioning of the immune system is 
important Tf ifiHnap victuns lose too much weight by not eating available radons, they can 
seriously ill In so dtring, they may devel<q> m edical condidons which exceed the 
medical resources and skill of the kidnappers and their external sources of assistance, if 
any. 

(8) Exercise daily. 

Prisoners of war and long-term hostages enqihasize the importance of 
maintainin g as fit physical Condition as possible. Exercise not only strengthens the 
physical durability of the victim, it gives added mental strength as well. Exercise and good 
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physical conditioning also increase resistance to disease which may be a by-product of 
dietary changes or inadequate food, poor living conditions, and general emotional 
deprivation associated with victim status. 

(9) P<fT ?biigh a slow, methodical routine for every task. 

It is important th^ hostages and kidnap victims develop routine behavior. 
Such routines are helpful in many ways. First, routine behavior helps to reassure guards 
that the hostages pose no imme diate threat to Aeir welfare. Having survived the trauma of 
initial capture, hostages and kidnap victims need to avoid provtridng their captors into 
physical violence against them. Sectmd, routine behavior helps to pass time on the one 
tiand^ ^nd maintain a sense of time, ^aoe, and purpose on the other. Third, routines help 
ensure the h eaith and safeQr of victims if dieir conditions degrade over time. 

(10) Obey mrarist orders or commands. 

Victims of kidnappings or hostage-taking are often put into very 
dangerous, onerous, h umilia ting situations. Under such circumstances, victims should 
obey terrorist orders or commands. Obedience to orders or co mm a n ds need not be swift, 
cheerful, or overtly enthusiastic, but it should be sufficient to maintain a balanced 
relationship between the hostages and their captors. 

(1 1) Be alert always for signs or signals from outside for rescue efforts. 

(a) One of the hallmarks of the DoD Combatting Terrorism Program is 
the well-trained DoD member or dependent who remains sensitive to his or her security 
environment at all times. Even in captivity, victims must try to remain alert for changes in 
the environment, to expect the unexpected. 

(b) Listen for unusual sounds that seem out of place or inconsiftent with 
usual activities. Such sounds might include helicopter blades beating in the air, high 
performance aircraft overhead, diesel engine sounds in the neighboring street. Wamh for 
unexplained changes in guard behavior, unexplained increases or decreases in civilian 
traffic observable from one's place of detention, or other signs of unusual activity on the 
part of the tetmists. 

(c) There are also some discrete measures victims of kidnappings and 
hostage-taking should refrain from taking because such measures generally increase the 
risk of physical violence to the victim without increasing opportunities for escape. 

(12) Do not ^gravate your abductors. 
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Given the emotionally chained annosphcre surrounding a kidnaping or 
hostage discussions of poUtics and religion arc likely to te even wan emotionally 

charged than normal. Under the stressful conditions of a terrorist kidn^ing or hostage 
situation, find other topics to discuss with the terrorists, at least until some degnw of 
mutual respect has been established. Even Aai, try to steer conversations away from 
topics which arouse strong emotions in odier victims or the terrorists. 

(14) Do not act belligerently, or be uncooperative when dealing with 

the terrorist or other hostages. 

(15) DO NOT LET YOUR BODY LANGUAGE SEND UNINTENDED MESSACXS OF 
HOSnUTY AND ANTIPATHY TO THE TERRORISTS. 

When many people speak, they talk not only with their voi^ hat with 

their bodies. The way people tilt their heads, move their hands, and hold their bodies are 
often .:np<»tant cues about emotions and future actions. Placing hands just above each hip 

and leaning forward vdiile speaking is often interpreted as defiant or aggressive speech, 
regardless of the words and tone of voice used. Turning away from a speaker is often 
interpreted as an insult or an a« of hostiUty. Vietto must become strove not only to 
what they say, but also how others might hear and view such conversations. 


(16) Do not refuse favors offered by the terrorists if^^ 
ttw.TTwirffan«» further barm to the health and safety of all hostag 



This includes offers of food, beverage, tobacco, etc. Such gestur^ may 
indi ra t^ nothing at all; they might indicate an interest in building a relationship vduch can 

1 :er be used to win release or bring an end to tiie episode. 


(17) Do not hesitate to answer questitHis about yourself. 

During informal ctmversations with terrorists and captors, victims can 
develop human relationships by conversing wiA their capt^ and respon^g to 
personal questions that do not require discussion of the victims’ positions, responstWlities, 
purposes of travel, except if your position, post, or purpose of travel poses an addiuonal 
threat to the ter ro r ists or to tii^ ideologies. 


(18) Do not worry about your family. 

One of the advantages of being a DoD employee is bdiig pan of a large 
organization with substantial resources on call to provide suppon to fam^es in crisis. In 
the event tiiat DoD personnel are invdved in a Iddnapping or hostage-taking episode, their 

femilies are notified and kept inforined of the situatioo. In d» event DoDpenonnel had not 

some of the preparations suggested above with regard to wills, powers of 
attorney, and other legal matters, DoD personnel and their dependents will be assisted, 
by DoD activities. Service activities, or other rdief orgamzations. The DepartmOTt of 
Defense does not knowingly abandon families of DoD personnel or dependents caught up 
in a hostage or kidnapping situation. 
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3. Conduct During Interrogation 

Depending upon the personality of te rrori sts holding the victims hostage, the 
purpose of seizing hostages, and the prominence or position of the hostages, the terrorists 
may elect to interrogate victims. DoD personnel should be guided by the following 
principles in le^wnding to questicms posed during such interrogations: 

a. Be prepared to e:q)lain all information in your lu gg age and around your seat at 
the time of ctqmire. 

b. Take a simple position that you feel camfortable widt, and stick to it 

C. TVt nnt Hisenss nr Hfviilgi* any e lasrified information that jWin may possess. 

d. KEEP YOUR TEMPER UNDER CONTROL AND BE FOJIE. 

e. Give short answers, talk about non-essential things. 

f . Do not be lulled a fiiendly apptoadi. 

g. Ifrequired to make a putdic statement, identify your statement as being made in 
re^wnse to the demands of your captors. 

h. Retain a sense of pride and faith in yourself, your government, and your 

religion. 

4. Release 

Fpisodgs of kidnapping and hostage-taking do end, and often with no loss of life 
or physic^ injury to the victims. The psychological casualties suffered by kidnapping 
victims are difficult to assess, as are the casualties incurred by victims families, friends, 
and colleagues. Nevertheless, hostage and kidnapping episodes can end as a result of 
fatigue, on the part of die terrorists, negotiations, or terrorism counteraction. The manner 
by which an episode comes to an end will have considerable beating on measures that are 
most appropriate; since victims cannot predict the outcome of a hostage situation 
beforehand, die following measures to aid hostages at the end of an episode should be 
reviewed and inylemented as appropriate: 

a. Rescue 

(1) Do not run, because the terrorists may shoot you. Even if you can, do not 
pick up a gun to assist rescue forces. You will probably be handcuffed, searched, and 
possibly gagged and/or blindfolded. As a ccnrimon procedure for rescue forces, this must 
be d(Hie until everyone is positively identffied. 

(2) In the event an armed rescue effect is mounted, victims should be alert to 
their surroundings and be prepared to follow instructions of rescuers. The following 
qycific measures should be inqilemented at die first indication of arescue a ttemp t: 

(a) Drop TO THE FLOOR AND REMAIN STILL. 

During the rescue attemp t, both the hostage and the rescue force are 
in extreme danger. If the facility confining victims is breached by rescue forces, drop to 
the floor immediately, and lie as flat as possible. 
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(b) AVOID SUDDEN MOVEMENT OR MOnCW. 

Rescue forces are trained to assume that tenorists will (a) resist 
rescue efforts or (b) will attempt to flee in a rescue attempt is undertaken. The trained 
response of such forces to any movement is to shoot first, ask questions later. 

(c) Watt FOR INSTRUCTIONS. 

After <nder has been restored by rescue forces, there may be some 

moments when the victims may be handled roughly or ordered up against the wall ^actims 

may be handcuffed, searched, and even gagged until the rescue forces have positively 
all persons. This procedure is common to special response teams and hostage 
rescue «-‘^Tnc and is employed for their safely as well as the safety of hostages upon release. 

b. Voluntary or Negotiated Rdease and Episode Termination 

(1) Many kidnappings and hostage-taking episodes end as the result of 
successful negotiations between the kidnappers and law enforcement autiuxities or beca us e 
the kidnappers and/or hostage-takers exhaust their sources of supply and wish to tenxiinate 
the episode without additional risk of injury to themselves or anyone else. While these 
endings to hostage situations are less dramatic than those brought to conclusion as a result 
of forcible rescues, the termination of the episode has much the same effect on hostages 
and kidnap victims. 

(2) The following discussion applies to all victims, regardless of the manner 
b> which the episode was brought to an end. 

(a) Be prepared to face the media. 

Terrorist events have become media events, even if the tenorists and 
the of kidnapping or hostage situations would prefer odterwise. As survivws of 

Aiffiniit orxleals, the victims will be encouraged to speak out on their expOTcnces.^ Just as 
the terrorists stripped away virtually all privacy and dignity daring tiie victims' captivity, so 
too will some members of the press seek out answers to the most demeaning, humiliating, 
or private questions conceivable. Many victims want to share their stones, but are 
angered, and by their treatment at the hands of the press. Therefore, 

victims n eed to recogiuze that press interviews can be very difficult; many survivors of 
terrorist return to ncrmal life more easily by minimi zi n g their interaction with the 
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gitnpV joys of freedom snd thst given a choice between being free snd being a hostage, 
being fm is far superior. 


(c) Understand diat feelings of guilt and a closeness to your captors are 
nonnal psydiological results of a hostage e 3 q)erience. (See ^pendix U.) 

1 The reentry of a terrorist incident survivor is a difficult 
experience. Several problems must be overcome. Rist, former hostages must leacquaint 
themselves with the world in general and their Httle piece of the world in particular. It does 
not tnattPT how long hostages may have been held, the fact that they were in circumstances 
on which they were totally dependent on the largess of others has a profound impact. 
VirtuaUy everything changes for hostages upon their release, and it takes some time for 
them to adjust to die woiid. 

2 Hostages also experience a wide range of emotions, exaggerated 
in all Himffnqnns if the suTvivoTS were pan of a larger contingent in which there were some 

and deaths. Survivors typically must confront several questions: 

Why me? Why did I become a victim and not some other person? 

2, Where casualties or deaths occurred’ and the survivor was not 
iciiiwH or severely injured, the question is often inverted. 

Why not me? Why was I allowed to live while others were 

chosen to die? 

1 Often there is anger directed at the U.S. Government or the 
Department of Defense. 

Why did you allow this to happen to me? Why did you not 
rescue me sooner? Why did you let me suffer? 

2 These are difficult questions to answer, and survivors and their 
may benefit from psychological support and social services in the afteriMth of 

surviving a terrorist incidenL Chaplain, mescal and law enforcement victim assistance 
offices located on DdD installations can provide assist a n ce to DoD personnel and their 
the U.S. Embassy staff can also provide assistance to DdD personnel and their 
. d^iendents assigned to embassies. 

C . THE ROLE OF THE FAMILY 

DoD personnel can help their families deal with the trauma of kidnapping and hostage- 
taking by preparing them for what might happen. Such preparations include 
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m^)]enientation of the secui|ty measures utMed in earlier chapters as well as the fonnulatic» 
of specific family secnri^ cmtinsency plans. 

■ 1 . Family Contingency Plans 

a. Every family should develop its own system of communicating duress. 

Notes from parents to children should include a code phrase, word, or set of 
aJ^hanumeric characters that can be understood by the children as authenticating the 
Telephone conversations should begin or end widi similar codes so that parents 

and children know whether or not the discussimi is voluntary or is occutring under duress. 

b. All family members should assemble a personal history and/or information 
ifWt preferably in their own handwriting, which can be used as an aid to law enforcement 

intelligence in die event of an incideoL 


(1) This she et r;nntain infocmatioo items identified in Hguie 14*1. 


• Name 

• Prescription for eyeglasses, if used 

• Nickname 

• Chronic ainesses 

• Ptaoe and date of birth 

• Special medicines and instructions for 
their use 

• Address of principal residence 

• Pharmacies regularly used 

and telephone number 

• /Iddress of secondary residence 

• Vehicles (types and license) 

and telephone number 

- 

• Precise physical description 

• School (type, class, address, nanes of 

(e.g.. height, weight, scars, tattoos 

teachers) 

I prostheses. dentures, etc.) 

• other identifying characteristics 

• Recent Mormation on eckjcational 

(e.g.. birthmarks, physical handicaps. 

qualfficattons, specializations, hobbies. 

etc.) 

etc. 

• Mormation about friends residing 
in diverse localities, induefing their 
teleohone numbers 


Figure 14*1. Personal History and/or Information Sheet 


(2) The preparation of a brief family member oral history on a standard 
recording might also be a helpful item to include in every DoD farcy's combatting 
terrorism and security plan. Reading aloud the information written down on die family 
personal history/infcxiiiation Aeet will provide a sample of the family member's 
voice. This sanq>le can be used to help identify voices on recordings mailed to the 
a ^ithfwj tie s or oudets in the event of a kidnapping. 

c. Family legal documents including wills and powers of attorney should be 
at least annually; keep cc^ies at home and the originals in a secure place. 
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Discuss with your family what they should do in the event of your abduction. 
Make a packet containing instructions, money, airline tickets, credit cards, insurance 
policies, and *e name of whom ccmtact for survivor assistance. Be sure to discuss what 
should be done if one of the parents is kidnapped by terrorists. TTie family should resolve 
the following issues: the continuation of education for the children; if and where the family 
might relocate as a result of the kidnapping; and the disposition of family property. 
Holding these discussions and undertaking these preparations will ease worries about 
famil y matters during csptivity in the event you axe taken hostage or ate kidnapped. 

2. Family Crisis Response 

a. The family almost always faces the first inqiact of a kidm^ing alone. If the 
M/tnappin g happens at home, family members are often anxious witnesses to the c rime ; if 
die kidnapping occurs outside home, the family usually learns of the situanon via telephone 

After requesting aid from the installadon security ofiBoe, the intelligence activities, the 
unit security office, and the local police, family members should take no further action. 
They should wait at home to provide assistance to crime scene investigators and specially 
trained law enforcement personnel skilled in kidnapping and/or hostage release 
negotiations. 

b. Kidnap negotiations require specific preparation and professionalism. They 
should be entrusted to trained persons who can form a task force. This fwce should 
include an authoritative representative of the family. The task farce should manage every 
aspect of the case and should delegate one member and a substitute to negotiate directly 
with die kidnappers. 

c. Concurrendy with the creation of the task force, theTarmly should seek help 
from chaplains or others skilled in stress management Remaining calm under 
extraordinarily difficult circumstances is critical to the successful resohmon of a kidnapping 
a n d h os T?g**- raififi g episode. Rnally, one must remember that everything, even this period 
of anguish, comes to an end. Whatever the outcome, the kidnap victim’s family must 
know they did everything humanly possible to be reunited with their loved one. 

D. DoD CODE OF CONDUCT 

1. The Code of Conduct (Rgure 14-2) as promulgated by Executive Order 10631, 
(reference gg)) and as amended by Executive Order 12017, (reference (hh)) outlines basic 
responsibilities and obligations of members of the U.S. Aimed Forces. All members of the 
Armed Forces are expected to measure up to the standards embodied in the Code of 
Conduct Although designed for prisoner of war situations, the spirit and intent of the 

of Conduct is applicable to Service members subjected to other hostile detention. 
Service members should conduct themselves in a manner that shall avoid discrediting 
themselves and their country. 

2. The Codf of Conduct does not formally apply to civilian employees of the 
Department of Defense. As rqiresentatives of the U.S. Government, however, they are 
e xported to conduct themselves in a manner consistent with die spirit and intent of the Code 

of Conduct 
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CODE OF CONDUCT 

ARTICLE I. I AM AN AMERICAN, nCHTING IN THE FORCES WHICH 
GUARD MY COUNTRY AND OUR WAY OF LIFE. I AM PREPARED TO GIVE MY 
UFE IN THEIR DEFENSE. 

AkTICLE II. I WILL NEVER SURRENDER OF MY OWN FREE WILL. IF 
IN COMMAND, I WILL NEVER SURRENDER THE MEMBERS OF MY COMMAND 
WHILE THEY STILL HAVE THE MEANS TO RESIST. 

ARTICLE nL IF I AM CAPTURED I WILL CONTINUE TO RESIST BY ALL 
MEANS AVAILABLE. I WILL MAKE EVERY EFFORT TO ESCAPE AND AID 
OTHERS TO ESCAPE. I WILL ACCEPT NEITHER PAROLE NOR SPECIAL 
FAVORS FROM THE ENEMY. 

ARTICLE IV. IF I BECOME A PRISONER OF WAR, I WILL KEEP FAITH 
WITH MY FELLOW PRISONERS. I WILL GIVE NO INFORMATION OR TAKE 
PART IN ANY ACTION WHICH MIGHT BE HARMFUL TO MY COMRADES. IF I 
AM SENIOR, I WILL TAKE COMMAND. IF NOT, I WILL OBEY THE LAWFUL 
ORDERS OF THOSE APPOINTED OVER ME AND WILL BACK THEM UP IN 
EVERY WAY. 

ARTICLE V. WHEN QUESTIONED, SHOULD I BECOME A PRISONER OF 
WAR, I AM REQUIRED TO GIVE NAME, RANK, SERVICE NUMBER, AND DATE 
OF BIRTH. I WILL EVADE ANSWERING FURTHER QUESTIONS TO THE 
UTMOST OF MY ABILITY. I WILL MAKE NO ORAL OR WRITTEN 
STATEMENTS DISLOYAL TO MY COUNTRY AND ITS ALUES OR HARMFUL TO 
THEIR CAUSE. 

ARTICLE VL I WILL NEVER FORGET THAT I AM AN AMERICAN, 
nGHTING FOR FREEDOM, RESPONSIBLE FOR MY ACTIONS, AND DEDICATED 
TO THE PRINCIPLES WHICH MADE MY COUNTRY FREE. I WILL TRUST IN 

MY God and in the United States of America. 


Figure 14*2. Code of Conduct 

3. DoD Directive 1300.7 (reference (ii)) prescribes three levels of training in the 
content and a|^licari(m of the Code d Conduct: 

Level A: AU Members of the Armed Forces. 

LevelB: Persmnel vritose militaiy role entails moderate risk of capture. 

Level C Personnel whose roles entaU a relatively high risk of capture or make 
diem vulnetaUe to gieater-than-average exploitation by a captor. 

4. Appendix W contains detailed education objectives associated widi eadi Article in 
the Code d Conduct Level B training widi particular emphasis on conduct during periods 
of ccHifinement or detendon terrorists is reco mmen ded for die following DoD military 
and civilian personneL* 
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a. Defense attaches and their staffs. 

b. Individuals assigned to High-Risk Billets. 

c. Members of Military Assistance Advisory Groups assigned to countries 
assessed as Tbreat Levels CRITICAL, HIGH, or MEDIUM 

d. Members of Mobile Training Teams assigned to countries assessed as Threat 
Levels CRITICAL, HIGH, or MEDIUM 

e. Civilian employees of the Department of Defense assigned to countries 
assessed as Threat Levels CRITICAL, HIGit or MEDIUM. 

f . DoD Personnel assigned to units with responsibility for Personal Security 
Detadunents or countertenorism policy in^lementation. 

5. The Department of the Air Force and the Department of the Army have several 
excellOTt films and video tapes that can be used in conjunction with this Handbook to 
improve understanding and application of the Code of Conduct by DoD personnel and their 
dependents to terrorist hostage and kidnapping situations. 

6. Specific guidance for DoD personnel in implementing the Code of Conduct in 
terrorist captivity situations is as follows: 

1 . If assigned in, or traveling through, areas of known terrori st 
activity, U.S. military personnel shall exercise prudent antiteirorism 
measures to reduce their vulnerability to capture. During the process of 
capture and initial internment, they should reinam calm and courteous, since 
most casualties among hostages occur during this phase. 

2. Surviving in some terrorist detentions may depend on hostages 
conveying a personal dignity and apparent sincerity to the wptors. 
Hostages may discuss nonsubstantive topics such as sports, family, and 
clothing, to convey to the terrorists the captive's phonal dignity a^ 
hiimaii qualities. They shall make every effort to avoid embarrassing me 
United States and the host government The purpose of that dialogue is for 
the hostage to become a "person" in the captor’s eyes, rather than a mere . 
symbol of his or her ideological hatred. Such a dialogue also should 
strengthen the hostage's determination to survive a^ resist A hostage also 
may listen actively to the terrorist's feeling about hw or her cause to supp<w 
the hostage’s desire to be a "person" to the terrorist Howwct, he or she 
riiould never pander, praise, participate, or debate the terrorist s cause with 
hitn or her. 

3. U.S. military personnel held hostage by terrorists should accept 
releare unless doing so requires them to compromise the^ honor or cause 
damage the the U.S. Government or its allies. U.S. military persoMel 
must keep faith with their fellow hostages and conduct themselves 
according to the guidelines of this enclosure. Hostages and kidnap Vienna 
who consider escape to be their only hope are authorized to make such 
attempts. The hostage must weigh carefi^y the unique circumstances of the 
te r r o rist situation and all aspects of a decision to attempt escape. 
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E. HOSTAGE SURVIVAL SUMMARY 

1. Alduwgh the DoD Components have inq>lemented the D6D Combatting Tenoiism 
Program, diexe is always a possibility that a DoD-afiiliated person may be taken hostage or 
ifi<tnappi>ri This chapter has presented specific steps to be taken immediately to ensure 
survival as a h<^ge- In addition, implementation of the measures described in this duqxer 
will allow hostages to survive with dignity. Preservati<» of dignity, a sense of self-worth, 
ynri a sense that behavior during the period of confinement was luxiorable is critical to the 
long-term *«^"tai and physical health of die victim. Implementation of measures by DoD 
depen dent s is essential so that fanoily members can proidde support to hostages during and 
after a terrorist episode. Family members, too, must be prepared so that diey, too, can 
retain a sense that dieirbdiaviar during die crisis was honoraUe and he^rfiiL 

2. Terrorist qnsodes do end. Inqilementation of hostage survival measures outlined 
in this chapter is die foundaticMi upon which life after die conclnskm of kidnapping and/or 
hostage will be builL 
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CHAPTER 15 

TERRORISM CRISIS MANAGEMENT 
PLANNING AND EXECUTION 

A. INTRODUCTION 

1 . Chapter 1 introduced the DoD Combatting Tenorism Program concept as having 
both a preventive and reactive phase. Chapters 5 through 14 have dealt with many 
elements of prevendon. The DoD Combatting Tenorism Program concept builds on a 
foundadon of t er ro ri st threat analysis and the preparadon of an integrated threat estimate. 
The integrated threat esdmate examines the interacdons amtmg the following elements: 

a. Terrorist threat (provided by the intelligence community); 

b. Risk of terrorist attack (provided by the DoD Component military and civilian 
staff at each echelcxi); 

c. Vulnerability of DoD Components to terrorist attack (provided by the DoD 
ccxi^nent military and civilian staff at each echelon); and 

d. Assessment of asset cridcality to DoD missions and fdncdons (provided by 
DoD ccxrqxHient military and civilian staff at eadi echelt»). 

2. On the basis of the Integrated Terrorist Threat Estimate, military commanders and 
civilian managers as appropriate develop and implement a plan to reduce the likelihood of 
termist attack (t er rori s m prevendon) and midgate its effects should it occur. Prevendve 
measures include terrorism awareness, educadon, and trairung; physical security 
enhancemnits at the instaUadon, facility, and DoD personnel residence level (if necessary); 
and personal protecdve measures including educadon, training, and even classroom or 
residential instrucdon for DoD-affiliated personnel and dietr dependents. 

3 . Notwithstanding efforts to prevent terrorist incidents at DoD facilides or involving 
DoD-afBliated perscmnel, military commanders and civilian managers must also uiclude the 
develt^rment of a te r rori sm crisis management plan to cover such condngencies when 
preventive efforts do not succeed. The purpose of this chapter is to review elements of a 
tfpy * "”" crisis management plan and examine inqrlementadon of the plan in the event of a 
t er r or ist attack on DoD-afiilia^ persons or DoD facilities. 

B . TERRORIST INCIDENT CRISIS MANAGEMENT PLANNING 

Tlie establishment of a mecharusm to respond to a terrorist incident is an essential 
clement of the DoD Combatting Terrorism Program. Normally, the installation, base, or 
uni t commander identifies an office or section, or designates persoiuiel from various 
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sections, who act as the principal planning agency for special threats and who comprise the 
operations center during an actual crisis. Hus office creates a crisis managenarot p^ to 
meet the threat Developing a Terrorist Incident Crisis Management Plan will pro^ly 
draw on plans for other emergency situations which may arise on or near a DoD 
installation. In some instances, planning for disaster assismcc, emergency wa^on of 
an installation or facility because of a hazardous materials incident or cnmmal madrats 
such as robber and/or hostage-barricade will provide a good emergency planning 
and/or incident management planning baseline. The following elements enter into the 
preparation of a terrorist in cident crisis management plan. 

1. Intelligence 

Crisis management plans should consciously allow for the gathering of 

information before, during, and after an incidem. TTiis is vital, both to the ^otingof 

preventive measures and for inqilementation of crisis management oper^ns. The 
intelligence collection plan should note restrictions on collection and storage of mfonnai^. 
properly segregating intelligence, counterintelligence, and law enforcement infon^on. 
The plan should include identification of persons responsible for liaison and coordinanon 
of infCTmation regarding the threat of terrorism among local, State, Federal, and host- 
government authorities. 

2 . Integrated Terrorist Threat Estimate 

a. The terrorist incident crisis management plan should identify terrcwist threat 
groups thought to pose problems in the near, mid-, and long term. The plM should 
Sdicaie whether or not these groups are operating adjacent to the installation or facility, or 
represent threats to units or personnel deploying finom the installation to other locanons. 

b. As part of die integrated terrorist threat es tim ate, issues of risk, vulnOTbility, 

and criticality should be addressed. The integrated threat estirnate should idratify those 

types of terrorist weapons which might pose the greatest risk to DoD assett cm the facihty. 

It should assess the ability of the faciUty to maintain rnission capability m the event of a 

terrorist attack, identifying recovery and reconstimtion of assets available withm the 
installation, fiom adjacent DoD installations or facilities, from nearby host-governrnOTt 

facilities, and from the local economy. The integrated terrorist threat estir^ sho^ 

identify which assets are critical to which misriOTS supported by the installation and 
personnel assigned to it It should also identify critical assets. 

3. Security Countermeasures 

a The terrorist incident crisis management plan should identify elements from the 
DoD Thr^ Condition System CTHREATCONs) appropriate for err?>loyment « part of iB 

terrorist incident crisis inanagcrnerttcxecuti^ Tltt THREATCON System is discussed m 

greater detail in Oi3ptcr 17* 

b The plan should also identify a variety of security countermeasures that mi^t 

be employed in response to an incident, storage locations of dedicated security 
countenneasures equipment, and the usual availability of ezpe^ent secunty 
needed to impler^nt the plan. For example, first aid kits, traffic control fU«s, traffic 
control cones, and tactical poUce radios arc usuaDy stored in law enforcement vehicles, gate 
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houses, and security checkpoints just inside die m ai n entrance to an ins ta ll ation. Portable 
floodlights, traffic barricades, and auxiliary power generators that might be necess^ to 
contain or resolve in incident are usually stored in a civil engineering or facilities 
maintenance yard. 

4. Operations Security 

The terrorist incident crisis management plan should address the various 
ny.rhaniqm by vdiich t ei T or ists can collect intelligence regarding activities or personnel at 
an installation or facility. The plan should identify qiecific operadons security measures to 
be to offset as many coU^on techniques as possible. 

5 . Personnel Security 

The plan should oudine afBrmative steps that should be taken to provide additioi^ 
piDtecdon to cridcal DoD assets asdgned to an instaUatkm or facility in response to 
ducats, the risk of attack on those assets, and the vulnerability of missions and capabilides 
to the loss of such assets. DoD personnel who are "mission-critical" shouU be made aware 
of the terrorist threat in general and their importance to missions in particular; additional 
and t raining requirements feu such personnel should be addressed by the plan. 

6 . Physical Security 

The terrorist incident crisis management plan should be closely incorporated with 
overall installation and facility physical security plans. The plan should be coordinated 
with all military construction plans as early as possible to detenmne whether or not 
aHHitinnal antit cifoi ' ism measures should be included in the design and construction anchor 
modification of existing or new facilities. The plan should also review facility intrusion 
detection systems, their usual mode of operation, maintenance schedules and history, and 
piann#iirf Upgrades in the face of identified threats. 

7 . Security Structure 

The plan should identify key DoD, local. State, Federal, and host-government (if 
any) agencies, offices, or departments that should be contacted in the event of an 
emergency. In addition, the plan should identify points of contact with the Staff Judge 
Advocate or General Counsel office as appropriate. The plan should specify points of 
contact among military, civilian. Federal, and host-nation law enforcet^t organizations 
for routine sharing of information, routine joint security aenvities, joint training and 
exercises, and joint or combined responses to incidents as appropriate. The plan should 
include copies of all law enforcement, fire services, and public health muwal aid 
agiTt r nenrs between the installatioo or facility and otiier local, state or federal agencies. 

8. Operations Center Training 

a. The terrorist incident crisis management plan should identify an enwrgency 
operations center that will be activated in response to an emergency or terrorist inadent. 
The plan should include an inventory of communications, computing, and intelligence 
information collection and dissemination capabilities within the center. The plan should 
also note the location of the media center to be established in the event of an incident. The 
plan should note further the locaticMi of a dedicated crisis intelligence staff facility. 
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b. The plan should also discuss training and exercises to be completed by the 
emergency operations center staff as part of the terrorist incident crisis management 
process. Training goals and objectives ^ould be identified, and plans to remedy problems 
uncovered in previous exercises should be presented. 

9. Reaction Force Training 

a. The terrorist incident crisis managetnent plan should include a detailed 
assessment of response for training and readiness. The assessment sho u ld address the 
knowledge of laws and policies governing tiie use of force and use of deadly force in the 
protection of DcD assets. The plan should identify specific training requitements which all 
m e m ber s of the response force should meet, as w^ as additional functional training. 

b. For example, members of the reaction force: Le., Special Reaction Team 
and/or Emergency Service Team (SRT/EST), hostage negotiators, protective services, 
drivers for high*risk persormel, installation and/or base and/or unit antiterrorism planners, 
and personnel reqwnsible for the terrorist analysis input to the instaDation/base/unit tiiieat 
analjrsis, caimot perform their mission without specialized training. In addition, 
ap pr op riate members of the installation p lanning team should be trained in installation and 
fai^ty physical security planning such as those offered by tiie U.S. Army Corps of 
Engineers and the U.S. Anxsy Military Pdice School (USAMPS). 

c. Where training has not been completed, the plan should identify resource and 
schedule requirements necessary and sufficient to con^lete such tcaiiting. 

10. General Observations 

a. The ter r ori st incident crisis management plan should also address the following 

issues: 

(1) Incident reporting requirements (e.g., logs, journals, aftBr-action report). 

Q) Apprt^tiate management and support of news media coverage of an 

incident 

(3) Adequacy of commurtications within the installation or facility, between 
the installation and lo^ law enfatcement resources, and die ade q uacy of communications 
between the facility and the appropriate DoD coiiq)oneiu head. 

(4) Potential requirement for foreign language and OT hearing and/or speech 

interpreter. 

(5) Identification of personnel with various foreign backgrounds to provide 
cultural intelligence on foreign subjects and victims, as well as to assist with any 
negotiation efforts. 

(6) Explosive odnance disposal (EOD) stqrporL 

(7) Purchase and/or use of civilian vehicles, supplies, food, etc., if needed 
including use to satisfy a hostage demand). 

(8) Payments to civilian employees for overtime if required. 

(9) Messing, billeting, and transportatimi of civilian personnel. 
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b. Appendix X provides a checklist of issues to consider when developing or 
feviewin| n lenxnist inci^ht cii^ n]^g^<en^^^ contains a sample 

t e riOr i ^ mddeiht crisis management plain foidiat that My be us^ as^^^^^^ the 
devdc^pMm dfMailed plans outlined ^1^^ 

C. INITIAL RESPONSE 


1 . Ons^t of a Terrorist Incident 

a. The^^ onset of a texioM u^ci^tbegM with the ^ aa of 

violence or, threjaten^ violom. Detecdtni jmy result Mm roume. smveflMq?. p ii ^ ^ 

^ by nn iflsi 3 llafl<».or JadMty inuMon dlf^jof systeim guax^. ^ aware 

DoD-s^BMM perscHtt. Once deteemon of a oM act pociins, an iniM must 

be pexfonned by die first respcHiding secuii^ or law enfor ce ment perspnn^ Four critical 
queimcM nnM be answertd imMdiai^ 



Figure 15-1. Inttlal Security Force SHudlbh Aiwessment Crtterta 
at Onset of Criminal or -TentJrisi Incident, 
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3. Installation and/or Base Commander 


The iwctaiiflrirwi and/oT base commander, depending upon established standard 
and/m* standing operating procedures (SOPs), activates the installation's command center, 
notifies nspoosc forces, and immediately reports the incident to the appiopii^ 

militaiy command operations centers, military invesdgative agency, FBI, civilian 
authorities, and if a foreign incident, to host-nation authorities and the U.S. Embassy, as 
requiied. 

4. The Operations Center 


The cmerational command, comdination, and control center (C^eration^^CTtt^ 
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5. Confirmation 


a. Since jurisdiction depends on whether the crime is a terraiist incident, it is 
in:q)ortant for the response force to identify the type of incident as quickly as possible. If 
the FBI or host nation assumes control, then the response force must be prepared to 
cooidinatB the operational handover and assist as needed. 


b. The initial or specialized respcHise forces may be required to provide cmly outer 
perimeter security or be prepared to manage all aspects of an event 



installation and/or base re^nse forces must therefore always be prepared for the most 
resource-demanding contingency. This level of readiness requires considerable 
sustainment training. 


D. FOLLOW-ON RESPONSE 


The response to a teirodst incident varies depending on the nature and location of the 
incident Recognizing that many incidents do not develop beyond the first phase, dime are 
generally three distina phases tiuough whidi an incident may evolve. 


1. Phase I: Locally Available Resources 



2 . Phase II: Augmentation of Initial Response Force 
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3 . Phase III: Commitment of Specialized Counterterrorist Resources 


4. Response Sequence 

a. A typical response sequence to a tenorist incident for which DoD personnel 
remain responsible for containment and resolutitHi is shown in Figure 15*2. 

b. Figure 15-2 addresses the strai^tforward case within the United States, its 
territories, and its possessions where DoD conq>onents peifonu all three phases of terrorist 
incident crisis management— initial response, containment, and crisis resolution. The 
process outlined here applies to those instances overseas where SOFAs permit DoD 
components to manage tenorist crises on their own authcffity. Ibe following section 

those situations in which host governments or die FBI ass um e responsibility for 
managing die containment and rescdudon phases of a terrorist incident 


E. TERRORIST INCIDENT RESPONSE: SHARED AUTHORITIES 
AND JURISDICTIONS 

I 

a. As noted in Chapter 4 above, it is customary and usual for military commanders 
and civilian managers to assume respmisibility for initial response, containment, and 
resolution cf criminal incident s that occur on DoD 
territories, possessions. 


b. DoD ingtallari nn military commanders and civilian managers have responsibility 
and authority for making an initial response and cont aining and reso h^^^mrin^^^^ng 
occurring within their installation. 


IHt 
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Figure 15-2. OoO Uanagemen! of Terrortst Incident Fiw initial 
* Response Through Resolution Phases of Crisis 

F, SPECIAL CONSIDERATIONS 

•nw foUowing special considcraiions apply in implaneming crisis managcmenL 

1. Establishing Communications 


S Smc^ons pe rsonnel must be able to respond to changing needs 
nt and be able to T»aintain. over a prolonged period, the commumcanons 

channels included in the anuterrarism plan. 
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2. Evidence 

Although the piimary goal is ending a terrorist incident withoot injury, another 
goal is the successful prosecutitHi of termists. Witness tesdmony, photogr^hic evidence, 
etc., are important in achieving a successful prosecution. Ntotaining the continuous c^ 
of custody on evidence obtained during an incident requires documenting the location, 
control, and possession of the evidence from the time custody is established until 
presenting evidence in coutl Failure to maintain the c h a in can result in exclusion of the 
evidoice. Types of evidence for which the chain must be esta bl is he d i nc lu de : 

a. Photographs taken during die incident 

b. Physical evidence, including any iiem(s) used by the terrocists. 

c. Tape recordings of COTversadons between terrorists and hostage negotiators. 

d. Reportspreparedby die military police who initially respemded to the incident 

scene. 

e. Eyewimess testimony. 

f. Demand notes or other written messages prqiaied by the tenorists. 

3. Disposition of Apprehended Personnel 

Apprdiended military personnel must be handled according to Service regulations 
and applicable installation SOPs. In the U.S., civilian detainees must be released to the 
FBI or U.S. Federal Marshals for dispositiem. In foreign incidents, civilian detainees wiU 
be processed according to the SOFA with that particular country. The Staff Judge 
Advocate (SJA) should be consulted prior to releasing any individual to host-nation 
andimities. 

4. Reports 

Reporting to higher headquarrers is an important element in any special thrwt or 
tenmist situation. Fr?cb Service and command have a reporting procedure that requires a 
timely report of die incident to higher military authorities. The crisis noanagement plan 
should dictate required rqioris and tnnelines for notification. An after-action report should 
be prepared witiiin seven working days after termination of die event. This should include 
all staff journals and other documentatimi to include detailed information concerning 
di^)osition(rf evidence and choired individuals. The SJA and law enforcement personnel 
this fgport is in sufficient detail to meet prosecutkm requirements. 

5. Public Affairs 

Principal public affairs objectives of an terrorist incident crisis managei^nt plan 
are to ensure accurate infotination is provided to the public Qnclut^g news media) and to 

communicaie a calm, measured and reasonable reaetkm to the (Migoing event Public affairs 

programs are designed to: 

a. Wentify terrorist activities as crinnnal acts not worthy of public support 
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b. Reiterate U.S. policy on tenoiism that identifies all terrorist acts as c rim i n al 

acts, no concessions to terrorists, refuses to pay ransom, and isolates those 

fiatiftnc identified as encouraging, supporting or directing tetTatism. 

c. Support DoD public affairs strategy on releasing information pertaining to 
antitetiorism plans, operations, or forces involved in antiteiiorist operations. 



(2) When U.S. military anntexrorist forces are employed, the Department of 
Defense provides a spokesman for dealing only with antiteiiorist military operanon^ 
matters. On military installations, die Department of Defense may delegate the public 
affairs responsitnlity to a designated DoD representative. 

(3) The DoS coordinates public affairs during temnist incidents overseas. 
The DoS may delegate the public affairs resptmsibility to a designated DoD representative. 

(4) The Office of the Assistant Secretary of Defense (Public Affairs) is the 
single point of contact for all public affairs aspects of U.S. military antitetroiist actions. 
While there is no mandatory requirement to release information, installadon commanders 
are advised to exercise prudent judgment on such matters. 

(5) When the operations center is activated, it should include the activities of 

the Public Affairs Office (P AO) and media center. The media center should be located in a 
se pa rate location away from the operations center. The PAO will prepare media releases 
and conduct briefings at the media center during the incident. The PAO will use 
information obtained from participating operations center activities. Information released 
by the PAO will be cleared by the operations center and the commander. The PAO must be 
fully apprised of the situation as it develops. The media representatives should not have 
direa access to hostages, hostage takers, communications nets, or anyone direedy involved 
in a terrorist incident unless the PAO has cleared such contact with the operanons center. 
DoD experience with representatives has shown that bringing them in early under 
reasonable c«nditinns and restrictions commensurate with the risk and gravity of the event, 
providing them thorough briefings, maintains DoD credibility and preserves freedom of 
informatiem. Appendix AA provides additional guidance. 

6, Immediate Post-Incident Actions 

During the tmnv»Hiate post-incident phase, medical and psychological attention, 
along with other support services, should be given to all personnel involved in the 
operation, including captured terrorists. A final briefing should he given to media 
pCT s on nH; however, they should not be permitted to visit the incident site. Because of the 
criminal nature of the terrorist event, the site must be secured until the crime rcene 
investigation is completed by the appopriate investigative agency. It is also imperative to 

record every actiem that occuired during the incident 

7, After-Action Reporting 

a. In the aftermath of a terrorist incident, the operations center personnel review 
all the events and actions to revise the threat estimate, if necessary, and determine the 
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effectiveness of the antitenonsm pi^. All p^bidhel involved in the anmerrorism 
operadcxi should be debriefed and the debriefings recorded in aocardaiice with Service OSD 
Agency requirements pursuant to DoD 0-2000.12 (reference (a)). Ihis infonnadon will be 
used to develop lessons learned and after-action reports. It is the responsibility of the 
military installaricm commander or the civilian manager of a DoD agency activity to ensure 
all required after-action reports are prepared and subsequently reviewed with 
representatives of the Staff Judge Advocate's and/or General Counsel's office as 
appropriate. 


b. The afier-actitm rqrort should be prepared in a format that is con^atible with 
*he Joint Universal Lessons Learned System (JULLS) operated for the Chairman of the 
Joint Chiefs of Staff.i A sample format appears as Figure 15-3. 


Joint 

Universal Lessons Learned System (JULLS) 
JULLS Report Format 

JULLS Number 

Unk^ 10 Digit Number. Point of Contact. Phone # 

Exerelse/Operatlon 

Name 

Keywords 

Quick Database Searches 

Title 

Title of Individual Lesson Learned 

Discussion 

Detafled Narrative 

Lessons Lesrned 

How to Succeed; Problems Encountered; Solutions 
Impiemertted 

Information Other Commanders Can Use! 

Reco'*imended Actions Suggested Changes in Procedures, Otganization. Equipment 

Com; e ms 

Recommended Disposiion 

Reid Codes 

Subject; e.g.. personnel, logistics, doctrine, etc. 

InteroperabaSy: plannkig, trairting, organization, etc. 
Echelon: joint staff, major command, field unit. etc. 

JULLS is operated by the Joint Center for Lessons Learned 
Joint Stafi, J-7 Evaluation and Analysis Division 

in accordance with MCM-86-90 dated 12 June 1990 


Figure 15-3. Sample JULLS Report Format 

c. It is also irrportant to capture information on terrorist events that may have 
been averted due at least in part to the successful inplementation of anritertorism measures. 
Hence, all DoD activities should report cm incidents v^di appear to have been averted as a 
result of or at least are coaelated in tune and in place with antitetrotism measures put into 
^ecL Following the JULLS fotmaL die reports should include information on the threat. 


^ The Joint Universal Lessons Learned System and its use by DoD Cwnponents is prescribed in Joint 
Chiefs of Staff Policy Memarandum S3. "Military Capab^ Reptning." March 28. 1991. Operation 
of the JULLS is exempt from the requiiemems of DoD Directive 77S0J, "Management and Control d 
Information Reqniiements." August 7. 1986 (reference Qj) pursuant to the waiver provided in paragraph 
E.4.b). 
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its estimated capability, its estimated intentions, its history, a description of measures 
adopted upon receipt of warning information, and an assessment of the results of 
antitenorism measures. 

G. TERRORIST INCIDENT CRISIS MANAGEMENT SUMMARY 

1 . The purpose of this Handbook is to provide information necessary and sufficient 
to reduce the risk of terrorist attack on DoD-affiliated personnel, facilities, materiel, and 
assets, and mitigate the effects of such attacks should they occur. This chapter has 
^fti phflgygd the inq>ortance of planning, preparing, and training installation, facility, and 
unit security personnel to respond to criminal incidents. Such incidents may or may not be 
politically motivated, awi may therefore be, or not be, terrorist in nature. The intent of tiie 
perpetramr(s) at the initial onset of an incident may be ambiguous at best; the jeopardy <k 
potential danger to DoD assets will be much dearer. 

2. Notwithstanding the a p p are nt motivation of perpetrators of cr imin a l acts on DoD 
installations, in DoD fa cilities, or against DoD personnel, the iiiciden^mustjejmn^ 
contained, and resolved. 


3. There are two different sets of special concerns related to crisis management 
planning as the result of terrorist acts. The first is die specific security problem for dvilian 
managers military commanders posed by bomb threats. This is addressed in Chapter 
16. The second is the challenge of maintaining an installation’s day-to-day operations and 
routines at an advanced level of preparedness directed by the DoD Terrorist Threat 
Cftnrfirinn (THREATCON) System. This subject is discussed in Chapter 17. 


15-13 

FOR OFFICIAL USE ONLY 


DoD 0-2000.1 2-H 


THIS PAGE INTEOTIONALLY LEFT BLANK 




15-14 

FOR OFFICIAL USE ONLY 



DoD 0-2000.1 2-H 


CHAPTER 16 

bomb threat and bomb response procedures 


A. INTRODUCTION 

1. Tcirorists have frequently used homemade explosive devices (Improvised 
Explosive Devices or lEDs) in carrying out their attacks against DoD personnel, facilities, 
and assets. These arc ideal terrorist weapons. They are made at relatively low cost; the 
of many lEDs are common items which can be obtained from many sources 
and are difficult to trace. lEDs can be large or sinall, and cm be designed so diatA^^^ 
to the site of atr ac>c in components for last-minute assernM^ 



B. DISCOVERING BOMBS 


1 . One can ask die question: "Where have terrorists placed bombs in the past and 
where should we look for them?" There is no easy answer. Figure 16-1 Usts a few 
obvious locations that should be examined; terrorists using bombs as their weapons of 
choice can be very creative in designing and placing their weapons; the Ust is iUustranve, 


not exhaustive. 

2. Bombs can be found anywhere people can place them. Without becoming 
paranoid and seeing a bomb under every rock and behind wery tree, the practical answer 
is: "Where they can be easily placed widiout the bomber being cau^L" 


C. DAMAGE AND CASUALTY MECHANISMS 

1 . lEDs and other explosive devices inflict casualties in a variety of ways. Figure 
16-2 summaries the mechanisms by which explosive devices cause casualties. 
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Rgure 16*2. Damage and Casualty Mechanisms from Bombs and lEOs 



; a genexal rule, the ftmiier away fiom a bomb, the safer the intended 
"coiiateiai targets axe. Blast effects, fiagmentation injuries, and injuries resulting from 
flying debris ftiminish greatly as the distance between a bomb and possible targets increase. 
The amount of material in the device, the type of escplosive material, the manner in which 
the device is constructed, and the location or container in which it is placed ail have a 
bearing on the ^)ecific destructive potentiai for each lED. 


3. There are, however, four general rules to be followed: 

a. Move as far away from a suspicious object as possible without being pla ce d in 
further danger from other hazards (traffic, secondary sources of explosion such as POL 
storage in the event the device detonates, ec.) 

b. Stay out of "line of sight" of object, thereby reducing hazard of injury as a 
amsequence of direct fragmentation; 

c. Keep away from glass windows or other materials which could become 
additi<xiai flying debris; and 

d. Remain alen for additional or secondary explosive devices in the immediate 
area, especially if the existence of a bomb threat evacuation assembly area has been highly 
publicized. 
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5. Others have used a real OT simulated device to force evacuation of a facility, only to 

detonate a much more substantial device in identified bomb threat evacuation assembly 
areas. Such attacks are especially harmful because the evacuation assembly areas often 
concentrate government or commercial office workers more densely than they are when 
dispersed throughout their usual workplaces. 


D. RESPONDING TO BOMB AND/OR IMPROVISED EXPLOSIVE 
DEVICE THREATS 

Appropriate responses to take when a suspected improvised erqrlosive device (lED) is 
discovered are outlined below. 


1 . Telephonic Threat 

Suspicion that an is within an establishment often stems from a threatening 
anonymous telephone call. Treat the call seriously even though subsequent investigation 
may prove it to be a false alarm or hoax. Appendix Z provides advice on handling 
anonymous telephone calls. 

2. Response to Telephonic Threat 

a. Uptm receiving an anonymous warning or threat, notify the Provost Marsha's 
Office (PMO), Security Police, Security Forces, or other law enforcement and/or security 
offices immediately. Local standard and/or standing operating procedures (SOPs) 
determine subsequent acticHis. Immediate actitxi may include se»ch without evacuation, 
movement of personnel within the establishment, partial evacuation, or total evacuation. 
Appendix A offers two approaches to the collectiwi of infOTination from a person rqxirting 
a b^b or uttering a threaL 

b. Figure 16-3 provides some criteria to be used in evaluating a boinb threat 
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A t, 

c. The criteria outlined above are mteoded to be an aid o militaiy conimander and 
civilian management judgment, not a subsdmte for it Each situatibn must be carefully 
assessed. 

3 . Searching for a Suspected lED 


a. Hgure 16-4 summarizes the types of searches may be employed when 
searefaing for a suspected in^mmsed explosive device. 



Figure 16*4. Searches in Response to Bomb and/or iED Threats 


b. Searehes can be undertaken in response to a telephonic threat or a report of an 
unidentified objea on or near premises occupi^ by DoD personnel 

4. Search Procedures 

a. Figure 16-5 outlines procedures that should be followed if a search for 
explosive devices must be conducted before qualified Explosive Ordnance Disposal (EOD) 
teams arrive. Such circumstances might arise in the event of a very shtxt warning period. 
In other instances, a direat of a bomb against some facilities, if true, might necessitate 
evacuation of a very large area. In such c ircum stances, searching for die presence of an 
eiqilosive device for the purpose of identifying its location, appearance, and possible 
c^ieiating diaracteiistics may be warranted. 



Hgure le-S. Expedient IED and/or Bomb Search Procedures 


b. In general personnel who have not been trained in mj searc h and identification 
techniques sh ould refir^ ^ 

iding upon the devices used to arm and trigger an IQ>, the search 
factually result in an explosion. 

c. EOD are generally best prepared to conduct effective searches and 
identification of lEDs and explosives. 
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5. Seardi Organization 

The person controlling the search should possess a means of ttacking and recording 
the search results; e.g., a diagram of the area. Delegate areas of responsibility to a search 
ti^vn leader who should report to the person controlling the « arc|^^ 
cleared. 


harea has been 



6. Evacuation Procedures 


Evacuation procedures depend upon circumstances. Prepare, publicize, and 
rehearse evacuation plans in advance. Address alarm systems, asse mb ly areas, routes to 
assembly areas, posonnel evacuation response, building and area clearance, and 
evacuation drills. 


7. Alarm System 

The bomb direat alarm system should be easily distinguished fiom the fire alarm. 


8. Assembly Areas 

a. Assembly areas are preselected and well known to personneL Establish a 
clearly defined proc^ure for die controlling, marshaling, and checking of personnel within 
the assembly area. If buildings <x establishments are in a public area, coordinate assembly 
areas with local police. Assembly areas are selected using criteria illustrated in 
Hgure 16-6. 



b. As below, efforts should be made to preserve locadtm un<»rtainty for 

key perscmnel who evacuate a facility iq>on notice of an emergency. 


9. Routes to Assembly Areas 
HRion of the suspected lED and z 



alternate routes. Routes prevent confusion and 
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hnurhing, and avoid potential hazards; e.g., plate glass, windows, and likely locations of 
addidonal lEDs. 

10. Personnel Evacuation Response 

UpOTi hearing die otarm, personnel should lock up or secure all classified materials, 
conduct a quick visual search of their itrwni^iatt> working area, open windows udieiever 
leave the building taking only valu^le personal belongings, leave doors t^n, 
and immediately proceed to the assembly area. Opening the building wffl reduce internal 
/tatnag#> 35 a conscquciice of blast effects and will midgase to some degree the extent of 
flying out of or falling fiom the building should a detonation occur. 

11. Building and Area Qearance 

procedures to ensure threatened buildings and areas are cleared and to 
prevent people from reentering the building. E s tab lish a cordon to prevent petsminel from 
entering the danger area. Establish an initial control point OCP) as the focal point for the 
PMO and for militaty police ooniroL 

E. EVACUATION DRILLS 

Periodically practice evacuation and search drills under the supervision of die 
ifictaiiation «■ unit settioT officeT. Hold drills in cooperation witir local police if possible. 
Avoid urmecessarily alarming perscxuiel and civilians in adjacent pre m ises. 

F. INCIDENT CONTROL POINT aCP) AND CORDON 

Corxion su^icious objects to a distance of at least 100 meters and cordon suspicious 
vehicles to a distance of at least 200 meters. Ensure no one enters the cordoned area. 
F^hiich an ICP on the cordon to control access and relinquish ICP responsibility to the 
1^0 or local police upon their arrivaL Maintain the cordon until the PMO and/or Security 
Policy and/or Security Forces or local police have ctmipleted tfieir e x a min a tio n ot state that 
die cordon may stand dowiL 

G . DISCOVERY OF A SUSPECTED lED 

When a suspicious object has been found, its location, and general description should 
be r ep OTted immediately to the nearest law enforcement or supervisory person. Do not 
t ou ch or move a suspicions objecL Hgure 16-7 summarizes steps to be taken following 
discovery a suspicious olijecL 

H. REACTION TO AN EXPLODED lED 

1. Hgure 16-8 summarizes action to be taken in the event that an explosive/ 
imp m wMed eiqitosive device detonates at a DoD &ciliQr. 

2. Civilian management officials and subordinate milit a r y c ommander s continue to 
have i« m *f » rt a nt personal roles to fulfill during a bomb and/or lED attack on DoD perstxinel, 

and assets. These responsibilities arc summarized below in Figure 16-9. 

3. Execution of stqis outlined in Hgure 16-9 win provide substantial assistMce to the 

crisis management team and give other personnel constructive, supportive actions to be 
fairAfi lo resolution of the crisis. Care must continue to be exercised, however, that 
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additional explosive devices are not concealed to be detonated during the midst of rescue 
operations. Such attacks add to the physical damage and emotidnal devastation of bomb 
and/or lED attacks. 



ngure 16-7. Actions In Response to Olseovery of a Suspicious Object 


Explosion Without Casualties 

(1) Maintain the cordon. Allow only authorized personnel into the explosion area. 

(2) Fight any fires threatening undamaged buildings it this can be achieved without risking 
personnel. 

(3) Report the explosion to the PMO and/or Securtty Police and/or Security Forces or local police 
i lirey are not yet on scene. 

(4) Report the explosion to the installation operations center even if an EOD team is on its way. 
Provide as much detai as possible; e.g.. time of explosion, number of explosions, cotor of 
smoke, and speed and spre«l of fire. 

(5) Ensure a dear passage for emergency vehicles; e.g., fire trucks, ambulances, etc., and 
corresponding personnel is maintained. 

(6) Refer media inquiries to the Pubic Affairs Officer. 

(7) Establish a separate Information Center to handle inquiries from concerned friends and 
relatives. 



Rgure 16-8. Actions Following Detonation of Explosive Device 


Z4( 
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Figure 16>9. Assistance to Crisis and/or Threat Management Team 
I. TERRORISM AND BOMB AND/OR lED RESPONSE SUMMARY 

Use cf bombs and lEDs in the commission of temnist attacks against DoD personnel, 
and assets is an all too common occurrence. The procedures outlined above are 
intended to help aDoD facility resptmd to an attack before an explosive device deuxiates. 
The procedures discussed are also intended to help midgate die consequences of an attack 
in the event that efforts to find an explosive device and render it inoperable are not 
snccessfiiL Incurring die costs to DoD facilities and installations of detecting an explosive 
device and terminating a tenorist incident before the device can detonate are almost always 
preferable to exercising plans and options to respond to a d eton a t ion. Several of the 
security measures in preceding chapters will help reduce the likelihood of a 

snoces^iil bomb and/or lED attai^ against DoD assets. 
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CHAPTER 17 

DoD TERRORIST THREAT CONDITION SYSTEM 

A. INTRODUCTION 

1 . As part of the Dq>artment of Defense's comprehensive approach to combatting 

tetransm, a common framewoik of protective measures against terrorist threats has been 
developed for in^lementation all DoD Coitqwnents. The purpose of this chapter is to 
expand on terrorist incident crisis management planning by describing the general 
firamewoik of die DoD Terrorist Threat Condition System and its inqilementation among 
various DoD Components. Before doing so, however, it is inqiortant to differentiate three 
different concepts: ^ ' 

a. Terrorist Threat Level; 

b. Terrorist Threat Condition System (THREATCONS); and 

c. Defense Readiness Conditions (DEFCONS). 

2. While diere is a relaticmship among the three ctmcepts underpinning these terms, it 
is not a linear <ne. 

B . ENVIRONMENT AND FORCE READINESS DESCRIPTORS 

Terrorist Threat Level, Terrorist Threat Condition System, and Defense-Readings' 
Conditions are very different concepts. Althou^ somewhat interrelated, the purposes 
these concepts serve are very different, and their specific use has vasdy different 
ramifications for die DoD Con^ionents. 

1. Terrorist Threat Levels 

a. As noted in Chapter 5 above. Terrorist Threat Levels are one word descriptors 
which summarize the DoD-level intelligence analysis of the threat of t e r ro rism to DoD 
personnel, facilities, materiel, and assets on a couniry-by-country basis. There are five 
Tenorist Threat Levels: 

(1) Critical 

(2) High. 

(3) Medium. 

(4) Low. 

(5) NegUgible. 
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b. Using the six dneat factors described in Chapter 5, intelligence analysts assign 
terrorist threat levels to individual countries based on assess ment s of information obtained 
from aU sources. Hgure 17*1 illustrates the application of these threat analysis factors to 
generate tenorist threat levels. 




Threat 

Analysis Factors 


THREAT 

LEVEL 

Existence 

Capability 

History 

Intentions 

Targeting 

CRITICAL 

• 

• 

B 

B 

• 

HIGH 

• 

• 

• 

• 


MEDIUM 

• 

• 

• 

B 


LOW 

• 

• 

B 



NEGLIGIBLE 

s 

B 





• Factor must be presant ° Factor may or may not be present 

The factor. Security Environment, which assesses the ability of police, paramilitary. aiKf military 
institutions to preserve social order, may be a mitigating factor. Countries which have effe^ive internal 
Isecurhy institutions mav be assessed at a lower threa level on that basis. 

Figure 17 - 1 . Terrorist Threat Analysis Factors and Terrorist Threat Levels 

2. Terrorist Threat Condition System 

a. The Terrorist Threat Condition System (THREATCONs) describes the 
progressive level of protective measures implemented by all DoD ccxnponents in response 
to terrorist threats in accordance with DoD Directive 0-2000.12 (reference (a)). The 
terminoiogy, definitions, and specific recommended securiQr measures are designed to ease 
inter-Service coordinadcm and support of DoD Component comlwtting terrorism efforts. 

b. There are five Terrorist Threat Condition (THREATCON) Levels. The 
circumstances under vriiidi a nd the purposes of each protective posture axe as follows: 

(1) NORMAL. Applies when a general threat of possible tenorist activity 
exists but warrants tnly a routine security posture. 

(2) ALPHA. Applies when there is a general direat of possible terrorist 
activity against personnel and installations, the nature and extent of which are 
unpredictaUe. 

(3) BRAVO. Applies when an increased and more predictable threat of 
terrorist activity exists. 

(4) CHARLIE. Applies when an incident occurs or intelligence is received 

indicating fonn of terrorist actitm againri perscxuiel and installatitxis is imminent 

(5) DELTA. Applies in the ifrungriiate area where a terrorist attack has 
occurred or when intelligence has been received that terrorist action against a specific 
location is likely. Normally, THREATCON DELTA is dedaxed as a loca liz ed warning, 

c. Declaration of THREATCX)Ns is the prerogative of the military commander or 
the head of DoD Components. As a general rule, lower echelons within each DoD 
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G>mponent should adopt terrorist threat measures consistent with the THREATCON 
deda^ by the QNCs, Aeir subordinate component commanders, or the heads of the DoD 
Components. 

d. Specific THREATCON measures appropriate for land installations, ships, and 
airfields and included in Appendix BB, DoD TFS^EATCON System. Local commanders 
retain authoiiiy to inpiement t er r or ist threat measures (THREATCON measures) to defend 
against a greater than expected t er r ori st direat; local commanders should not implement 
measures less rigorous than those appropriate for declared THREATCON level for their 
particular facility. LOCAL COMMANDERS MAY ADOPT mCHER THREATCON MEASURES 
THAN ORDERED BY CHAIN OF COMMAND IF LOCAL CONDHIONS WARRANT GREATER 
PROTECnON. 

3. Defense Readiness State 

Defisnse Readiness States or DEFCONs are mobilizadmi and deployment states of 
the entire U.S. defense establishment including but not necessarily limited to DoD 
components, other U.S. Government agencies and departments assigned, specific 
responsibilities to assist the Department of Defense during titnes of war, and elements of 
the Defense Industrial Base. DEFCONs refer to wartime postures. DEFCONs ate 
declared by the Nadcxial Comtnand Authoti^ 

4 . Comparisons _ ' 

a. Hgure 17-2 offers-a brief comparison and contrast anoong Terrmist Threat 
Level, Terrorist Threat Conditions.'andDefense Readiness Qmditions. 

b. As Figure 17-2 mak«_clear, there is no direct correlation between threat 
information, (e.g.. Intelligence Summaries, Warning Reports, and Spot Reports), and 
THREATCONs. Threat Level DedaraikHis ate {vobabilistic statements; they do not contain 
judgments with respect u> timing of terrorist attacks. Terrorist Threat Level declarations 
ARE NOT warning reports. However, dissemination of Threat Level Declarations and 
supporting country-by-countty tineat analyses, coupled with the guidance provided below, 
assists commanders in making prudent THREATCON declarations. 

c. DEFCONs rarely figure directly into the implementation of THREATCONs 
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Terrorist 

Threat 

Level 

Terrorist 

Threat Conditions 
(THREATCON) 

Defense Readiness 
Conditions 
(DEFCON) 

Description 

Description politicai enviiort* 
merit sureund DoD person- 
nel, taciSties. and assets 
or interests and the degree 
to which they ara at risk of 
terrorist attack; used in 
in peacetime, crisis, and 
mobibation periods 

A system of protective 
measures intended to aid 
in the consistent allocation 
of security resources by 
DoD components, facilitate 
inter-Setvioe coordination, 
and enhance overal 
implemantation of DoD 
combatting terrorism polieies 

A short-hand description 
of measures taken 1^ 
U.S. forces to mobilize 
from peacetime to war- 
time postures. DEFCON 
system generally applies 
to General War MobOiza- 
tion. 

Declared By 

Intelfigenee components 
or organizations 

Mlitary commanders at 
aB echelons, heads of 
DoD Agencies; other DoD 
components 

National Command 
Authorities 

Implemented 

By 

Not applicable 

Lowest to highest eche- 
lons wihin DoD Compon- 
ents; 

Combatant Commands 
and other DoO com- 
ponents as required; 
may be extended to 
other U.S. Government 
agencies and depart- 
ments by Executive 
Order And dedaration of 
National Emergency by 
the President, or ded^- 
tionof Warbythe 
Congress 

Results In 

Further studies by DoO 
components with respect to 
a rwed to implement Combat- 
ting Terrorism Measures 

Allocation of security 
resources in accordance 
with a schedule of protective 
measures based on tenorist 
threat, risk of terrorist attack 
vuhwrabiity of DoD assets, 
and abity to acoompish 
assipied missions as a 
result of tenorist attack, 
and cnticeBty of DoD 
assetfs) to be orotected. 

Mobilization of Active 
Forces; mobiBzation of 
Reserve Forces; forward 
deployment of combat 
units, combat service and 
combat service support 
units, mobfeation of 
war reserve fleet; CRAF 
Air Cargo Fleet; and 
industrial base. 


Figure 17*2. Functional Differences Among Terrorist Threat Level, 

Terrorist THREATCON System, and Defense Readiness States 


d. Although there is no direct relationship between Terrorist Threat Level 
and THREATCXlNs, it is clear that terrorist threat plays a large role in bringing 
a biM it the declaration of THREATCONs. The relationship between Tetrorist Threat Level 
and THREATCXWs is explored below. 

C. SELECTION OF THREATCONS 

1 . The DoD Combatting T er ro ris m Program relies heavily on the concept of an 
assessment in which military co mm a nd e r s and civilian manageis roumely 
and continually examine terrorist threat analyses prepared by the intelligence commumty as 
well as assessments of terrorist attack risk, the vulnerability of their missions to such 
ytwrirc and the criticality of DoD assets entrusted to them for safekeeping. DoD Directive 
0-2000.12 (reference (a)) reminds commanders: 
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A COMMANDER, AGENCY, OR ORGANIZATION DIRECTOR DETERMINES 
which THREATCON level is to be designated and which security measures 
are appropriate. Actions should be based on all infonnaaon, and rommand 
liaiso^ AS TEMPERED BY BEST JUDGMENT AND KNOWLEDGE of the local 
situation. 


2. Some of the concepts introduced in eariier chapters of this Handbook may be 
helpful assessment guides in declaring a terrorist threat level or in implementing terrorist 

response measures dictated by the selection of a THREATCON by higher 

commands. . 

3. Figure 17-3 suggests an arudytical process to be carried out by each level military 

/.rwwmaiirf and cach installation management to reconmend or to select an appropi^ 
•pHREATCON level when the combination of factors discussed below exceeds the ability 
of the usual physical security system (barriers, surveillance and detection systems, security 
forces, ?nH response forces) to provide the level of asset protection required by 

operational considerations, mission and functions, or DoD policy. 

4. Hgure 17-3 draws heavily from analysis presented in ]neceding chapters to 
illustrate the utilization of the Integrated Terrorist Threat Estimate. Sel^tion of 
THREATCONs makes use of information and analyses used to assemble such estimates. 


a. Integrated Terrorist Threat Estimate Elements 

(1) Figure 17-4 illuminates the use of information and analysis performed in 
the process of preparing integr^ Tarorist Threat Estimates at the unit or installation, the 
QNC and his subordinate component command. Service, and DoD levels in Ae process of 

the need for and the selectioti of appropriate Terrorist Threat Conditions. 

(2) Figure 17-4 reinforces earlier discussion in which it was assert^ there is 
no direct relationship between Terrorist Threat Levels and Terrorist Threat Conditions. As 
tiie figure filustraies. Terrorist Threat Level declarations are only one input into a comm^ 
or management decision to allocate supplemental security resources to the peacetime 
defense of an installation, facility, or DoD asset 

(3) Furthermore, the figure is inconqilete to the extent that it suggest 
integrated t e r ror i st threat estimates ate static and insensitive to change. Just the opposite is 


true. 

r (4) Terrorist threat analysis inputs arc updated ftequently; each change in the 
history of capability of a terrorist threat group may have implications for the physical 
security threat it presents to an installation or facility. Use of new weapons, employment 
of weapons against new types of targets or in a new mode can have serious impiicanons for 
the capability of an existing physical security system to withstand and defeat terronst 

assault 


(5) Assessment of terrorist attack risk is an examination of DoD practices Md 
orocedures. These are subject to frequent change based in part on evolving roles, 
missions, and functions assigned to DoD installations and facUines, and the personahnes 
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and experiences of militazy commanders and civilian managers in solving operational 
problems. Qianges in day-to-day operations require reassessment of t error ist attack risk, 
even if the basic nature of the teno ri st threat to an installation or facility does not change. 

(6) Similariy, changes in deployment of units or activiiies fimn one installaticm 
tc another may radically alter assessments of risk, vulnerability, and DoD asset criticality. 

(7) Tbe basic or initial integrated terrorist threat estimate provides a nominal 
aseline firom whidi deviations can be exainined. It is the temporary increases or decreases 

m tetTorist a tt a c k risk, terrorist attack vulnerability, and DoD asset criticality that must be 
examined carefully to ensure p ro per aUocadtm of protective resources. These concerns are 
described as Situational Risks, Vulnerability, and Criticality in Hgure 17-3 above. 

b. Physical Security Protection Level 



"critical” for altogether different reasmis. Given limited security resources, selecting DoD 
assets for priority protection can be a difficult challenge. Guidance in reference (cc) 
coupled with an integrated terrorist threat estimate can help military commanders and 
civilian managers identify priotiQr assets for additional protection in light of known tenorist 
threats. 
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c. Costs of THREATCON Implementation 

(1) Implementation of Terrorist THREATCONs does not come without costs 
that can be measur^ and described bodi quantitatively aiui qualitatively. 

(2) Hgure 17-5 offers some illustrations of diese costs associated widi various 


THREATCON measures. 



Figure 17*5. Example of Quamitative and Qualitative THREATCON Costs 


es the following obs ervations with 
CHARLIE 


I 


THREATCON ALPHA 



TTOEATCON BRAVO: 




D Directive 0-2000.12 
m THREATCONs ALPHA. BRAVO, and 



(4) In view of the costs of THREATCONs on the one hand and the need to 

enhance security in the face of terrorist threat on the other, several DoD components have 
developed their own Random Anriterrorism Measures Program. This innovative approach 
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addresses trade-offs between security befits of THREATCONs and financial and 
operational costs. 

D. RANDOM ANTITERRORISM MEASURES 

1 . The underlying principles of Random Andterrorism Measures (RAM) have 
already been introduced in piece^g chaptm. RAM efforts seek to deter t er rorist attacks 
on DoD fadlides and personnel by: 

a. Varying routines. 

b. Being sensitive to changes in die security atmosphere around DoD facilities and 
personneL 

2. The basic approach is to identify at any THREATCON a set of measures extracted 
from higher THREATCONs that can be en^loyed to supplement die basic THREATCON 
measures already in place. This is iUusttated by Figure 17-6. 

3. At THREATCON Alpha, certain measures from higher THREATCONs are 
implemented in addidon to THREATCON Measures 1-10. In the exanqile illustrated, 
selected BRAVO, CHARLIE, and DELTA measures have been selected for implementadcxi 
that convey an external inqiression of greater vigilance and awareness to the presence of 
observers outside the fa^ity. Random searches of vehicles seeking to enter the 
installation, prtdiferation of foot patrols, removal of trashcans and waste receptacles around 
buildings iiiqily that the security forces are aware of the possibility of an intrusion into the 
facility, or worse. 

4. Implementadon of RAM programs have three purposes. First, military 
commanders can use RAM as a tool to test which measures have higher costs to an 
installadon or focility in terms of productivity than others. A RAM program can help 
identify those measures that security personnel and the installadon infiastructure are more 
capable of sustaining and those diat will be unduly stressful on human and materiel 
resources. 


5. Second, RAM programs provide security forces with training and sdmuladon. 
This makes their job more challenging, but also more interesting and more exciting. By 
keeping the guard f<xcc interested and alert, RAM programs appear to increase security, 
even if they do so only by making the security forces more attmdve to their regular 
assignments. 


6. Third, RAM programs change die security atmosphere sunounding an installadon. 
Such pr ogr am s, when implemented in a truly random fashion, alter die external tppearance 
or security "signature" of an installadcm to terrorists or their supporters who may be 



surveillance assistance. 
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tOTorists have introduced uncertainty in plaiming, organizing, training, and movement of 


DoD resources throughout the worid. 



Figure 17-6. Illustration of Random Antiterrorism Measures implemematlon 


9. On the other hand, RAM programs offer military commanders an excellent 
alternative to full implementation of all THREATCXDN measures when Terrorist Threat 
Pctimateg suggest THREATCON ALPHA or THREATCON BRAVO may not be adequ^ 
protection in view of the risk, vulnerability, and criticality of DoD assets at the installatitxi 
for the nxanenL Selected RAM measures extracted from THREATCONs CHARLIE and 
DELTA supplementing a THREATCON ALPHA or THREATCON BRAVO posture might 
be a mote eccxuxnical, sustainable response to a terrorist threat . 

E. IMPLEMENTATION OF DoD THREATCONS 

1 . This f^hap tw has focused on the differences among Terrorism Threat Levels, the 
DoD Terrorist Threat Condition (THREATCON) System, and the DoD and/or National 
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Command Authorities Defense Readiness Cdni^tion (DEFCON) System. All thrw 
ctmcepts are descriptive terms which in shorthand notation describe considerable analysis 
(for Threat Levels) or allocation and expenditure of resources (THREATCONs and 
DEFCONs). There is no direa ccmnection among any of these cOTcepts. 


2. Threat Level is an intelligence judgment about the likelihood of terrorist attac ks cm 
DoD personnel and facilities. It is not a warning. Tfar^ levels do not allocate protective 
resources. Such decisicms are properl y in the dcxnain of commanders, not the intelligence 
connminity. 


3. THREATCONs are a series of protective measures whose implementation is 
Vy wiiTitat y m mmflnHs and eiviKan managers of defense agencics where aoDtopriatt. 
THREATCONS ate selected by assessing the terrorist threat, its capability to penetr^ 
«nrigfin£ physical sccurity systems at an installation, tiie risk of terrorist attadc to whirii 
DoD facili tie s and personnel e]qx>se themselves, the ability of the installatimi or units to 
cany cm ^th if attartoL and die criticality to DoD missimis of assets to be 



4. DEFCONS refer to Defense Readiness Conditions and are changed only by direct 
mder from the Nadcmal Command Authorities. 


5. This chapter concludes with an illustration of an innovative technique to the 
implementation of DoD combatting terrorism policies aixi programs not previously included 
in DoD issuances. The RAM implemented on the iiutiative of individual DoD installations 
are good examples of effective combatting terrorism m easu r es not always included in DoD 

The RAM programs offer three clear benefits: a low-cost approach to testing 
tire a bi lity of individual installations or activities to inclement DoD com b a ttin g terrorism 
measures; an excellent vehicle for training security personnel and keeping awareness of the 
tineat of terrorism hi^ at DoD installations; and a serious complication in the collection of 
fl gaina DnD installations in advance of tmorist a t tac k s. 

6. The next ch^ter of this Handbocdc turns to the application of DoD COTabatting 
terrorism measures to forces deployed for training or as part of expediticxiaty forces. 


^•>1 
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CHAPTER 18 

COMBATTING TERRORISM PRACTICES FOR 
EXPEDITIONARY AND DEPLOYED FORCES 

A. INTRODUCTION 

1 , The presented in this chapter is most applicable to Service-unique 

citimtifttig when forces are deployed as pan of training exercises under the control of a 
Servic e and not under die operational control of a QNC The procedures described below 
are identical to those found in Joint PubUcadon 3.07 (reference (kk)). 

2. Combatting terrorism measures should be taken by ^tary units and individual 

servi ce members to protect themselves and ensure their ability to accomplish assigned 
f^iccinng during deployment and expeditionary operations. The installanon. base, parum 
unit terrorism plan provides the mechanism to ensure readiness against terrorist 

while the uni t performs its mission during deployments. The degree of the 
protection required depends on the threat in a given location. Commanders must 
continually evaluate installation and/or base and/or port and/or unit secunty against the 
terrorist threat in order to evaluate security requirements effectively. This responsibility 
cannot be ignored. 

B . PROTECTING DEPLOYED FORCES IN HIGH-RISK AREAS 

The following are antit en o r i sm tactics, techniques, and procedures for high-risk 
TTttcciftng; they represent worst case procedures. Security for units performing security 
assistance, pwcekeeping, mottle training teams, and other smaU unit activities can be 
derived from these measures. 

1. Installations, Bases, Sites, and Non-Urban Facilities 

Forces arc ftequently enqtloyed for security operations or other short-term, 
conventional, combat-idated tasks. EasUy defended locations arc often rare in areas due to 
the density of buildings, population, or lack of proper cover arid concealment. PoUncal 
restrictions may also limit tiie military’s attlity to construa fonifit^ons ot disrupt ax^. 
This lequiies military planners to adapt existing structures to provide protection based on 
the mission, potential for attack, and ability to use surroundings effectively. 

a. Estimate Situation 

The commander and staff should complete a tiiorough estimate of the situation 
using mission, enemy, terrain, and troops-time and political planning factors in developmg 
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Figure 18*1. Estimating the Combatting Teiroilsm Situation 
for Deployed and Expeditionary Forces 

b. Develop Plan 

Defenses should include a combination of law enforcement and/or security 
fortificaiions, sensors, obstacles, local hire security forces (if applicable), unit 
guards, deception, and on-call support from reaction forces. Each situation requires its 
own of abilities based on available resources and perceived need. 

(1) Fortification Considerations 

Figure 18-2 provides general guidance concerning fortification materials. 
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Figure 18*2. Fortification Materiais 


(2) Obstacles 



(3) Local Security 


Local security must be aronnd-the<lock to provide observation, early 



Hgxae 18-3 presents a list of equipment items which should be available 
to security police and/or security forces as pan of installation andierro rism programs, 
training activines,'and intiinidanrg shows of force intended to discourage outbreaks of 
violence against DoD facilities, e qui pment, personnel or other assets. 
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ngure 184. Specialized Equipment for Local Security 
(4) Establisli Defense 

Measoits taken to the defense must be reviewed continually and 

progressively updated to counter the changing threat and add an clement of unpicdictabihty 
to the tenotist's calculahcML Defensive measures include: 



uard Duties 


Guard Unties are in Service regulations and in local general and special 

(Hders. Heads of Defense Agencies should use the Service regulations for the Service or 
Agency providing law enfocement support to the Agency for detai le d eiaboranon of guard 
du d e s However, in a texrorisi high-risk environment, special orders should address at a 

TTwniTmim; 

a. Details of authoized passes; provide sanqiles of passes. 

b. Procedures for searching people and vehicles. 

c. Response to approach Ity unauthorized personnel or hostile crowds. 


FOR OFFICIAL USE ONLY 




Df©:D?SJ@f2(!l!j5jD(s12-H 



3. Road Movement 

Road movexnents are always vulnerable to terrorists a ttac ks in-hi^-nsk areas. If 
possible, alternate forms of transpcvtation; e.g., helicopters, should be utilized. If road 
tr>nvemmt»i§^in^nfed> .• , •' 

a. Avcttd establishing a regular patte^j.j>,r ? ^ rt; 

. b. -^iVary'ioutesand.-Smings’Ji^ €■-: x 'Ta;. 

..C. . ^aa»lfossibfe.kjBep a tow pi^^ 
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5. Convoys 

a. In extremely high>risk areas, consider using armed escorts for convoy 
protection. 


(1) Develop and rehearse action drills before movement 

(2) Perfonm route dearance prior to movenoent 

(3) F-gaMish atvt maintain rrwwfnnnirgitinng ihmughnnt thi» mntfc. 

(4) Develop deceptun plans to conceal or change noovenoent timing and route; 
dq)k)y false convoys to contri^te to the convoy's security. 

(5) If possible, include host*nation police assets in the convoy. 

(6) When selecting routes, avoid entering orremaining in dangerous areas. If 
amhughftrf, gauge re^xuise by enemy strength. Counter ambushes by accelerating through 
the ambush area, counterattacking, withdrawing, or withdrawing and staging a deliberate 
attack. 


(7) Convoy escort composition depends on available forces. Light armored 
vehicles, high mobility multipurpose wheeled vehicles (HMMWV), or trucks equipped 
with M2 SO-caliber and MK19 40'mm machine guns are extremely effective. Overhead 
helicopters and AC-130 gunships can also be utilized as air escort if available. Escorts 
should be organized into an advance guard, main body esctnt, and reaction or strike group. 
Planning ctxisiderations are as follows: 

(a) Determine concq>t of operation. 

(b) Identify available transportation. 

(c) Identify order of march and toad organization. 

(d) Identify disposition of advanced guard, main body escort, and 

reserve. 

(e) Designate assembly area for a»voy. 

(f) Determine rendezvous time at assembly area, departure time of first 
and last vdticles, and expected arrival of first and last vehicles at destinatiOT. 

(g) Identify action upon atrivaL 

(h) Determine required coordinating instructions for: speed, spacing, 
halts, immediate action drills, breakdowns and lost vehicles. 
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- Mweroeiit. 


- 

- - (t' 


Rail^nioyfinent is the mo^ ^fficult foim of trahspOT^oh ;^‘o6n i^d protect 




’ b^ause-it;|dtlo«^}a predictable heiads aie4dif5^d|:#^nc^. ^pOTtunides 

for deception are limted and physi^'‘Wcimty is critical. 
precautions should be conadoed: 



b. Search for explosives or possible hijackers before departure and after every 
halt (mititaiy vratiting dogs (MWDs) are particul|uly suited, for thi^ mission); 

c. Ensure die r^way is free of obstrucaons or explosives. 


; d. Patrol Ae railway uea. 

e> nace armed secuii^ personnel on duty tfas^^out &e train to include engine 
room and trail car. 

f. P^iol and gu^ departure and arnval stations 

h. Ptimde air «)ver (AC- 130, helicopters, etc.). . : 

i. Maintain communications within the train and with outside‘ agencies. 

j. Pipyide reaction force to be moved by air or coordinate host-nation support (if 
available). 


7 . Movement 



: targets. Crews of ships in harbors need to evaltrate each new port and determine 
possible terr or ist threats. Crew members must be aware of host-nation support and 
responsibilities while in port or anchottd in foreign ivsiters. The ship's captain is solely 
respcmsible for die^^p and all those embarked. As aminiinum, die captain: 


^ a. 'Establishes mediods of embarkation and/or debarkation and patrol activities for 
all personnel 

b. Identifies vital areas of the ship (for- exmople, engine room, weapons storage, 
command and control bridge), and, assigns; security guards. 


d. Establishes a weapons and/or ammunition policy^ and rules of engagement 
(ROE), appoints , a. reaction force; e.g.. Security Alert Force (SAP). Backup Alert Force 
(BAF), Reserve Porre(RF), 

e. Drills all personnel involved 
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8 . Air Movement 

For die most part, while a unit is being transported by air it is under the purview of 
dte Air Force or air movement control personnel Troop commanders and Air Force 
personnel coordinate duties and responsiUlities for their mutual defense. Personnel must 
remain vigilant and leaders must provide adequate security. Unit security personnel 
cocndinate with airfield security personnel, assist departures and arrivals at airfields and 
while en route, and determine we^ns and ammunition policies. Special ccmsiderations 
include the following mpics: 

a. Road transport security when driving to and fiom airfields is critical Keep 
arrival arrangements low profile. Do not pre-position road transport at the airport for 
extended periods before arrival 


b. tf pie-positi<»ed transport is required, attach a securiQr element and station it 
within the airfield perimeter. Security at die arrival airfield can be the responsibility of die 
host nation and require close coordination. Maintain an open communications net between 
aU elements until the aircraft is loaded and reestablish communications upcMi arrival 


c. All perstxinel (air crews and transported unit) must be cautioned concerning the 
transportation of souvenirs and other personal items that could be containers for 
explosives. 



9. Patrolling 


Units outside the United States may be called uptm to conduct patrols in urban or 
rural environments. Individuals or small groups assigned to various Defense agencies 
m erseas may also be called upcm to assist or ath^ host governments on security matters. 
These patrols will normally be plarmed and executed in conjunctitm with host-nation 
authorities and should be coordinated with die rqnesentatives of die appropriate staff judge 
advocate office. Patrols support police tolerations, expand die area of influence, gather 
infonnation, help maintain mder at clubs and restaurants, detain individuals as required, 
conduct hasty searches, and emplace hasty roadblocks. Patrols must understand the rules 
of engagement (ROE). Patrolling units stould avoid patterns by vtuying times and routes, 
using different exit and entry points at the base, doubling back on a routt, and using 
vehicles to drop off and collect patrols and change areas. Base sentries or guards, other 
vehicle patrols, helicc^ters, observation posts (OPs), host natitm assets and reaction farces 
provide additumal suppotL 

10. Roadblocks 


a. There are two types of roadblocks: deliberate and hasty. 

b. Deliberate roadblocks are permanent or semi-permanent roadblocks used on 


borders, outskms of cities, or the edge of controlled areas. 
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r. Use ha-stv roadblocksJQ-SDQ t ch< 



3t checit 

leir T ffWWH^^ ect is Teached within 

Foadblocks can consist of two vehicles placed 
diagonally across aioad. a coil of barbed wire, or other portable obstacles. 


d. Roadblocks must not unnecessarily disrupt dte travel of innocent civilians. 
Personnel tnatming roadblocks must know their jobs thmoughly, be polite and considerate, 
act quickly and methodically, use die minirnmn foioe required for the threat, and prmnptly 
relinquish suspects to civil police authorities. Graeral principles considered in establishing 
roadblocks are concealment, security, construction and layout, m a nnin g, equipment, 
ctmsnunications, and legal issues. 


11. Observation Posts (OPs) 


Observation Posts (OPs) provide prolonged observation of areas, people, or 
buildings. OPs allow observaticm of an area for possible terrorist activity (avenues of 
approach); observation of a particular building or street; ability to photograph persons or 
activities; ability to observe activity before, during, or after a security force operation; e.g., 
house search; and ability to provide covering fire for patrols. Special factors apply to OPs 
located in urban areas. The OP party and reaction force must know the procedure, ROE, 
esc^ie routes, emergency withdrawal procedures, rallying point, casualty evacuation, and 
password. Cover occupation and withdrawal of an OP by normal operations (e.g., house 
searches, roadblocks, patrols to leave people behind), flooding an area with patrols to 
disguise movement, using civilian vehicles and/or clothes, and using deception. Any 
c nmp m mifie of an OP location should be reported imme diately. 


12. Civil Disturbances 

a. Crowd violence can either be a spontaneous emotional eruption or a planned 
event In the latter case, its purpose is to draw police or troops into a target area or away 
from SOTK other event Oowd violence may also involve violence within the crowd or 
from opposing groups. Ciowd violence is characterized by excitement and violence; both 
are hig^y contagious. 
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CHAPTER 19 

SPECIAL CONSIDERATIONS 


A. OVERVIEW 

1. No discussiai of efforts by Ac Depamnratrf Defense to combat tcnorism would 

be widK>ut at least some discussion of two inqKxtant DoD functiais: 

a. Public affairs. 

b. Acquisiti(XL 

2. DoD combatting t erroris m policies and programs depend heavily cm DoD and 
Service public affairs officers for dissemination, interpretation, and feedback. The entire 
ac<}uisition community, from RDT&E activities to procurement, to maintenance and 
logistics, must evaluate its activities to ensure DoD personnel, facilities, and materiel are 
not victims of terrorist attack. The responsibility of acquisition executives Md their 
rejHesentatives— contracting officers and contracting officers' techmeal representatives—for 
antitertorism efforts do not end at die Department of Defense bou n da r y. 

3. In additiem to these topics, there still remains one last clement in the DoD 
Combatting Terrorism Program concept introduced in Qiapter 1 to be discussed. This 
HandbocA will therefore conclude with a brief discussion of the concept and methods of 
t^retations security as part oi die DoD Combatting Terrorism Program. 

B . ANTITERRORISM AND DoD PUBLIC AFFAIRS 

1. General Public Affairs AT Responsibilities 

a. All DoD activities strive to fulfill the DoD goal of providing as much 
information to the public about the DoD activities as possible, (insistent with the 
requirements of operations security, technology security, arid infonnation security. I^D s 
approach to the provision of information on its combatting terrorism efforts is no 

differenL^ 


1 Multiple DoD govern the dissemination of infonnatim from DoD to the general public. 

AmoDg those most relevant to antiienorism related public affairs activities are the foBowing; 

DoD Directive S230.9 (reference (mm)); 

DoD Directive S4iai (refexeoce (nn)); and 

DoD Directive 5 105 (reference (oo)). (cored) 
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b. The news media may interview DoD officials, co mmand e r s, senior leaders, 
and knowledgeable individuals. DoD interviewees are allowed to discuss the general 

subgea of anntenorism as it pertains to their areas of responsibility. 

c. The Office of the Assistant Secretary of Defense for Public ^airs 
(OASD(PA)) approves all requests for media coverage of annterronst training exercises ot 
a case-by-case basis. OASD(PA) also approves in-house photos of anuterrorist training 
forwarded through PA channels before release. 

d. In response to queries regarding a possible or actual terrorist threat at a 
particular base, installation, or activity, the PAO may acknowledge increased security 

generally. PAOs may comment more specifically on those security measures taken that can 

be readily observed- For exatx^le, the PAO may acknowledge increased gate guards or 
a/^Hitinnal paools, if obvious to the public. PAOs should, however, exercise care and 
prudent judgement in discussing these or other security measures which have been or will 
be implemented. 


3 . Planning Considerations 

a. Public affairs planning for anuterrorist actions must include numerous 
considerations: 

(1) The information needs of all audiences such as military per»nnel, DoD 
civ ilian etxq>loyees, host-nation employees, their family members, news media, and local 
civilians. 


(2) The current OSD public affairs poUcies regarding release of combatting 
terr or ism information. 

(3) The deterrent value of releasing information about security measures 
versus the possiWlity that releasing *is infonnation could benefit terrorists. 

(4) The severity of the local terrorist threat and the tactics and techniques 

used. 


(5) The identities of the terrorist leaders and odier groups involved. 

(6) Th> Kaianry hfttwften releas ing too little and too mucl^g 


b. No matter how detailed, complete, and aggressively pro^ted, the Department 

of Defense's comba ttin g ter r or ism and antiterrorism education, training, and exemses may 
not prevent a terrorist attack. Such an attack, however, may be more difficult for the 
tenorists to launch and may result in fewer casualties. 


4. Terrorist Incident Response: Public Affairs Role 

a. Once a DoD installation, activity, organization, or senior person is attacked, the 

PAO participates in the response implementing the Crisis Management Plan discussed 
earlier in tins Handbook. 
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b. The Public Affairs Incident Req>onse Plan to sui^Kst response to tenoiist acts 
c ommitt e d on DoD installarions or against DoD personnel must be devel<q>ed to suppon 
both the DoD OpemioQS Plan and the needs of die media. It should include as much detail 
regarding news media and public affairs crisis qieradons as can be determined in advance. 
General considerations of how to handle issues with respect to the observing, filming, and 
reporting rtf' a tenorist incident and its afieimadi should be carefully considered. Among 
the key elements are; 


" (1) Identify the senior U.S. Government representatives and dieir agencies 

who will be le^nsible for managing an incidenL 

(2) Identify senior state, municipal, and local antfamities (as well as host 
government rquesentadves and their agencies, if overseas) who will be responsible for 

tnatiagiiig an 


(3) Identify the Ibid PAWorgamzadon assume lesponsilnliQr for 

organizing and managing pul^ affSssnnttets in 

(4) Ideni^.,^§^AO rejmssitmdye will be assigned duty in the 

em er gen cy tolerations cct» . 

(5) Determine potential locaiicms for the press center and the resources needed 
to quickly put it into operanon. 

(6) Establish omtrols to limit media access to the scene of the incident 

(7) Establish rules governing photography of the incident and interviews widi 
personnel involved. 


(8) Determine the fiequen^ of piiss bnefings. ' ^ 

(9) Determine die reqxMisibilities and relationships of all agencies involved. 

(10) Establish ooordinaiimi of mfonnaiimi for release. 

c. Once die Public Affairs Incident Response Plan is developed, the PAO should 
coordinate it with installation. Service, DoD, other Federal, local, state, and host 
government staff elements who may be involved in its execution. 

d. The Public Affairs Office should participate when combatting t er r ori sm 
exercises are co n d u cted. PA staff teaches all participants vdiat to expect and how to react in 
a real-life situation. Exercises also provide tte PAO an opportunify to solidify his position 
as part of the crisis management team and demonstrate how an effective PA operation can 
support the mission. 

e. PAOs must know what their organizaticms or units will do in respmise to a 
terrorist incident They must know the roles and responsibilities of the other involved 
governmental agencies and how these agencies interface. They must also know the 
ci r cnmstanc e s under which territorial resp<»sitnlities transfer fiom one agency to another. 
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The local PAO is die initial release authority. He and/or 
incident until it is detemnned to be a tenorist acL 



though ^local DoD Public Affairs Officer may be viewed as the 
n, the OASDCPA) is the sole spdeesperson for DoD whenever such forces are 
deployed. OASD(PA) will provide guidance xo die local PAO. Basic guidance covers the 
following situations. 
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d. The senior Service PAO will continue to serve as the release authority for 
infonnatioo about die Service-^>ecific invcdvement in die incident 

e. AUinfonnatkuiforreiease will be coordinated with an the agencies invtdved. 

6. Incident Management: PAO Objectives 

The major objectives of DoD Public Affairs Officers dealing with a terrorist 
incident and its immediate aftermath are as follows: 

a. Identifying and reporting temnist incidents as criminal acts unwordiy of public 

suppoTL 

b. Protecting information concerning possible reactions of law enforcement 
agencies. 

c. Providing accurate and timely information to the news media to minimize 
^leculatxHi and dispel the inevitable rumors that spread during any such situati^ 

d. Preventing the terrorists from using DoD assets to manipulate the media and 
adiieve their goal of massive publicity. 

e. Preventing members of the media from intcfrfering widi or influencing 
qieratioDS in re^xmse to the incident 

f . Preventing information about the preparation and deployment of Special 
Response Teams, Hostage Rescue Teams, or other DoD units being released through PA 
charmels. 

g. Ensuring, to the maximiim extent possible, that all official information 
originates from a single source, thereby reducing the possilnlity of conqiromising key 
information and of relea^g conflicting or inconsistem informatimt 

7. PAO Role in DoD Combatting Terrorism Program 

a. PuUic Affairs Officers can play a major role in ^ DoD Cornbatting Terrorism 
FxOgranL They are educators, making audiences within and outside DoD aware of the 
threat of t er r o r is m. They are communicators, explaining to DoD personnel, their 
dependents, and the communities in which DoD components are present, the measures 
taken to reduce their risk and vulnerability to terrorist attack. They are "pollstos," takiiig 
the pulse of die community and reporting back to the DoD components the concerns and 
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fears of the community generated by DoD presence and/or DoD activities in their 
communides and the risks of lenoiist attack that inay ensue. 


b. The challenge facing PAOs from the terrorist threat is great To succeed in 
their mi«inn, PAOs must exer cise constant vig ilance an d sen sirivitv to the needs of their 

audiences. 

~^aB^nf5mSo^lvaIiSle to the news media, PAOs must delicately 
ISSc^S? legidmaiB informadon requirements of their DoD and civilian audiences against 
the intelligence requirements of the texTorists. PAOs must cmistandy coordinate with other 
me m b er s of the installadon, acdvity, organizadon, or command staff. 

C. ACQUISITION AND DoD COMBATTING TERRORISM PROGRAMS 


1. No part of DoD is immune fipten the risk of terrorist attack. The vulnerability of 
the entire D6D system, from RDT&E labmatories, to ptoducdon facilides, to 

key transportadon routes, to logistic bases and supply points, are all potential targets 
waiting to be struck by one t error ist group or another. Furthermore, from the perspecdve 
of many terrorists, there is little difference between installadons or aedvides owned, 
operated, and manned by DoD civilian personnel, military personnel, or contractor 
persoimel. 



a. Key Assets Protection Program 


(1) E.O. 12656 (reference (ss)) requires that each U.S. Government 
department and agency assess the vulnerability of facilides critical to the nadonal defense. 
Not (mly must the program analyze facility vulnerability, it must develop plans to ensure 
the gn n tin ned operadon of cridcal facilides in dme of nadonal security emergency. The 
Federal Emergency Managonent Agency (FEMA) coordinates compliance by all Federal 
agencies, including the Department of Defense. 


(2) D6D Direedve 5160.54 (reference (bb)) implements the Execudve Order 
within the Department of Defense. KAPP sets forth a planning process that result in the 
development of military plans to support civil law enforcement efforts to physically secure 
certain facilides identified as "Key Assets." Key Assets are industrial and infrastructure 
facilities that are not owned by the Department of Defense, but are essendal for the 
Department of Defense in mohiliring , deploying and sastauiing military forces in a crias^ 



responsibUides to 


protect DoD-owned facilities. 
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(6) For purposes of physical security planning. Key Assets are divided into 

two classes: 

g Simple Assets, consisting of small facilities, few buildings, covering 
six acres of land or less; and 

b Complex Assets, consisting of large facilities, multiple buildings, and 
con^lex production paths. 

(7) The STARC staffs undertake vulnerability analyses of DoD Key Assets in 
their respective states with the assistance of personnel from the Defense Investigative 
Service and the Army Corps of Engineers as needed. DIS and Army Corps of Engineers 
undertake assessment of Ccunplex Assets; the STARCs tackle Simple Assets, obtaining 
Coips of Engineer review to ensure the completeness of vulnerability analysis scope. 

(8) The primary focus of these vulnerability analyses is the potential harm to 
Key Assets that might result from wartime sabotage. However, these assessments apply to 
peacetime terrcnist attacks against Key Assets. After all, the methods of attack, weapcxis of 
attack, and the degree of harm to the facility, its surrounding environment, and the ability 
of DoD to p erform missions and execute assigned functions might be equal from the 
perspective of a Cmnbatant Commander and his subordinate Service acquisition or logistics 
chain of Command. 

(9) The purpose of KAPP is to ensure continued operation of the Key Asset 
in the face of any tiuetu. STARC-prqMied physical security plans represent a major line of 
defense for DoD Key Assets in the event of an outbreak of domestic and/or international 
terrorism. Cooperation with private seaor and state or local govenunents is essential in 
order to obtain access to facilities or adjacent areas to ensure proper physical protection of 
DoD Key Assets. 

d. KAPP Crisis Response Capabilities 

(1) KAPP plaimers benefit from close working relations among the 
QNCFOR, military intelligence, and FBI intelligence staffs. As a result, KAPP receives 
threat informaticm mid participates in DoD terrorist threat wanting systems. 

(2) KAPP war plans can be implenwnted only on the order of the President or 
the Secretary of Defense in time of a declared national security emergency or war. The 
general physical security assessments and judgments of consequences resulting from an 
flttacic on a Key Asset d^eloped by each STARC are available to each Governor and his 
state's National Guard. This general information is provided to suppon state and local law 
enforcenient agencies should a Governor elea to implement selected KAPP plans on his or 
her own authority. If authorized by the President, specific plans could hasten the use of 
federal forces to respond to a Governor's request for federal assistance. Such assistance 
could be provided under terms of the DoD-DoJ MOU on military assistance in suppon of 
efforts to dcnttol civil disturbances. 

e. Antiterrorism Measures and DoD Industrial Security Practices 

(1) DoD contracting officers (COs) and their technical representatives 
(COTRs) should review the risk of terrorist attack on contraaor facilities, personnel, or 
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matMjei They should gi sn assess the consequences for the Department of Defense of such 
They should also consider the criticality of contractor facilities, personnel, 
mfltgrj gi, and s ty p oTting public and/oT commercial infrastructure. If their assessment leads 
to the conclusion that a mission critical or mission essential facility, perscm, or materiel 
exists, then strong consideration should be given to nominating the ficility to the DoD Key 
Assets List 

(2) In order to make more informed judgments, COs and COTRs are 
encouraged to discuss their ccmcems widi the Service Acquisition Executive or his 
designee, as repiesentaii^ responsible for pr e par a t ion and maintenance of 

die Qvil Industries list ^ ^ 


List, they should meet wid i the ctmtractars'lMiiajle 
nomination. 


to the D<^ Key Assets 
the rmnlications of this 




(4) of their fadlities being 

nominated to tire DoD Key Assets List is a report (describing the results of the 

physical security survey. Since die survey focuses predominantly cm levels of threat that 
exceed the current environment, most of die recommendaticms will be targeted towards 
remedies to problems anticipated in that extreme, stressful environment Some of the 
soluticms identified may have relevance err application in the near temt 




(5) Those DoD ccmtractors perfonning woric under terms of a DciD Industrial 
Securi^ Agreement are r eq uir ed to devel^ emergency plans to ensure premier protectiem of 
all classified informatiem, matetid, and equipment Contracting Officers and their COTRs 
should work closely widi the Defense Investigative Service to ensure that such plans are 
developed, testecL and refined. Those facilities vdiich are Key Asset List nominee and 
performing DoD work under a DoD Industrial Security Agreement should be examined 
with ^lecial care. 

f. Key Asset Protection Program and the DoD Combatting 
Terrorism Program 


(1) The DoD Key Asset Protection Program was conceived to heighten 
awareness and build plans to protea the defense industrial base from enemy special 
operatiems forces and saboteurs during times of war. The highly integrated, qiec i a lix e d 
economy oi the United States in general, and the DciD industrial base in particular, has 
increased the vulnerability of DoD to terrorist acts witiun die United States. Attacks on 
telephone networks, electric grids, highway, rail, and waterway facilities during a crisis 
could substantially limit the ability of DoD to move personnel and materiel. Attacks on 
DoD «^wtfactor faHiities could substantially affect the abiliqr of deployed forces to continue 
operations. 
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(2) KAPP therefore can play a vital role in preserving DoD's capabilities in 
the face of the tenroiist threat While KAPP is far from glaniorous, it is a small but 
ifnpnrtflfit fj ie gf in the DcJ>'s efforts to protect our forces in peacetime. In doing so, KAPP 
hel ps ensure no matter what missions are assigned by the National Command Authorities, 
the Department of Defense can deploy and sustain operations for the duration of the 
mission. 


D. OPERATIONS SECURITY AND DoD COMBATTING TERRORISM 
EFFORTS 



4. Tenoiists hold much of the initiative in tiieir attacks on DoD personnel, facilities, 
a nd asset s In large measure, DoD assets are fixed targets; they operate witiiin relatively 
predictable patterns described in terms of geography, time, and space. Specific targets 



This Handbook has tiierefore addressed specific measures 
rsigneti to rrusoai^the collection of detailed intelligence necessary and sufficient to 
trantiate a general intention to attack Ameri can targets into specific acts against DoD assets. 
The key rnc-mnTnenrfarinns stressed tinoughout are the foundation of combatting terrorism 
OPSEC for DoD personnel: 


a. Avoid routines. 


b. Be sensitive to dianges in the security atmo^here. 

c. Be prepared for unexpected events. 

6. This Handbook has identified a variety of measures that if iti^lemented will help 
Dcd^affiliated personnel avoid establishing routines. These measures range from practices 
at work, to practices in transit, to practices at home. 
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7. This Handbodc has described indicators of potential terrorist violence in the 
atmngp hgwK or env i m n ment around an installation. 

8. This Handbodc has outlined a wide variety of nseasuies that can be taken to ensure 
die ability of individuals and the DoD Components to respond to unexpected events. 

9. At the outset of Chapter 2, it was noted that terrorists in general, and the terrorist 
leadership cadre in particular, are not usually psychopaths, sociopaths, or "crazy." They 
are determined, highly motivated individuals prepared to einpby force and violence as tools 
to achieve their goals and objectives. In this respect, diey resemble adversary military 
xorcss. 
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WEAPONS OF MASS DESTRUCTION (WMD) 


10 M5’ 



WsTi-uction 
STANDARDS 31, 32, and 33. 


B. DEFINITIONS 

1. Biological Agent : A microorganism that causes disease in personnel, 

animals, or plants, or causes the deterioration of material. 


2. Chemical Agent : A chemical substance which is intended for use in 

military operations to kill, seriously injure, or incapacitate personnel through its 
physiological effects. 

3. Nuclear Weapon : A complete weapon assembly in its intended 

ultimate configuration which is capable of producing the intended nuclear 
reaction and release of energy. 


4. Radiological Material : Radioactive material usually found in research, 

industrial, or medical applications or radioactive waste from such operations. 

5. Toxin Agent : A poison formed as a specific secretion product in the 

metabolism of a plant or animal organism as distinguished from an inorganic 
poison. Such poisons can also be manufactured by synthetic processes. 

6. Weapons of Mass Destruction : Biological and chemical agents or 
material, plant and animal toxins, radiological material, and nuclear devices used 
as weapons against personnel, animals, plants, material, or facilities. 
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C. CHALLENGES 


1 . 

Previous^TOlRltiliis leg^aing wmu use locusea orr 
Sit Against warned and protected military personnel. The threat has 
expanded in recent years as terrorist organizations have grown in sophistication 
and now have the ability to acquire and employ WMD. This growing threat now 
means units must plan for the possible use of WMD against peacetime forces and 
noncombatants. In 1995, President Clinton signed Presidential Decision Directive 
39, U.S. Policy on Counterterrorism, underscoring the nations concern regarding 
possible terrorist use of WMD. In this document, the President states: 


The United States shall give the highest priority to developing 
effective capabilities to detect, prevent, defeat, and manage 
the consequences of nuclear, biological, or chemical (NBC) materials 
or weapons use by terrorists. 


2. Several recent events have demonstrated the reality of terr orist 
acquisition and employment of all types^f_WMI 



cases t. 


loilowing examples highlight a few 
lustrate the growing concern over terrorist use of WMD: 


a. Biological Agents: 


(1) The only documented use of a biological agent in the US 
occurred in Oregon in 1984. Two followers of the Rajneesh Bagwhan produced 
and dispensed salmonella bacterium in the salad bars of local restaurants for the 
purpose of impacting the outcome of a local election. A total of 715 people were 
infected and required treatment; fortunately no deaths were caused as a result of 
the attack. Had a more lethal agent been employed, the consequence would have 
been much more severe. The attack occurred without any advance indicators of 
the capability or intent of the cult to use such tactics. 

(2) In 1995, the FBI confiscated samples of plague bacteria from 
a white supremacist group. A member of the group posed as a researcher who 
requested and received three freeze dried samples of the plague from a 
commercial lab. The material was recovered by the FBI and the member was 
arrested and convicted. 
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b. Toxins; 


(1) In 1992, the FBI arrested four members of the Patriots Council, 
an anti-government group based in Minnesota, for manufacturing the toxin 
“ricin” from castor beans. The group intended to use ricin to kill a Deputy US 
Marshall who had served them with papers for tax violations. The members were 
the first persons convicted under the Biological Weapons Antiterrorism Act of 
1989. 

(2) In 1995, the Canadian Customs Service detained a US citizen 
attempting to enter Canada from Alaska. The Canadians confiscated 130 grams 
of a white powder later confirmed to be ricin. The individual was suspected of 
being affiliated with white supremacist groups operating in Arkansas. 

c. Chemical Agents: 

(1) The 1993 World Trade Center bombing may also have been an 
unsuccessful chemical attack. Traces of sodium cyanide were found in the van 
containing 1200 pounds of explosives. The terrorist group responsible for the 
bombing was very interested in chemical and biological weapons and possessed 
several manuals describing their manufacture and use. They had also threatened 
the Philippine government with a chemical attack in an effort to secure the 
release of jailed members in that country. 

(2) The 1995 Tokyo subway attack by the Aum Shinrikyo cult is the 
most well known example of a terrorist organization using WMD. Approximately 
ten liters of the non-persistent nerve agent Sarin were placed in vinyl bags on 
trains on three different subway lines and resulted in 12 fatalities and over 5000 
casualties. An important aspect of this attack is the unplanned and unprotected 
response by first responder personnel. A total of 1,364 firefighters responded to 
the attack and 135 were among the injured after becoming exposed to the agent, 
either directly or indirectly. 

d. Radiological Material: 

(1) In 1987, Brazilian thieves took a package containing Cesium 
137 and later abandoned the material. It took ten days to recover the radioactive 
material. Before the radioactive source could be found, a total of 244 victims 
were contaminated— resulting in 4 fatalities and 54 hospitalizations. These 
casualties were the result of inadvertent exposures. Had terrorists obtained the 
material and used it in a deliberate manner, the results would have been far more 
severe. 
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(2) In 1995, a Chechen insurgent leader threatened to turn Moscow 
into an eternal desert. The Chechen rebel planted a small amount of Cesium 137 
in a container in a Moscow park. The material was recovered and would have 
posed a significant hazard if it would have dispersed with an explosive charge. 

D. CONSIDERATIONS 

1. WMD Threat. As the previous examples demonstrate, the use of WMD 
has grown in number and lethality in the past 15 years. Many different types of 
groups and organizations have determined that acquiring and using WMD may 
further their cause. Para-military groups, antigovernment organizations, political 
splinter groups, religious cults, and terrorist orgeinizations have all attempted to 
use some type of WMD against US interests or those of our allies. 

2. WMD Planning Considerations. Existing military doctrine addresses 
the use of NBC weapons and their effects on personnel and facilities. Planning 
factors for battlefield use of these weapons may have direct application when 
planning for terrorist use of WMD. A list of current publications that address 
NBC weapons, their effects, and planning factors is at References. Table 20-1 
summarizes planning considerations in existing doctrinal publications on the use 
of nuclear, biological, and chemical weapons. Section H contains factors that 
address planning considerations for possible terrorist use of WMD. 
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Table 20 - 1 . Doctrinal NBC Planning Considerations 

3. Chemical Agents; The traditional categories of chemical agents includes: 
blister agents, nerve agents, blood agents, and choking/ respiratory agents. These 
agents have been studied extensively and their physical properties, medical 
effects and treatment, and employment options are well documented in military 
doctrinal publications. It is important to remember that most military planning 
concernjJarge_scale use of the weapons Mainst troops in a tactical environment 

lists some of the most common military chemical agents and their properties. 
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Table 20-2. Examples of Chemical Agents 

a. While much is known about these categories of chemical agents, 
terrorists are also capa ble of using a wide variety of industrial chemicals^nd_non_ 
standard agents^J|[||||||HH||HH[|H^^HmH^HH||^^^^^^^^^^^^H 


^^^^^H^^^^^^^^^^VTominlmize the uncertainty of these situations, a 
Soroug^assessmenRRhe range of possible threat agents and potential 
vulnerabilities is essential. 

b. For any type of chemical agent attack, procedures must be in place to 
allow for the rapid recognition and warning of the incident.. Unlike biological 
agents, chemical agent exposure generally results in the sudden onset of 
symptoms. Emergency response and medical personnel should be thoroughly 
trained in the recognition of symptoms and the treatment of agent casualties. 
Unless chemical agent detectors are in use prior to the attack, detection and 
identification of the agent will be done by first responders to the attack or while 
treating casualties at the scene. 
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4. Biological Agents: A major problem posed by biological weapons is the 

lag from employment to the time of detection. Most of the biological agents have 
an incubation period of one to seven days before the onset of symptoms. 
Potential agents such as anthrax, cholera, plague, tularemia, and viral 
hemorrhagic fevprs (Ebola virus, Lassa fever. Yellow fever, etc.) have delayed 
symptoms following initial exposure. The lag from use until detection has the 
potential to allow for widespread co ntaitiindtion and the diispersioh; of affected 
personnel across a very large area. 



b. Two key factors that help mitigate the effects of a potential biological 
agent attack are a comp rehensive vaccination policy and the active medical 
support program. “ 


ing tne tnreat irom indigenous diseases and establishing an active 

preventive medicine program. In contrast to naturally occurring diseases in 
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which incidence of the disease increase slowly over a period of weeks or months, 
a deliberate biological attack will peak in a few days. Timely identification and 
communication of the attack is essential in treating and controlling the disease 
and limiting the effect on personnel. 


cui dt udv^iv * 



c. Preventive medicine services will be in great demand jjpon t he onset 
of an attack. 

fpr^ntive medicihe spt 

dng safe food and wat^r sources and in determining when to use 
treatment, immunization, and other preventive measures. Preventive medicine 
personnel must be continually aware of the biological threat in the areas in order 
to update their data base on diseases, potential vectors, and the susceptibility of 
troops to diseases. 




ts^mecu^^I^^OTnnel 


5. Toxins: These agents are a relatively new threat I 

As with biological agent/ 

hue assistance inT3Snhfying and treating personnel that are exposed to 
toxin agents. Botulinum tdxin and ricin are two types of agents that ar e in the 
toxin categoi 
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a. Toxins are defined as any toxic substance of natural origin 
produced by animal, plant, or microbe. They are non-volatile and tend to be more 
toxic than chemical agents. For example, botulinum toxin is 15,000 times more 
lethal than nerve agent GB. Their lack of volatility means that they would not be 
a persistent battlefield threat and would not likely be spread by secondaiy or 
person- to- person exposures. 


b. For toxins, incapacitation, as well as lethality, must be considered. 
Several toxins cause significant illness at levels much lower than the level 
required for lethality and are militaril y significant in their ability to incapacitate 
jnilitary force and civilian populations, 



Table 20-4. Possible Toxin Agents 


Radiological Materials; 


luclea^^searcl^acilities, nudea^?acto^^nedicaW?sear3^nn^^^S^ 
centers, and constr uction eng ineering activities are all potential sources of 
radioactive material. ^ 

equipment to detect radiation is available to most units] 


Radiation, regardle^ol its intensity, h as the potent ia l to pfoauct , 
larmrarafects on unprotected personnel. Effects may be the result of external 
exposure to a radioactive source or inhalation or ingestion of radioactive particles. 
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7. Recent events have forced a greater awareness of the vulnerability of US 
personnel and facilities to attack from terrorist elements, both in the US and 
abroad. The suddenness and severity of the attacks has reinforced the need to 
anticipate and plan for the threat and consequence of terrorist attacks against US 
personnel. The remainder of this chapter addresses the standards to assist in the 
analysis, planning, crisis management, and consequence management of the 
possible use of WMD by terrorist organizations. 

E. Potential Threat of Terrorist Use of Weapons of Mass Destruction 
(Supports DoD Standard 30) 


1. The potentially devastating effects of terrorist use of WMD mandates 
orga nizations conduct a thorough analysis of the threat in their APR. 

unique aspects of the terrorist 
E^cquire ana employ WMD should be considered as a distinct element of 
the overall threat assessment. 


2. Combatant commanders should ensure an integrated collection and 
analysis program is established that draws detailed threat data from all available 
sources. The use of integrated terrorist threat estimates is discussed in Chapter 
6, para 6E. Deployed forces should also establish close relationships with 
diplomatic missions and supporting country teams within their AOR; they are an 
excellent source of information on the political and psychological background of 
local terrorist organizations. 

3. Collection plans should address the Essential Elements of Information 
(EEI) of the terrorist capability to acquire and use of WMD. EEI should be 
integrated into subordinate elements’ collection plans and reviewed as new or 
evolving threats emerge. The plan should consider terrorist threats from 
commercial, industrial and medical source material as well as the traditional 
military nuclear, biological and chemical weapons and agents. 


4. New or changing terrorist capability to acquire or employ WMD must be 
rapidly disseminated through command channels. Units should include 
procedures for immediate reporting of changing terrorist threats or actual use of 
WMD. Notification should be sent through chains of command, lines of authority, 
intelligence agencies and similar organizations. As appropriate, it must also be 
passed to diplomatic missions or local US authorities to assist them in their 
preparation and response for a potential incident. 
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F. Vulnerability Assessments for Terrorist Use of WMD (Supports DoD 

Standard #31) 

1. Organizations will assess the vulnerability of installations, facilities, and 
personnel in their AOR to terrorist use of WMD. Vulnerability assessments will 
be based on the threat assessments derived from DoD Standard #30 and on the 
principles of vulnerability assessments discussed in Chapter 6, para 6C. 

2. As a minimum, assessments should include information from 
intelligence, logistics, medical, physical security, facility engineering, 
meteorological, explosive ordnance disposal, and NBC staff elements. The entire 
range of potential terrorist WMD use should be considered when conducting 
assessments. As previously mentioned, threats from commercial chemical, 
biological, nuclear, and r adiological sources should be included as well as 

militaiy agents. 

a. Individual protective clothing and equipment, 

b. Collective protection equipment and facilities, 

c. Medical response and emergency services capability, 

d. Training of personnel, 

e. Physical security and protective barriers, 

f. Facility design and construction, 

g. Early warning and detection, 

h. Alarms and attack warning, 

i. Threat Intelligence, 

j. Sustainment operations and follow on support, 

k. Preventive medicine and vaccination programs, 

l. Storage of bulk hazardous material, and 

m. Explosive ordnance disposal response capability/ availability. 
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G. I Mitigation of Terrorist Use of WMD (Supports DoD Standard #32) 

I 1. Units will take appropriate measures to protect personnel and facilities 
and reduce their vulnerability to terrorist use of WMD. Mitigating the 
consequences of the actual terrorist use of a WMD is critical to reducing the loss 
of life and property. This includes actions taken prior to use as well as actions 
takbn subsequent to the attack. Actions may be physical improvements such as 
installing an integrated large area siren and warning system, or procedural 
improvements such as exercising and validating the WMD emergency response 
annex or plan. 

j _ ■ 

2. Commanders should develop a plan to address the threat a WMD and 
exercise the plan to determine effectiveness in mitigating the effects of an attack. 
In addition to providing crisis action and consequence management procedures, 
planning should include pre-attack measures and consideration for the collateral 
damage a WMD may have on adjacent facilities and surrounding communities. 
Plains should provide sufficient detail to permit organizations to rapidly recognize 

and respond to any terrorist event using WMD. 

i 

I 3. Chapter 15 contains detailed crisis planning and execution guidelines 
for! dealing with a terrorist incident. In addition to the items contained in Table 
2041, the following contains additional planning considerations that should be 
included in addressing terrorist use of WMD; 

' a. Commander’s estimate of the potential for use of WMD; 

This forms the basis for all facts and assumptions that drive the planning and 
preparation for any use of WMD by potential threat organizations. As such, the 
commander’s estimate is the cornerstone of any successful program and must be 
reviewed frequently to incorporate any new or emerging threats. 

i ■ ■ 

! b. Type/ number of threats; Accurate identification of the WMD 

thrieats posed by terrorist organizations provide a mechanism to determine the 
resources needed to counter the threat and respond effectively if they are used. 
Planners should also factor in the magnitude and diversity of the threats 
throughout an AO R. 

I c. Most likely/ most vulnerable 

^^mmcanor^o^h^nosnncel^an^vuineraDl^t^get^enable^nor^detailea 
planing, which then drives responsible organizations to improve security 
measures. Further, responsible organizations can take measures to improve the 
security for these areas. 

20-12 

FOR OFFICIAL USE ONLY 






medicine specialists and pathologists need to have a data base of naturally 
occurring diseases and procedures to quickly assess and identify suspicious 
illnesses and diseases. Antidotes and treatments for potential agents from 
commercial or industrial sources should be considered in the casualty 
management plan. Contaminated patient transport and contamination control 
measures should be incorporated into litter and ambulance operations. 

n. Evacuation routes and care centers: T|iere will always be a 
requirement to clear an area and provide orderly evacuation to safe areas when 
WMD is used. Evacuation routes, safe areas, and care centers should be 
identified during the planning process. Law enforcement and security personnel 
need to determine traffic control points to facilitate evacuation and prevent 
personnel from entering potentially contaminated areas. Copies of the routes and 
locations of care centers should be available to installation workers and residents. 

o. Public affairs: The demand for information from the public and 

the media will be intense at the onset of an event. Public affairs planning should 
include background information on the potential agents and materials that pose a 
threat. Basic information on the properties, effects, treatment, duration, and 
decontamination of likely threat agents should be included in the public affairs 
reference materials brought to the emergency operations center and joint 
information center. Rapid and accurate information on the hazard during the 
early stages of an event will assist in protecting civilians from hazard and foster 
confidence in DoD’s ability to safely manage the crisis. 

p. Crime scene procedures for agent material: Terrorist use of 

any WMD material is a criminal act. Local plans should include procedures to 
control a crime scene in a contaminated environment and provide for the recovery 
of evidence that may be hazardous. For domestic events, the FBI will be 
responsible for investigating the criminal incident. Law enforcement and security 
plans should provide procedures to facilitate the transition of responsibility when 
the FBI arrives on site. Overseas facilities should include similar procedures that 
are required under host nation or status of forces agreements. 

q. Follow on assistance: Any WMD event will generate the 
requirement for some form of external support or assistance. Plans should 
determine the type, amount and time frame for follow-on assistance. The logistics 
of managing a large contingent of extern^ support organizations has the potential 
of overwhelming the ability of the locsd commander to control its effective 
employment. 
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r. Hazard prediction: When an event occurs, there is an immediate 

need to predict the size of the potential hazard zone. Reports from first 
responders will contain the location of the incident site; but the initial estimate of 
the hazard area should be made by emergency operations center personnel. 
Procedures should be incorporated into emergency operations centers that allow 
for a quick initial hazard prediction and methods for its rapid dissemination. 
Detailed predictions can be made when more information is provided on the agent 
type and dissemination means. 

s. Meteorological support: As indicated above, hazard prediction 
must be done quickly. Current and reliable weather data is critical to providing 
accurate hazard predictions. Updated weather data should be routinely provided 
to emergency operations centers so that it is available at the onset of an event. 
Organizations providing data should be part of the planning process so they can 
develop weather products that support hazard prediction models or programs. 


t. Contamination control: Containing and limiting the spread of 

contamination is essential in reducing the effects of a WMD attack. Procedures 
for personnel responding to the attack site should inclu de methods that minimize 
their direct contact with contaminated material. 

')e 

Toutes. 



u. Decontamination and hot line operations: Decontamination 

procedures should be developed using the resources locally available. 
Decontaminating exposed personnel, first responders, and site work teams 
requires the rapid establishment of a decontamination site. Plans should 
consider the requirement to maintain decontamination operations for extended 
periods and the potentially large personnel and logistics need generated to 
support this type of operation. 


V. Sampling and analysis: Sampling will be required at the attack 

site and in the predicted hazard areas to establish the presence or absence of 
contamination. Plans should include procedures to determine sampling 
requirements and protocols for the collection of agent material. Analysis of 
samples may be done locally at the onset of an attack, but may be shipped off-site 
for confirmation or for detailed analysis if local facilities cannot identify the 
material. 

w. Monitoring operations: Monitoring plans should include 

procedures to employ detection equipment to known or suspected hazard 
locations. Detection equipment intended for military tactical level employment 
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does not detect agent concentrations that .are cO'ns^e^ed;,ha£ardQus by the EPA 
and the Occupational Safety and Health Adniinistration. Environmental and 
safety planners musb be aware of the hazardous materiaJ exposure Jimits for 
civilian populations- and understand the limitations of u;singvniilitaiy equipment 
to determine when areas are considered: free of contaminatipn> ^ ' 


X. ’ Reentry and remediation operations:^ , ,Prelimihai^ . planning 
should address the considerations for these operations; ,* Reentry^ includes actions 
required to permit personnel to safely enter an area following an attack. 
Remediation; includes actions to remove: all coutaimnj^tiqii#^ the site and 
restore the environment to its original condition. Both^ of , these prqcersses can 
potentially take several days to weeks tb eomplete. Extern-aJ support will probably 
be needed to ensure these tasks are properly accomphshedv , . - , _ , 

. 4. Training programs should provide- * a comptehensiye approach to 
meeting the needs identified in mitigation efforts. Actions required to reduce the 
vulnerability to attack and to respond as the result lof a* terrorist WMD incident 
involve many different tasks and levels of training. At a mihimum, training 
programs should; indude individual, first responder, functional, response, team. 


center training. 


H. 


Mitigation and ConsequexxceLMan Gilideli^e^^^ 


Planning For Terrorist Use of WMD 



1 . Pre-deployment and garrison operations,; 


a. Command) control, communicationiSi computers,* and 
. intelligence (C4I): , ; , 

Review and update operational plans ba^ed pniprobable threats. 


b. Active defense: . , . 

Gather intelligence on potential terrorist capability .» t ; 
Identify essential elements of enemy mformation ou terrorist . 
capability. - n ; : ij i 

c. Detection and Identification: 

(Gather meteorologicalidata for area .pf operutiQns. 

Gather intelligence regarding terroriiSt WM-DfCapabilities.- 3 - 
.Conduct refresher training on all destection equipment, . : 
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Identify threats that require laboratory analysis for identification. 
Develop specific identification techniques and acquire materials 
to conduct analysis. 

d. Hazard prediction, warning, and reporting: 

Conduct training for all personnel in the warning and reporting 
chain. 

Exercise the warning and reporting system and communications 
nets. 

Identify hazard prediction models and exercise procedures. 

e. Reconnaissance, survey, and monitoring: 

Develop sample collection, packaging, transportation, 
documentation, and analysis procedures. 

Conduct training for reconnaissance and survey teams. 

Identify laboratory locations to support agent identification. 

f. Individual Protection: 

Conduct training for individual defensive procedures and 
equipment use. 

Issue individual equipment as appropriate. 

Stockpile replacement items. 

g. Collective protection: 

Identify and quantify requirements. 

Conduct operational checks of on-hand equipment. 

Stockpile replacement items. 

h. Medical: 

Conduct medical threat analysis. 

Provide medical input to medical force development planning. 
Train in medical aspects of WMD defense. 

Review medical logistics support. 

Implement vaccination policy. 

Review individual procedures for hygiene in a contaminated 
environment. 

Review individual and collective procedures for general defense by 
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niedic^,, units ag^nst WMP . 
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i. Contamination control: 


Identify assets and rehearse procedures. 

j. Logistics: 

Review planning factors for operations in contaminated 
environment. 

Identify resources to support sustained operations in contaminated 
environment. 


Pre-attack procedures. 

a. C4I: 

Pre-plan for WMD event. 

Issue mission orders and directives. 

Activate WMD reporting chain. 

Order appropriate WMD protective actions and posture. 

Enforce counter-surveillance measures. 

Coordinate with local civilian or host nation governments. 

b. Active defense: 

Allocate resources to active defense mission. 

Monitor terrorist offensive actions. 

Disrupt terrorist planning cycle and C4I means. 

c. Detection and identiHcation: 

Conduct routine background analysis and periodic monitoring. 
Conduct refresher training for detector operators. 

Position detectors. 

d. Warning and reporting: 

Conduct refresher training in WMD warning and reporting. 
Initiate and maintain disease and non-battle injury reporting 
system. 
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Reconnaissance, survey, and monitoring: 

Position assets. 

Stockpile sample collection and transportation equipment. 

Stockpile agent identification equipment. 

Conduct routine sampling in accordance lAW the threat and 
detector capabilities. 

Individual protection: 

Implement unit standard operating procedures for WMD 
operations. 

Adopt protective level appropriate to the threat. 

Prepare to take additional protective measures when warned of 
possible or actual attack. 

Collective protection: 

Post sentries on entrance to collective protection shelters. 

Adopt increasingly defensive posture in line with threat level. 

Medical: 

Provide medical input to Commander’s estimate of the threat. 
Review and promulgate medical treatment protocols. 

Identify specialist medical teams. 

Contamination control: 

Identify water sources and decontamination solutions. 

Position equipment and supplies. 

Logistics: 

Confirm availability of equipment and supplies for operations in a 
contaminated environment. 

Identify host nation, federal, state, or local resources that may be 
available to augment unit assets. 
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3. Actions during attack. 

a. C4I: 

Transmit appropriate reports. 

Synthesize attack information. 

Notify local/ host nation government. 

b. Active defense: 

Disrupt terrorist delivery systems. 

c. Detection and identification: 

Collect samples. 

Coordinate and analyze intelligence, meteorological, medical, and 
detector system input. 

Prepare and forward samples to lab for further analysis and 
identification. 

Conduct downwind hazard analysis and disseminate predictions. 

d. Warning and reporting: 

Implement warning and reporting procedures. 

Report and forward evidence of attack to command, medical and 
law enforcement authorities. 

Make and disseminate alarm/ protective action decisions. 

e. Reconnaissance, survey and monitoring: 

Implement collection and survey plans. 

Collect any aerosol, environmental, plant/animal, and medical 
samples. 

Report results of field surveys and monitoring efforts. 

f. Individual protection: 

Implement appropriate protection for personnel. 

Implement evacuation plans for non-essential personnel and 
civilians. 

Provide resupply of expended items and contaminated equipment. 
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g. Collective protection: 

Activate collective protection shelters for key assets. 

Maintain strict control over access to collective protection shelters. 

h. Medical: 

Initiate treatment of contaminated casualties. 

Confirm detection system results. 

Characterize agents. 

Monitor outbreaks. 

Maintain integrity of medical collective protection. 

i. Contamination control: 

Determine extent of attack location. 

Control access to site and establish designated routes to and from 
the area. 

Have first responders attempt to provide hasty decon of the known 
hazard area. 

Implement decontamination plan. 

j. Logistics: 

Issue replacement items. 

Replace expended supplies and contaminated items. 

Post-attack actions. 

a. C4I: 

Assess result of terrorist attack. 

Assess terrorist intention for any further attacks. 

Ensure continued operation of WMD warning and reporting 
system. 

Update threat based on latest attack information. 

Order implementation of specific post-attack control measures. 
Identify resource and capability shortfalls. 

b. Active defense: 

Target any residual capability. 
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Execute appropriate militaiy response. 

c. Detection and identification: 

Relocate detectors to any predicted agent locations. 

Continue sampling and monitoring until agent levels are below 
permissible exposure levels. 

d. Warning and reporting: 

Disseminate decisions on protection, hazard avoidance, and 
countermeasures. 

Collect and forward casualty and disease reports. 

Continue to report unexplained illnesses or agent symptoms. 

e. Reconnaissance, survey and monitoring: 

Identify contaminated areas for environmental remediation. 
Continue to collect samples to verify initial results. 

Provide agent samples to law enforcement authorities. 

f. Individual protection: 

• Initiate controlled down dressing for protected personnel. 
Redistribute supplies of individual equipment. 

g. Collective protection: 

Decontaminate as necessary. 

Replace filters. 

h. Medical: 

Implement strict field hygiene measures. 

Review treatment protocols and agent symptoms. 

Characterize outbreaks. 

Deploy specialist teams. 

Institute quarantine as necessary. 

Document and treat casualties. 

Analyze and distribute medical intelligence. 

Ensure medical protective measures for follow-on support is 
complete. 
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Ensure safety of food and water supplies. 

i. Contamination Control: 

Restrict movements of personnel and equipment into the hazard 
zone. 

Establish multiple sites to speed the decontamination of personnel 
as appropriate. 

j. Logistics: 

Replenish contingency stocks. 

Reissue decontaminated equipment. 

Review accuracy of planning factors. 


I. SPECIFIC WMD REFERENCES 

1. Department of Defense: “Handbook of DoD Assets and Capabilities for 
Response to a Nuclear, Biological, or Chemical Incident” 

2. Joint: Joint Publication 3-11, “Joint Doctrine for Nuclear, Biological 
and Chemical (NBC) Defense” 

3. Multi-Service: 

a. FM 3-6 / AFM 105-7 / FMFM 7-1 IH “Field Behavior of Chemical 

Agents” 

b. FM 3-10-1 / NWP 18-1 AFM 355-4 / FMFM 7-1 1 “Chemical 
Weapons Employment” 

c. FM 8-285 / NAVMED P-541 / AFM 160-11 / “Treatment of Chemical 
Agent Casualties and Conventional Military Chemical Injuries” 

4. Army: 

a. FM 3-3, “Chemical and Biological Contamination Avoidance” 

b. FM3-3-1, “Nuclear Defense” 

c. FM 3-4, “NBC Protection” 
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d. FM 3-5, “NBC Decontamination” 

e. FM 3-7, “NBC Handbook” 


f. FM 3-100, “NBC Defense, Chemical Warfare, and Smoke and Flame 
Operations” 

g. FM 8-10, “Health Service Support in a Theater of Operations” 

h. FM 8-10-7, “Health Service Support in a Nuclear, Biological, and 
Chemical Environment” 

5. Navy 

a. NSTM, Chapter 070, “Shipboard Radiological Defense” 

b. NSTM, Chapter 470, “Shipboard BW/CW Defense and 
Countermeasures” 

c. NBC, “Warfare Defense Ashore” 

6. Marine 

a. MCWP 3-37.2, “NBC Protection” 

b. MCWP 3-37.3, “NBC Decontamination” 

c. MCWP 3-37, “MAGTF NBC Defense” 

d. MCWP 3-37. 2A, “Chemical and Biological Contamination Avoidance” 

e. MCWP 3-37. 2B, “Nuclear Contamination Avoidance” 

f. MCWP 3-37.4, “NBC Reconnaissance” 

7. Air Force 

a. AFR 355-1, “Disaster Preparedness and Planning Operations” 

b. AFR 355-3, “Air Force Personnel Shelter Programs” 

c. AFR 355-8, “Mission Oriented Protective Posture” 
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J. WEAPONS OF MASS DESTRUCTION CHAPTER SUMMARY 


The range of potential agents and 
pons includes previously known military sources and unconventional attacks 
using materials from industrial and medical sources. 

2. Existing doctrine provides useful information that assists in planning 
for defense against possible use of WMD by terrorists, 


units must expan 

eir planning process and actwely seek information on terrorist intent and 
capabilities in their AOR. 


iisllfil 


upporung s 

is essential in laentitymg procedures and resources necessary for detection, 
warning, and response to terrorist use of WMD. It is especially important for 
medical support staffs to be integrated into the planning process to establish 
medical support considerations for planning and conducting operations to 
mitigate the effect of WMD use. 
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APPENDIX A 


SELECTED TERRORIST INCIDENTS AGAINST DoD-AFFILIATED 
PERSONNEL AND INSTALLATIONS IN PUERTO RICO 
AND ABROAD, 1972-1991 


INTRODUCTION 


The following sammary of selected terrorist inddeots against DoD-affiliated personnel and 
installations was ; a epai ed from previously published Department of Defease, Department of State, and FBI 
summaries of domestic and intematkMial temxist incidents. This seminary is provided to illustrate the wide 
variety of to which D6D>aCfiliated personnel and fadlines may be sotyected. 

Date Event 

(Ycar*MoBtb*Da;) 


72-05 

74- 04 

75- 06 

75- 11 

76- 06 
76-12 


Red Army Faction members carried out 6 sqatate bombing attacks in which 1 was killed 
and 13 were injured at a U.S. ofGcen' club in Frankfurt; 3 were killed and 5 wounded in a 
blast at the U.S. Army European Conunand Headquarters in Heidelberg. 

Members of the New People's Army of the Philippines Cmnmunist Patty murdered three 
U.S. Naval personnel near Sude Bay Naval Base. 

Members of the Popular Struggle Fnmt kidnapped a U.S. Army colonel in Beirut and 
turned him over to the Popular Front for the Liberation of Palestine General Command 
after food was delivered to Palestinian refugee camps in BeiruL 

Members of the Greek terrorist ^up. Revolutionary Popular Struggle (ELA), fire- 
bombed the U.S. Air Force Commissary in Athens. 

Revolutionary C^iis members were credited with a bomb attack on U.S. Army V Corps 
Headquarters in Frankfurt, Germany, in which 16 personnel were injured. 

Members of the terrorist group. Revolutionary Cells, were blamed for a bomb a ttac k on 
the U.S. Air Face Officers' Club at Rhein Main Air Base. Seven personnel were injured 
in the blast 


78-01 

784)1-09 

78-01-25 

78-02-14 

78-02-18 

78-04-16 

78-05-31 

78-05-31 

78-09-16 

78-09-16 


A U.S. Air Force truck was bombed in Istanbul, Turkey. 

Cars belonging to two U.S. Navy personnel were firebombed in Nea Makri, Greece. 
During an ambush of a U.S. Air Force truck, an airman was wounded in the vicinity of 
Irinir, Turkey. 

Aiyiroximately 200 armed urban guerrillas attacked the U.S. Embassy and held U.S. 
Ambassada William B. Sullivan and 101 members of the Embassy staff for more than 2 
hours in Tehran, Iran. 

Car belonging to a school teacher at the DoD Dqrendent School was firebombed in 
Athens, Greece. 

A DoD communications facility was fired upon in the vicimty of Pirinciik, Turkey. 

A banb explosion damaged the U.S. Air Force transient family quarters in Ankara, 
Turkey. 

A bomb exploskm damaged a U.S. Army hotel in Wiesbaden, Germany. 

A man hurled two Molotov cocktails in front of the U.S. Marine Corps Headquarters at 
Camp Butler, Okinawa, Japan. The devices failed to deumate. 

A machine gun attack was made at dawn on the U.S. Embassy by the Popular Liberatian 
Forces in San Salvador, El Salvador. 
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Date 

(Ycar«Mooth 

78-10-15 

78-11-30 

78- 12-30 

79- 01-28 

79-01-30 

79-OT 

79-02-20 

79-02-28 

79-03-12 

79-04-12 

79-05-01 

79-05-11 

79-06-25 

79-07-25 

79-09-16 

79-10-30 

79-11-24 

79-12-03 

79- 12-14 

804)2-11 

80- 03 

8(M)3-12 


Event 

D*y) 

AU^. Air Force depot was attacked by machine-gun fire and robbed of weapons in Izmir, 
Tutkey. 

The apartment of a U^. militaiy member was bo m bed, resulting in the wounding of two 
personnel in Tehian, Iran. 

U.S. Army Team Rouse was robbed and burned in Mashad, Iran. 

A U.S. Air Force ofRcer was shot and wounded as he was returning to his home in 
Tefaian. Iran. 

NATO's Allied Forces Soutfaeni Command compound was firebo mb ed in Najto, Italy. 

Unknown people poured kerosene oo the rear ponioo of a U.S. Army officer’s Jeep 
Wagoneer pari^ in frooutf Us iesideaoe and set it on fire in Tefacan, IiaiL 

XJnidentified mdividnals fired fiom a passing car at die Izmir apartment a U.S. service- 
man attached to the Soodieast NATO Headq u arter s in Izmir, Turkey. 

Two U.S. Navy shore patrol vehicles were firebombed in Nairies, Italy. 

U.S. Air Force motor pool, the APO building, and the military exchange office were 
Aitnaged by an expksian and firebombing in Izmir, Turkey. 

Three men firing pistols fiom a stolen automobile killed a U.S. serviceman and 
wounded another before seeding off down a side street. The leftist TuddshPeopk's Lib- 
eradan, after spending 8 years unde rg ro un d, daimed credit for die attack in Izmir, Turkey. 

A bomb exfdoded at the Marine Security Guard Residence in Bogota. Colombia. Damage 
was extreme. Four U3. Marines and two Colombians were injured. 

A U.S. Army scddier was killed and two others were wounded by a madiinegun attack at a 
bus stop in Istanbul, Turkey. 

RAF members attempted to assas-sinate General Alexander Haig, Supreme Allied 
Commander. NATO, with a bomb concealed under a bridge in Oboorg, Belgium. The 
bomb ex|doded between General Haig's car and an escort vehicle. Two guards were 
wounded in the attack. 

Police aided a First of October Groqi of Anti-Fascist Resismnce (GRAPO) safebouse and 
found plans to kidnap or kfil a tu^-ianldng U.S. Ah’ For ce twicer in the Royal Oaks 
Military Housmg Community in Madrid. Spain. 

A U.S. Army soldier was wounded by an explosion at an Army barracks in West Beriin, 
Gennany. 

About 300 leftists employing small arms attempt to take over the U.S. Embassy 
located in San Salvador, El Salvador. Two U.S. Marine Guards were slightly wounded. 

A Puerto Rican terrorist group claimed credit for a night bmnbing at two Chicago. 
Illinois, militaiy recruiting offioK and the fkval Armory. No injuries were repotted. 

Two saikas were killed and 10 others injured when a U.S. Navy school bos carrying 13 
men and 5 women was by Puerto Ri^ terrorists at 6:45 a Jn. 

in the vicinity of S^ana Seca, Puerto Rica 

A U.S. Army soMiar and three D6D contractors were diot to death in an ambush near 
th#»ir suburban Istanbul, Turkey homes as they were arriving home from wok at the 
Cakmakli Military Base at 5:40 pjn. 

A U.S. Army officer's car was damaged by arson near Vicenz, Italy. 

Members of the terrorist group, Macheteros, fired on a U.S. Navy bus in Puerto Rico, 
killing two. 

A Puerto Rican Popular Army terrorist shot at a government car carrying three Army 
ROTC instructors in San Juan, Puerto Rico. Minor injuries were s usta in ed. 
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Event 


Date 

(YMr-Moslli 

8(M)4-16 

80^5-31 

80-07-31 

80D9-26 

80-l(M)4 

80-11-07 

80- 11-15 
80-11-22 

81- 01 

81-02-02 

81-03-15 

81-03-25 

81-04-12 

81-04-25 

81-06-17 

81-06 

81-08-06 

81-08-31 

81-09-01 

81-09-15 


Day) — 

Three Turkish terrorists shot and killed a U^. Navy chief petty officer and a Turkish 
friend as they left die petty officer’s ^rartment to get inio his vehicle in Istanbul, Turkey. 

The NATO Rod and Gun Club was damaged by an explosion in Izmir, Turkey. No in- 
juries were reported. The Revdutiooary Way claimed reqxmsibility. 

Unidentified terrorists fire-bombed the first floor apartment of an Air Fbrce staff sergeant 
Two bonitK were thrown. The second one struck the sergeant, causing second and third- 
d^reeburos. The attadc took place in Izmir, Turkey. 

Five U.S. Air Force members were amoig 213 persons injured by a bomb detonated at 
the Oktoberfest festival in Munidi, Germany. 

Two U.S. Naval personnel were among ten persons injured by bombs that exploded at six 
hotels and a theater in Manila, Philiqrpines. 

A pipe bomb, dirown over the perimeter fence, exploded on ite roof ofad^ engineering 

building at a U-S. military base in Ankara, Turfc^. No injuries were rqxvted. 

A U.S. Air Face member was killed while another escaped injury in a terrorist attack at a 

U.S. Air Force facility in the vicinity of Adana, Turkey. 

Two firebombs were thrown into a U.S. Army compound causing mina damage in 
Esslingen. Germany. 

Terrorists belonging to Macheteros destroyed ei^t aircraft and damaged two others in a 
carefully multiple bombing attack on the Puerto Rican Air National Guard 

airfield. Damage was estimated to be S40 million. 

Two incendiary devices were discovered inside two LOH-58 helicopters at the U.S. Army 
Airfield near Beudingen, West Germany. 

Three U.S. Marines were wounded in a rocket attack on an embassy vehicle in San Jose, 
Costa Rica. 

Puerto Rican National Guard soldier was wounded in an assassination attempt in Ponce, 
Puerto Rico. 

A U.S. military train on the Bremen-Hannover, West Germany, line was halted by a cable 

that bad been placed over the rail etectrification wiring. 

A U.S. Air Rjrce member was wounded by a lone gunman near the Incirlik, Turkey, Air 


A bomb at the NATO Arms Depot in Wahrcodahl, West Germany (17 miles soi^eatrf 

Hanover), exploded and caused tqiproximately $130,000 damage to a facility under 
cmiBniction. No injuries were icponed. 

Red Army Faction members bombed the U.S. Air Face headquarters in Ramstein, 
Germany, injuring 18 Americans and 2 Germans. 

Two, and possibility four, men armed with a utoma tic weapons cqiened fire on a U.S. Air 
Force pir^T *rock, but none of the truck's occupants was injured. The attack took place 
in the vidni^ of Malatya City, Turkey. 

A large car bomb exploded in the parking la at U.S. Air Force Europe Headquart^, 
Ramstein Air Base, West Germany, injuring twenty people, including two semor U.S. 


Air Force officers. 

Arsonists destroyed seven automobiles belonging to U.S. military personnel in an 
American housing complex in Wiesbaden, West Germany. No mjunes occurred. 


Red Army Factioi members credited with an attack on U.S. Army Emope^ 
rpfntn^nriing General Kroessen’s car with two RPG-7 grenades. The General and his wife 

were slightly injured. 
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Date 


‘Eveiit 


(Year«MoBlk*D«7) ' ■ 

81<09>23 Members of the tenorist groop, Lorenzo Zelaya Popular Revolutionary Forces (1*M(-LZ), 

amhugheri five members of a U^. Mobile Training Team; they also exploded a time 
tf o m b on the seccmd floor of the Honduran National Assembly building. 


81 - 10 ^ 

81-10-21 


8l-i*-2? 

81-124)7 

81- 12-17 

82- 01-18 
82-04-17 
82-05 
82-05-16 
82-05-21 
82-06-01 

82-07-02 

82-06-12 

82-104)9 

82-10-19 

82-10-31 

82-12-13 


Egyptian soldiers assassmaied Egyptian President Anwar Sadat as be was observing a 
parade outside Cairo, EgypL Three U.S. military ofliceis observing the parade were 
wounded. 

Two unidentifi ed persons, challenged by military police in the vicinity of military 
hftnging , qteoed fire on the MPs with a band gun. llte MPs returned fire and the indi- 
viduaisfled. No one was wounded. 

A military fftiirMimn was shot and wounded at Fort Buchanan near San Juan. Puerto 
Rico. 

Unidentified attackers threw a bomb through the window of the U.S. Army unit com- 
mander's office near West Germany. Only the detonator of the bomb (a fire 

extmguisber padced with exfdosives) exploded and mjuied two soldieis. 

Red Brigades members kidnaiqwd U.S. Army Brigadier General James Dozier fron his 
home in Verona, Italy. He was held fm 42 days until freed in a rescue operation by 
Italian counterterrcxist forces. 

Terimists belonging to the Lebanese Armed Revtdutionaiy Facdoo (LARF) murdered 
Assistant U.S. Army Aitadie, LTC Charles Ray, while he suxxl on a P^ sidewalk. 

An assistant U.S. Army was wounded by small arms fire as she drove in the 

vicinity of the Beirut, Lebanon, port area. 

Macheteios terrorists killed one sailor and wounded three others in an ambush outside a 
San Juan nightclub. 

One U.S. <aiinr was killed and three were wounded in an ambush by the Macheteros in 
the vicinity of San Joan, Puerto Rico. 

A bomb exploded at HeUenflcon Airbase, Greece, damaging the dairy inside fl>e base. 

No injuries were rqwned. 

Revolotkmary Cells m e m be rs were blamed for a bicycle bomb delivered to a U.S. Army 
<-^nninirari«w»g in FtankfuTL The bomb was detonated, but no casualties were 
lepuntnL 

A bomb exploded between two vans used by a computer data processing unit of the U.S. 
Army, but no injuries were reported. Revtdutioaary Cells claimed reqxnsibiliQr for the 
bomiring, sriiicfa took place in Fruikfurt, West Gorinaay. 

A bomb exploded in a U.S. military housing area in Frankfurt, West Germany, 
damagingacar. No injuries were rqxned. 

A device ex{Aoded under a van belonging to a U.S. Army soldier, destroying it arid 
iwhmr damage to four other vehicles and windows in an adjacent building in 
Pranktet, West Germany. 

An incendiary device damaged two cars in the U.S. military le as e d housing area in 
Frank^ West Germany. 

A bomb exploded in the Dulles Housing Area in Giessen, West Germany. The bomb, 
which had been placed under a vdiicle in the parking lot, damaged approximately 15 
vehicles and shattered windows in adjoining aparttnem buildings. There were no injuries. 

A fire extinguisher-type bomb attached to thecar aU.S. Army soldier exploded outside 
of Butzbach, West Germany. The scddier received second arid third degree burns and 
internal injuries. 
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Event 


Date 

(Ycar>Moalli< 

8242-14 


82- 12-15 
82-12-28 

83- 04 

83-10 

83- 11 

84- 02 

84-06 

84-12 

84-12 

84- 12 

85- 01 

85-01 

85-01 

85-06 

85-08 

85- 11 

86- 04 
86-05 




A U£. i^y soldier ataed his car and discovered a fire eaingiiisher-type bomb hrfiinH 
the dnv^s seat in tte vicinity of Fechenheim. West GermSST^^^^ which 
contained approximately 4 lb of explosives connected to a pressure fuse, did not 

o»,“*ering his car near Cambrat Fritsch Kaserne. near 
^annstadi. West Gennany« when he a bomb. 

osS! ^ ^ 

]^»llah members committed a suidde car bomb attack on the U.S. Embassy in BeiruL 

acknowledged by Islamic Jihad. Fbtty-nine persons ^iSl^^ 
explosives into the U.S. and French military 

** ■ ’ Nowmber sasinwl Nwy Cvoin G«<xe Tames end his 
^^^^^J'gsponsibility for the assassination of Leamon Hunt, Director 

^ credit for a four-round mortar 

att^ on NATO sltoian Atlantic Coiiiinand Headquarters near Lisbon. A car and several 
buildmgs were damaged in the ana±. ‘-«««*- « h-u ama several 

5125^ office^ding was bombed in Duesseldorf. Members of the Terrorist 
Groq). Revolutkmary Ce l ls, were tbonght to be reqionstble. 

COTbatmt Cotnmmm Cells members claim leqnnsibility for bmnbing at NATO sup- 
pwt^ility m suburban Brussels in which two American military policemen wm 

^ <^-25) fired three mortar rounds at 

NATO ships nnchofcd m Lisbon harbor. None were hiL 

Red Army lection Members firdxxnbed the U.S. airfield at Heidelberg. 
Hizbal^teno^hyacked TWA flight 847 en route US.Navy 

divCT, OfSca Rt^ Stethem, was murdered by the hijackers. 39 U.S. citizens 
were held hostage m Bemii for 17 days. 

^ A^ Factioo claimed responsibility for a car bomb detonated at Rhein Main Air 
1^. The bomb killed two and injured 17. In addition, the terrorists killed an off-duty 
U.S. serviMtnan the night before the attack and used his military identification to eain 
access to the base. 

Nbdwerw clmmed responsibiUty for an attack on a U.S. Army recruiting officer in an 
ambnsb whue he was on his way to work. 

Red^^ Faction was credited with a bomb attack on the NATO fuel pipeline near 

Army Faction was blamed for an attack on a U.S. military fuel pumping g ario n In 
additxm to the damage to dm pumping station, the bomb destroyed two fuel trucks and 
uuuaied a fire that consumed more than 1000 gallons of fuel. 
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Date ' Event 

(Ycar-MoBth'Day) • 

86>10 Explosives were discovered at several military and military-related facilities tbrougbout 

Puoto Rko. 

86-11 Macbeteros members were believed responsible for a bomb discovered in the National 

Guard Building in Old San Juan. Puerto Rica 

86-12 Macfaeterostenorists were believed to be response for a bomb that destroyed a vehicle 

in the National Guard Center at Yauco, Puerto Rica 

Members of the Greek tenorist group. Revolutionary Popular Struggle (ELA), fire- 
bombed the UJ5. Air Force Cmnmissary in Athens. 

Terrorists belonging to the New People's Army (NPA) murdered two American 
servicemen, an American retiree, and a Hlqnno bystander outside Clark Air Base in the 
PhilipinDes. 

Hfahatiah members kidnaiqred United Nations Military Observer lx Ctd. Richard 
Higgins, USMC. b July, 1989, Higgins videotqted remains were aired; his remains 
were returned to the United States in 1991. 

Japanese Red Army members were held responsiUe for a bomb that was placed in front of 
the U.S. servicemen's club in Naples, Italy. The bomb blast killed five people, in- 
cluding a U.S. servicewoman. Two JRA members were the main suspects in the 
bombing that coincided with the anniversary of the U;S. raid on Libya in 19^. 

A bus carrying U.S. miliary personnel near Comayag^ Honduras, was hit by a bmnb 
blast, injuring three U.S. military and two Honduran civilians. The Morazanist Patriotic 
front (ITM) claimed respcas i bilit y . 

An im p rov ise d exidosive device drionated early in the moniing at the Puerto Rico Amy 
National Guard Recruitmem Center, in Bayamoa The explosive device bad been placed 
in the freot doorjamb. The blast caused damaged to the exterior of the building, shat- 
tering a plate glass window and door. No injuries or loss of life occurred. EPB- 
Macbeieros claimed tespoosibiliQr. 

The New Peo|de's Army kOled two U3. civilian Department of Defense contractors in 
their vehicle north of C^ Air Base, apparently timed to coincide with the arrival of the 
U.S. Presideat in Manila, Phil^phies. 

Revolutionary Popular Struggle firebombed three cars belonging to U.S. Air Force 
personnel in Athens, Greeca The next day, an incendiary device was found under another 
airman's car. - - 

90-02 The anticapitalist Antiesablidunem Struggle Organizatioo claimed respo n sibility for the 

firebombing of a U.S. Air Force vehicle in Patras, Greeca 

904G-Q2 An unideniified assailant threw a grenade into the My Place nightclub in Panama Qty, 

Panama. One U.S. stddier was killed; several others were injured. An eyewitness re- 
potted that die suqiea shouted "Viva Noriega' before throwing the device and then es- 
caping in a nearby vehicia Responsibility for the attack was claimed by two previously 
unknown grtaqs. The Organization for the Liberaiiao of Panama and the M-20. Both 
gtoq» were believed to be comprised of Norie^ loydists. 

90-03-31 A bus carrying 28 off-duty U.S. Air Force person ne l was attacked by unidentified gunmen 

in the vicinity of Amaneca, Honduras. Seven airmen were wounded in the ambush, two 
of whom required hospitalizadon in Tegucigalpa. The troops, who were assigned to Soto 
Cano Air Basa were attacked as they returned from a recreational outing at the port city of 
Tela. Respon^ility for the a«wrir was later claimed by the Morazanist Front for the 
Liberation of Honduras (FMLH). 

9DOS-13 The New Pecqile's Army, die military wing of the Co mm u ni t y p^ of the Philippines 

was responsible for the ^ying (tf two U.S. airmen near Clark Air Base and may have 
been respmiable for the assassmadon of a Marine sergeantearlier in the month. 


87-00 

87- lc 

88 - 02 

88- 04 

89- 02-19 
89-06-19 

89-09-26 

89-10-22 
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Event 


Date 

(Ycmr-MoBth 

9(W)5-27 

90-10-18 

90-11-03 

90- 11-10 

91- 01-02 

91-01-04 

91-01-13 

91-01-20 

91-01-21 

91-01-21 

91-01-29 

91-01-29 

91-02-07 


. . 

On May 27, 1990, an unknown number of individuals cut through a chain-link fence 
suirounding the Puerto Rican Army National Guard (PRANG) compound at Mayaguez, 
Puerto Rico. They set fire to two PRANG trucks, which resulted in the of 

one vehicle and considerable damage to the other. No claims of reqxmsibility were "»qa. 

Radicals threw more than 50 firebombs at the rear door of a U.S. Army office in Seoul, 
causing minor damage. 


Six U.S. crewmen from the U.S.S. Saratoga were attacked by 12-14 smdents from the 
T«hnical University who were armed with sticks and clubs. One crewman was iqxBted 
injised. The only identifiable wad qnken by the aitackere was "Saratoga.” Acconlingio 
press iqxats, the anackm bamed a cardboard Amencan flag and shouted "damn American 

inqjaialism." 


At lltSO pm., a bomb went off outside a restaurant in Vma Del Mar, Chile, injuring 
eight people including 3 personnel from the U.S.S. Abraham Lincoln. Responsibility 
fa the incident was claimed by the Manuel Rodriguez Patriotic Front (FPMR). 

At approximately 6 pm., five to six youths threw two bottles at a Turkish bus trans- 
porting U.S. naval persomel from the Guzel b a che dock to Izmir, Turkey. At the time of 
the a tt ac k , the aircraft carrier U.S.S. Kennedy and the cruiser U.S.S. Gates were in pot 
The following day, leaflets were found in the parking lot of an ^artment building 
occupied priinarily by U.S. military personnel, as well as on the windshield of some 10 
cars (with foeign civilian license plates) parked in the loL The leaflets read; "Yankee go 
hone, condemn American Imperialism,” and were signed by a heretofore unloiown grotm 
called Socialist Youth. 


Two U.S. crewmen, Lt. Col. David Pickett and crew chief PFC Earnest Dawson, were 
executed after their helicopter was downed by Farsbundo Marti National Liberation'^ont 
(FMLN) militants m Canton SjUi Francisco, El Salvada. A third American, Chief 
Warrant Officer Daniel Scott, died of injuries he received when the helicopter was shot 
dowa 


FMLN guerrillas fired upon a team of American military personnel in Caiuon San 
Bandsco, El Salvada, who were investigating the deaths of the three U.S. 'airmen lost in 
the January 2 downing of a U3. aircraft. 

M unknown individual poured flammable liquid on the rear of a car owned by a U.S. 
citizen at Incirlik Air Bas^ Adana, Turkey, and set it on fire. 

A mdoiov c ocktail wras thrown onto the street ot an American housing area in Osterholz- 
Scharmbeck, Germany. No damage a injuries occurred. 

An incendiary device was placed inside the car of an American soldier in Luebberstedt, 
Germany. The car was parked in an American housing complex at the time. Only mina 
damage and no injuries occurred. 

The U.S. Military Traffic Management Command Oopost (MTM(2) in Istanbul. Turkey, 
was severely dainaged following detooaiioo of a bomb. 

A bomb exploded outside the U.S. military's engineering warehouse in Izmir. Turkey, 
causing extensive damage to a number of cars, one of which belonged to a U.S. 
serviceman. 

Unknown individuals poured flammable liquid on three vehicles owned by U.S. military 
posonnei, in Ankara, Turkey, casing extensive damage to two of the three cars and mina 
damage to the third. 

Dev Sol sha and killed a U.S. civilian concracta Bobbie Mozelle, as he was getting into 
his car to travel to work at Indrlik Air Base in Adana, Turkey. 
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Date Event 

(Ytar*MMtli*Day) — — 

91-02-16 Terrorist members of the Manuel Rodriguez Patriotic Fiont/Dissidents (FPMR/D) 
attarWwt an annoRd U.S. Embassy van with a light antitank weapoi (LAW) and auto- 
matic weapons fire in Santiago. Chile. A U.S. Embassy Marine security gu^ was in- 
jured by flying nexiglass from the van. 

91-02-21 A b«nb exploded on the U.S.-Spanish pipeline near Cordoba. Spain. The pipeline sap- 

pons U.S. Air Face opeiatioas at Mcnan Zairagoza and Toiejon Air Base. The expio- 

^rm mnvir damagp. qq injUliCS. 

91-02-23 Cbukaktt-ha a U3. Navy housing compound in Yokohama, Japan, with pro- 

ranging mtimr li atnagp. 

9I-\i2-27 Three cars h^inwging lo American personnel assig n ed to San Vito Dei Noimani Air Base 
near Brindisi. Italy, were set afire. The cars were paiked in a residential area where many 
of the base persomiel live. AU the ears had U.S. Fanes' registiaiion license plates. 

91-02-28 Two Dev Sol gunmen shot and wounded a U.S. Air Force t^ficer as he entered his 
readenoe in Izir^. Tutkey. 

91-03-12 U.S. Air Force Sergeant Rtnald Odell Stewan was killed by a remote control bomb 
detonated at the entrance his apartmem building in Athens, Greece. TheRevolutionaiy 
Organization 17 November claimed the attack was in reqxmse to "the genocide of 13.000 
frat^" 

91-03-22 Three members of Dev Sol assassinated John Gandy, a U.S. civilian omuactor. in his 
IstanbuL Tutkey. office. 

91-03-28 Three U.S. Marines were shot at and injured by an Arab individoal while driving near 

Camp Three, Jul^ Saudi Arabia. 

91-04-13 An estimated 100 students from neaibyDanknk University attempt^ to block the road in 

front of Hannam Viallage, a U.S. miUtary resideiuial ctmipound, in SeouL Korea. The 
snidents scattered anti-U.S. leaflets and threw firdMobs before being dispersed by police. 

91-04-25 About SO radical students attarkfifl the two-story U.S. Army Engineeriog Corps building 

in downtown Seoul, Korea. 

91-05-04 A small gioq> of smdeats staged several random anti-U.S. attacks outside the Lotte Hotel 

in SeouL South Korea, where a U.S. military grcNV was bedding a social gathering Sm- 
dents us^ rocks lo break windows of a U.S. miliiaiy vehide that was apinoachtng the 
hoieL injuring the driver. Other U.S. military persomiel were physically accosted. Two 
U.S. military buses waiting in the parking lots meurred broken windows during die 

91-QS-17 An estiinated 400 students threw firebombs toward Hannam Village, a U.S. military 
housing compound in dowiuown SeouL Korea. 

91-06-05 Six U.S. military instructors training OdomlHan marines on diree Bost Whaler craft on 

the Magtetoa and Sogonwso Rivers. Colom bi a, came under hostile fire. 

91-06-18 An explosive device was d iscover ed about IS feet from the side of an apartment building 

in Lima. Pern, bousing both the chief of the U.S. Embassy's Milit^ A s s is ta n ce 
Advmory Groiq>(MAAG) and the MAAC’s senior U.S. Army lepresemative. Thedevice 
of five kilograms ofanfo and 500 grams of dynamite. 

91-10-28 U.S. Air Force Staff Sergeant Victor Marvick was killed and his wife was injured when a 

bomb {daced undetneath their pidog) truck exploded near Ankara. Turkey. 
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Event 


Date 

(Year • M ob til • Da 7 ) 

9I-12-06 ’ -^Unknown individuals threw moloidv cocktails at^a building that houses U^. militar y 

personnel and their families' in' Ansbach, Cermanyi; iMinor^damage and no injuries 
occurred in the aitack : v-: . . , ■ > 

91-12-06 A fffivately owited vehicle of a U.S. Naval officer waS' ^ abl^ anb destroyed during the 

early nusriiing hours while parked’ht the officer's residence bn the. Yokosuka Naval Base, 
-Japan.; 

91-10-28 Two car bombings killed a U.S. Air Force stream and severely wounded an Egyptian 

diplomat in Turk^;., Turkish Islamic Jihad claimed responsihili^n 

91-10-29 A rocket struck the edge of the Ujf Embassy ih‘ Beii^ ^lLe^ There were no 

' injuries. 

91-12-22 The remains of Ammc^ hbstage ^ William^Ri Higiguis were recovered and flown 
back to’the United StathsTor bunal^kQuarmM Cemetery. 
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APPENDIX B 


DoD COMBATTING TERRORISM-RELATED ISSUANCES 


A. GENERAL 



' Agency, or CINC documents containing specific implementation measures ^ipn^riaie for each Dob 
component or activity. TbefoUowing table identifies key DoD issuances which direct, r^ulaie, or provide 
siqiplemeotary guiduce bearing on the organization, development, formulation, implementation, and 
oveisiglit of activities conqtristng die DoD Caballing Terraism Program. 

B. TABLE NOTES 


1. The following comments are intended to aid inteipretatitH) of the table. 

2. Column 1, Prefix, identifies any administration control or security marking sp[died to the DoD 
docu men t ideotified by unclass^d title. The following scheme is used: 

O OEBdal Use Only . 

C Confidential 

S Secret 

3. Column 2, Number, identifies the DoD documenL Numbers followed by (D) are DoD Directives; 
all other issuances are either DoD Instructions m DoD Publications. 

4. Column 3. Subject, is self-evideoL - -- - 

5. Column 4, Date, is the publicatitm date listed in the annual index to DoD issuances. DoD 
S02S.1-I (reference (uu)). 

6. Column S lists the Office Symbol and commercial telephone number for DoD Action Officers 
assi gn ed to each DoD issuance. The following Offices and their related Office Symbols are found in the 
Table B-1. 

7. Column 6, AT Relevance, is a brief description of material included in the DoD issuance of 
potential interest to AT program participants. 
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8. Tbe DoD issuances generally fall into six twoad categwies: 

a. DoD Personnel, including directives bearing on the assignment, training, and support of 
individuals assigned to high*risk billets or potential high physical threat countries; 

b. International Policy, including adherence to and training with respect to the international 
conventions goveniing the conduct of military institutions in war, 

c. Secnrity, including inftamation securi^, physical security of DoD facilities, arms and 
ammnnitian of all categories, and DoD'relaiBd industrial infiastructure; 

d Intelligence, including iimitarinn« and procedures governing the collectioa, storage, and 
dissemination of mfonnarion. especially on American persons in COMUS or abroad; 

e. Law Enforcemnt, indnding use Ot military resources to assist in the enforcement of 
local, state, and federal statutes; use ctf selected investigative tools, initiation of criminal investigations, 
estaUishment of jurisdictioo by tbe Department of Justice in certain criminal matters arising on DoD 
instaQaiians, and the use of force or deadly force by DoD security personnel; and 


f. Pnblk Affairs, indnding general responsibilities Of CINCs for public aflirirs activities, 
specific public affairs guidance on selected topics, and support by DoD public aSurs officers to news media 
representatives. 
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Number 



0«t» Action 
Offieo A 
Phono 


AT Rolovaneo 


Victim and Witnou Aosisaneo witfi 
Change 1 


Training and Education lytoasiaos 
Nocoasary to Support tfw Coda of 
Conduct with Change 1 


Depanmont of Dafertao Oeportdana 
Schoola (GOODS) wito Changes 1-4 


1400^ (0) lOoO Policy lor Civilian Personnei 


1400.6 (D) OoD Civiltan Employees in Oversaas 
Areas 


2000.12 (D)|DoO Combaoing Tenonsm Progrvn 


0- 2000.1 2-H TProtecbon of DoQ Peraonnel Against Pending 
T*wist AOS 


302S.1 (0) Use of Military Resources During | 23 May 

Peaoatinie CivI E mergen ci es WHhin toe 
United Slates, bs Territories, and 
Possessions 





employment of MOitaryReouroes in Oie 19 Aug USOP 
Event of Civ0 Oisturtmees (reprint) 71 (703) 

697-5454 


3025.13 (0) Empk^ment of Department of Defense 13 Sep " 

Resources in Support of toe United 85 (703) 

Stoles Secret Servioe 697-3133 


ObiigeiMns of OoO to etd wonesaes to 
and victims of eriminei eeti including 


Traintog lequtremomi end opieoives for 
DoD personnel on behavior while 
confined by terrorists. 


EiiQihility requiremento to use DODDS. 
instrueboneJ stonderds, required teacher 
training. 


DoD eKpe c taPona of civitian employees: 
DoD obligations to dviiian employees 


Assignment of DoO civiiian personnel; 
potential impact on assignment to high 
risk bifleti or high risk eas. 


Basic directive outftnmg OoD anti 
tarrorism polidas and responsibilities. 


Pfowdes background matariai on stops to 
enhanoa toe security of DoD personnel 
and dependents against terrorist threats. 


Implementation of Posse Comitatus 
Stotuto: describes and fimito us# of 
military resources to aid locai law 
enforoament activities. 


OuSines uses and itmies of miiitaiy 
forcas to protect DoD property and 
personnel in the event of dvil 
disturbarioes 


Implememation of DoD-Secret Serwet 
MOU for protection of toe President and 
other U.S. arnlfor foreign dignitohes in 
theU.S. 
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Number 


Subject 


Dal# Aetlen 
Offle# 4 
Flien# 



OoO R#tpona# to Improviaad Nudaar 
D#«ioo (MO) mcidMa 


3224^ (0) Pfiyaical Sacuhty Equipmont (PSE): 
Asoignmant oi n # tpo niibgiy tor 
R#a##fch. Oavotopmont, Taatino. 
Evaluation. Proaraiwnt Deptoymtm 
and Support 


24 Mar A£ 
a? (703) 

695-7936 


17Pdb USOA 
(703) 
695-9536 


S- 3315.1 



Coot dina dof i and Raportino of Fdra i gn 
InioliQonc# and Inioflioonoo-Rolaiid 
Conacta and Arranoomoftti (U) 




Outtinao DoO ratpo nt a a to nuetoor 
tarroriit irtddant 


Idandlias OoO oroarazaPont nvotood m 
R0T4E. aequaition aftorti lalaiid to 
physieaJ oaeurity aquipmant usad in AT 
programs. 


23Mar C31 
64 (703) 

697-3959 



C. 14500.51 


Ovaraaas Araas E»mpc From Prohibition 
on Shipinant of T oiaig n Marta 
Privatoly-Oamad VohiGtos at Gova mm ont 
ozpansa with Chango i 


DoO NorvAcbeal Armorad Vahoa 
Policy (U) 


I 


|4May 87 


FMAP 

(703) 

693-1068 


C- 5030.43 Signitant Military Exarcisas (U) wito 
Changas2and3 


intaUiganca Poliey 


Poliey lalavaitt to ISO of intfgwwui 
vah i das by DoO parsormai in high risk 
billats or potantiai high physical toraat 
eountrias 



26 Mar USOP 
70 (703) 

614-4660 


ISaa documant tor OataiU. 




Coordinabon of Significant Litigation and 22 Aug 
Othar Manors Involving tha Dapa r tmam 88 
of Justeo 


OoO Rasponaa to an Aoetoant or 
Significant bicidant Involving Rac 


S100.52-M Nudaar Weapon Ac 
Proeoduras (NARP) 


Aeddam Rasponaa 



Physcal Security 
Changa 1 


Review Board wrth 



Coordinabon wito OOJ on aftormath of 
torrorist inddanta, prosecutions of 
parpaaator s . and OoD support to OoJ. 


DoO rasponaa to torrorist inddantm 


or art actually involvad: Pubic Aflairs 
guidanoa indydad. 


Oudinoo ipMifie prooaduras to ba 
toltowad in aia avant of a nudaar weapon 
ae ddant; proeoduras may ba usad in the 
avant that a weapon is target of terrorist 
attack. 


Chartor of DoO Phystod Seasdy Review 
Board; rasportsibStias tor technology 
supporbva of AT efforts outlined. 
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Action 
Olfleo 4 
Phone 


AT ReUvaneo 


P 

I 

P 

I 

P 

P 

P 

P 

P 

I 


5100.77 (0)|0o0 Uw of War Prognm 



5100.75-M Phyaioi Socuriiy of Sonailive 

Con¥oni»onai Anna, Ammunitiona, and 
Expioaivoa Chanpoa 3 and 4 


5100.78 (Dm United Statea Pon Security Program 


F0&63 C31 
(703) 
697S568 




C3I 

(703) 

697-7541 


5105.35 (D) ReaponsiOilitioa of Unified and Specified 7 May 65 PA 
Co mmand a in Public Affaira Manors with (703) 

Change 1 697-12S4 


5148.11 (D) Aasiaam to the Secretary of Defense 20 Jul 
(Imeliigence Oeeraight) with Changes 1 89 

and 2 



5160.54 (D)|DoD Key Asaeo Protection Program 
(KAPP) 


5160.54-R Industrial Fadlitiea Proieeaon Regulation 
Changes 1 and 2 


26 Jun USDP 
89 (703) 

697-5491 


Mv77 USDP 
(703) 
697-5454 


5200.1 (D) DoO informabon Security Program with 
Change i 


5200.24 (D) Intereepaon of Wire and Oral 

Co mmuni catiena lor Law Enfooement 
Purposes wim Char>gea 1-3 


7 Jun 82 C31 
(703) 
695-2686 


|3 Apr 78 C3I 
(703) 
697-9586 


5200^7 (D) Aoqmaitien of I n for ma tion Concerning 7 Jan 80 IG 

Persons and Organizatiom Not Affiliated (703) 

with the Department of Defense 614-8163 


Intematienal legal protectiena for 
norv<embatants oufiined indudtng 
non-Gombatams who may have 
oommitlid dvii Crimea against 
American personnel. 


Provides specific techniques to harden 
weapons and ammurtition storage 
facilities against attack; techniques 
have applicatiens to other fadtibes and 
defense against terrorists. 


Funcbonal requirements for AT 
capabilities in U.S. Ports used by the 
Department of Defense 


Publie Affairs responsibilities assigned 
to CtNCs. 


Oudirws inteUigenoe oversight 
resportsibilfties including collection and 
re p ort ing touching upon AT and related 
matters. 


Dtreca use of DoD assets to plan 
protection for assets not owned by the 
Department of Defense but ehtIcaJ to the 
Department of Defense's operational 
and logistic requirements. 


Ouflines requifemems to protect 
industrial faciities of significance to 
OoD: provides measures to be used 
against variety of attacks . 


Basic efassficaaon gvsdanoe; establishes 
policy governing protection of nafionaJ 
security information. 


Oudmes dreumstanoes ur>der which 
ele c tronic surveiMenee and telephone 
surveilance may be used in AT 
investigations. 


Outlines procedures urtoer which 
coUectien of information on American 
citaens is authorized. 
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Number 


8ubJ#el 


0«t« Action 
Office 4 
Phene 


AT Relevance 


5200A (0) Sacuritjf of OoO InMtattom 


S200^R IPhysaGil Security Progi m 


Security Policy for ProieetinQ Nudeer 
WeMiv 


5210.46 (0)IDoO Buiidino Seewity for the NaOonoi 28 Jvt DAAM 

Capital Region 82 (703) 

695-5052 




5210.56 (D) Use of Deadly Fores and me CarryinQ 25 Feb C3I 
of R f oanns by DoO Personnel Enoagsd 82 (703) 

in Lee Enforceme n t and Security Duties 697-5568 


Basic roquiremefm for protoebon of 
DoD assets from afl threati deniod 


S pec ii e t Physacal Security Systen 
ap pr oa ch to bo used to protoct DoO 
as sets aga i ni t wide lan oe of physical 
throats: specifies protoctiee systems 
for c a tegoris s of DoO assets. 


Specifiet pro to ctio n of nudear wsapons 
against ail threats induding terroristB 


Spadaes proeadures to be used to 
protoct DoD assets in the NaiionaJ 
Capitol Area. 


Outtanes droumstoneas under wtveh 
forea and daadly force may be uMd to 
defend DoD assets: oudnes 


may be carried aboard c om m ere ia l aircralt 


5210.63 (0)1 Security of Nuefoar Reactors and 
Spadal Nudear Matoriafs 


6 Apr 90 C3I 
(703) 
697-5568 


SpedOes protocbon for nudaar 
reactors and special nudear materials 
against threats oo mpara faie to those 
prssenlsd by tonoristi. 



Secuhhr of OoO 
ICssiortt Abroad 


5220.22 lOoO Industiial Security Program 


5230.16 (0)INudear Accident and toddem Pubiic 
lAflPn Guidanea 


22Jan C3I 
92 (703) 

697-S568 


8DOC80IC3I 

(703) 

695-5179 


I 


7 Fob 83 PA 
(703) 
693-6163 


I mp iomtn tt DoO-OOS Mo m orandum 
of Undorstonding on socurity sorvioes 
to be presided to OoO per s on n e l 
as signed to or attoched to U8. missions 


OuOinos responsibiiitios of OoO 
eormactors to protect DoO information 
& technology from a wide range 
of mreats. 


Discustos proper dissemination of 
iniDnnalion in mo ewont of an incident 
imtofving nude a r weapons. 



Prooadwos for Disdosure of Oasiified 17 Feb USOP 
MBtory fnior mal ion to F oreig n 85 (703) 

Govemmenti and Intomaitonal 695-0122 

Or gani s a tions 


Estobishes proeadures under which 
d assi fied intormadon may be pr o side d 
to friends and aBtos: i mport an t wim 
respect to sharing of terrorist throat . 
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Number 


Subject 



Action 
Offico ft 
Phone 


AT Roiovoneo 


I 


5230 ^ 


SMtfify Centrob on mo Oboomination 
of imoiltgonco Informatien 




C31 

(703) 

695-2686 


6230^ (D) Qoaranco of OoO Information lor Pubtae 2 Apr 62 PA 
Rotoaao wim Chango 1 (703) 

697-4768 


Esabliahos \mmaortM on mo 
diaoomination of inlolligonoo 
information: can impact bsaomination 
of terrorism mreai information. 


Spodfios proGOdums tff wtsen 
information eon bo doored for pubfic 
dissemination; relevant to writing and 
discussion of AT p rogr ams in media. 


5240.1 (D) I OoO IntetUgenee Activities 


Procedures Gove r r i ng me Activities 
of DoD Intoliigenoe Components mat 
Affect United States Persons 


2S Apr C3I 
(703) 
695-0822 




Oec82 C3I 
(703) 
695-0822 


Defiitos DoD components participating 
in inteHigenee communttn dlocatos 
responsibiities tor intormation 
collection end analirsis, much of which 
is related to terrorism. 


Outlinos procodures to be followed wim 
respect to balancing rights of Amoricana 
wim roquironients of national aocurity. 


DoO Countonntettigence Support to 
Unitied and Spedfied Commands 


5240.2 (D) poD CountormtelUgenoe 



6 Jun 83 C3t 
(703) 
697-9639 


Discusses DoD assistance to QNCa w 
eounterintelligenee threat brietings. 


Defines coumermtoitigence activities 
and assigns duties and responsibilities, 
many of which related to DoD AT efforts. 


5240.4 Reporting of Counterinadligtvfce and 
Criminal Violations 


5240.6 (0) CoumerimeUigonce Awarenoss and 
Briofing Program, Reprint 


5400.11 (D)| Department of Defense Privacy 
I Program 


5400.1 1-R Department of Defense Privaqr 
Program 


22 Jun C3I 
87 (703) 

697-9639 

IG 

(703) 

614^163 



83 DA&M 
(703) 
614-3027 


Describes steps mat shouto be taitien 
to report unauthorized end/or illegal 
counterintelligence activities. 


fs qu ire m em s tor counter- 
intelligenoe briefing and defensive 
measures tiaining for DoO personnel 
at risk from hostile irttelDgenoe services 
and their agents. 


Outlines procedures to be used to 
safeguard private, personal 
information of DoD personnei. 


Speaties procedures to be following 
regarding oontroi and release of private 
information relating to DoD personnel 
and their dependents. 
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Aellon 
Oflie« A 
PHonm 


5400.7 (0) lOoO FfMdom of Informaiion Act 


540a7-R DoO FfMdom of Infemiotion Act 
Prognm Chango 1 


5410.1 (0) RoImio of inte rmado n Conoammg 
Accidont ai CaauaWof dwmfvin o 
Mifittry Fonon n al or Equipmofit 


OoO PuObe Attain Aaaistarwa l» 
NofvGo¥tmmont NorwEniortiinmoni- 
Oriofitid Print and Bocttonie M ad ia 


5505.1 (0) DoD Criminal tmrastioation Standards, 
Poiicias and Pfo c ad tf oa 


tttitiaiion of invasdoation by Military 
Criminal tnvasdoaii¥a Orpartzadon 


5525.1 (D) Status of Foreas Polieas and 
bdorntadon with Chango 1 


5525.5 (0) DoO Cooparadon wim Civiltan Law 
Enforoamant OfSciais with Chango 1 




PA Daaeribat orcumstanoat undar wtaeh 

(703) in form a don may ba w i thhold bom tha 

697-1 180 publie following a FOIA raquast 
outtinas FOIA prooaduras. 


Oct 90 PA 
(703) 
697*1180 


27 Sap PA 
73 (703) 

693-1076 


28 Mar PA 
(703) 
695-0168 


13 Fab 16 
85 (703) 

614-8163 


^■1 

Mj 


IG 

(703) 

614-8163 


7 Aug GC 
79 (703) 

697-7215 



FMSP 

(703) 

697-3387 


5525.7 (D) Imptamantadon of lha M am o randu m of 22 Jan ICG 
Undarstanding Daa aaa n lha Daparmiant 85 |(703 

of Justioa and tha Oapartmant of 
Oafanaa Rotating to tha Inaasdgation 
and Pfosacudon of Carcan Crimas 


Providas daailad guidanoa on 
prooissing of POIA raquaa&s. 


Uaaful ganaral guidanoa on daaling 
ariih casualty infomiadon ma liar s 
rasulting from tanorist inddants 
as if thay wart aobdantal injunas. 


Providas guidanoa on support to ba 
givan naws mada during covaraga of 
tanorist incidanti, antharronsm and 
Goumartarrorism training. 


Poteias gova ming DoO eriminaJ imrtsd- 
gadom including criminal acs 
co mmitiM against DoO parsonnal, 
fadidas. or matariat by polidGaBy 
modvatad parpatrator s . 


Oudhas dfoumstvicas undamr hi ch DoO 
miliary invasdgadva organizadorts 
tnidaa chmiral imrasdgadons. 


Doicribaj purpoaa and ttmedons of 
Satis of Fdroas Agraamam s and 
aflocadon of rasponsibilidas undar 
thorn. 


Oaailad discussion of DoD support 
to law ardoroamant imdar Possa 
Comitanis saiua. 


Outtnas basis & procaduras for dhriding 
jurisdiction baiwaon tha Oapartmant of 
Jusdoa and ma Oaparttnant of Oalansa 
tor invastigation and prosacudon of 
c rim a s . soma of whidi may ba 
eommittad by tarrorists. 
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APPENDIX D 


PHYSICAL SECURITY MEASURES FOR DoD FACILITIES AND 
INSTALLATIONS ADJACENT TO BODIES OF WATER 


A . INTRODUCTION 

1. DoD facilities mud msialUtions located 
adjacent to bodies of water, such as pons, airfields, 
RAD facilities, and training areas face all of 
the terrorist threats as landlocked facilities or 
installatioos. In addition, they must be defended 
against waterside assatili 


2. Measures discussed in this appendix ire 
intended to address the following types of terrorist 
threats and potential consequences. 



FIgur* Appendix D-1: Wat«rbom* Tarrorlst Thraats to DoD Aasats 


3. The AppeiKlix presents material in a 
tnimgr similar to Chapters VH through DC. building 
on the concept of a physical security system 
intended lo protect a bixMui range of DoD assets, 
including those shown in Figure Appendix D-2: 
DoD Waterside Assets. 

4. Terrorist attacks from the waterside of DoD 
facilities are not fundamentally different than 
terrorist attacks from the landside of such as an 


installation or facility. 


tM fdUBVmg section the 
^ystcalsKWiTsySm functions are reviewed, and 
some of the differences between waterborne and 
landside teaorist attacks are identified and 
discussed. 
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B. SECURITY SYSTEM FUNCTIONS 

1 . Secariiy synem fnactioiis perfonned in die 

fsoteetioB of a landlocleed DoD iasuDaiion or 
facility mast also be perfonned when the 
iimallaiion has an interface with a body of water or 
is itself smioanded by water. Threat detection, 
classification and identification, response, delay, 
nd fcsolution be perfonnccL 

2. The medium of water presents unique 
challenges aid some o p pa rom ities for the physi^ 



ladons can be applied widi good success on the 
waterside of DoD msttHations, facilities, or assets 
afloaL 


4. Figore Appendix D-3 below identifies some 
of the spedal con ce rns related to secariiy system 
fanrrions and each of the threats kimtified above. 

In the secdons that foOow, the discossion 
win identify waterside physical teenrity system 
components, the integration of the co m po n ents 
into a physical security system, and the operation 
of the physical security system in response to 
various threats identified above. 

C. WATERSIDE PHYSICAL SECU- 
RTTY SYSTEM COMPONENTS 


1 • Barriers 


a. Barriers on the waterside of a DoD 
installation, facility, or asset afloat perform many 
basic functions perfonned on land: esublish 

boundary; isolate activity and discourage visitors; 
and unp^ passage by boat or swimmer. 



2 • Bonndarles 


a. Several devices can be used to 
boundaries separating the DoD installation, 
facility, or asset from the surrounding or b o rder in g 
waters. Among the devices that can be used to 
establish a bouxidary are the following: 

(1) Buoys or floats. 

(2) Nets. 

(3) Anchored or pile mounted 
navigation aids and signalling 
devices. 


(4) Log booms 

(5) Barges. 

(6) Gig-boats, whale boats, and other 
small work boats at anchor. 

(7) Roving patrols by security boats, 

b. Once established, boundaries can be 
used to provide areas of operation for floating 
security patrols as well as Contact and Escort 
services and Tactical Reaction activities. 


c. It most be emphasized that rules of 
navigation allow for inadvertent and innocem 
penetration of cemin types of barriers, as may 
occur with small craft engine failnre, sailtoats, and 
in some waters, ^weekend* sailors whose 
enthusiasm for water sports exc eeds their 
^arigatkmal and operational skills. 
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AoDcndix Figur* D-3. P!iy»ical Security System Functions and Special 

Ctiall«ng«s Applied to Waterborne Threats 


AooenoDc 0-3 


30 


3. Isolate Activity aad Restrict 
Access 

a. Some of the baniers noted in C.l^ 
above can be used to lestria waioade 


TVtn inqallatinnc 


to create a physical 


of coasiderable penetration resistance to 
small craft The baises should be secured bow o 
aem with the lead and aft barges beaig secured to 
the pier or shoreside mooring pomt The 
inm^ poipose for dejdoying a barrier of this 
type is to absorb a large poriian of the blast ftom 
an explosive laden vmsel that managed to elude 

b. Use of patrol boats is probably the 
most effective means of isolating a DoD activity 
and discouraging unmvited visits firem benign or 
carious intruders. 



4. Impede Passage 

a. Several of the baniers described 
above can be used to slow or impede access to 
DoD focilities by boats or switntners. 


nighL During hours of datxness, a substantial 
reduction in surface activiQT occurs. As a result 
nigbitime surveillance of waterside activity can 
rely on active measures such as radar with 
comparatively good success in locating and 
partially identifying potential {Boblems. 

6 . Classification and/or Identi* 
fication 

a. As in the case of landside securi^ 
systems, once a potential intruder has been 
detected, it must be classified and identified in 
order to ensme that p rop er secority measures are 
undertaken. Waterside securiQr measures respond 
to the detection of threat by ttying to gain more 
infonnatioii. 


b. There may be many benign reasons 
to account for the presence of a swimmer or 
vessel in an area which is not usually tqiea for 
such intrusions. Lost sailors and swiminers, me- 
danical failure, curiosity seekers, currents, tides, 
winds, etc., can be as much responsible for a 
barrier penetration as hostile interu. Being able 
to clas^ detected targets quickly in terms of 
hostilility and/or benignancy is critically 
importatu. 

7. Response 

a. Establishment of Security 
Zones 

(1) Waterside secirrity is enforced 
by the est aMishm em of at least t wo zones of 
activiqr. 


such devices should be emplaced 

exhaustive f!ni>oiitatMi«>< with appto- 
priaie legal antbarities. 

b. Again, patrol activ^ by Contaa and 
Escort boats or Tactical Reaction Boats can be a 
vetyeffiKtive 

S. Surveillance and/or Intrusion 

Detection Systems 

a. There ate a number of surveillance 
systems that are appropriate fm use in ctmnection 
with waterside securi^ A partial list is found in 
Rgnte Appendix D4 below. 

b. As suggested by this figure, there is 
a substantial difference in surveillance of water- 
side activities during the day and during the 




taking all acoons necessary to stop a 
pcxential threaL 


Uh 
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ApMndIx ngur* (M: Watsrsid* Survailtaned Sansers 


eony of hostile cnft or vessels into this zone; 
local nay be engaged if hostile craft or 

vessels enter »>»«« zone. Techniques described 
below may be used to disrupt swimmer attacks 
within this zone. 

b. Response Forces Generally 

(1) Three types of waterborne 
security (fxces are employed to ma in ta in 
perimeter security and enfwce securi 


(Q It is also recommended that a 
shore patrol forte equipped with vehicles, 
communications equipment, and personal 
protection equipment be deployed to patrol the 
land-water musface. 

(7) It is essential that command, 
control, and communications systems used by 
waterside security fnces be fully integrated with 
landside security forces. 

^ Appendix Figure D-S provides 
a list of equipment which should be provided to 
all boats performing supporting security fmces: 
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RZ. It may vaiy accQVdin^y with the number of 
small boats ava^le for pasol. 

(3) Patrol Areas 


•i‘irw 


D4: Patrol Boat 


Soeurlty Equipment 


(4) Patrol Boat Dcsigna* 
tions 


inmr 


(IQ) The primary source of small 
boat communication is, of course, the VHF<FM 
radio. If available, secure communications 
should be used. If not available, authentication 
tables most be used to avoid compromi ^ Also, 
when wocfcing with D6D forces, additional or 
alternate commnnicaticm equipment must be 
shared to provide a compatible means of 
communication between fmces. A single 
primary tactical frequency should be designated 
for small boat security operations. This 
^ ^g^j^j^^ uld nm be one routinely used by 

Should be con- 


as follows: 


b. One«Boat Security Zone 




This position allows maximum 


bserving the established security 
zone and fix’ warning local vessel traffic. 

(a) Intercept Procedures 




transported to 

^ scm by a sondby ves^ In aD cases, the 

' dbbfP@S£W 

a,^„Rcsonrce Allocitibn 

Divide the water ap proa ch es to 
the asset into sectors utilizing sector boundary 
lines that converge at the asset. Each secux 
diould be lettered. 




Number Of Sectors 
Required 


(b) Manenvering 


c. Two*Boat Security Zone 


not necessarily coincide exactly with those m the 
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d. Moviog Sccarit; Zone 


(2) Doties 




e. Secnritj Zone Enforcement 
At Anchorage 


The tactics previously discussed in 
these paragraphs may be adapted for 360-deg 
coverage of assets at ancboca^. In heightened 
gtrtft, enyro^ Qpto, di y ussed may also 



, ‘-iW 

j’-. 


r. . . Defensive's BMtx Tactics 

response mechanism forlctively intercepting and 
nentralizing an identified, incoming hostile 
threat This section win provide guidance on 
how small boats can be used to protect a 
asset The assetcan be a ship, pier, 

or ol^t vital to 

^ protection fitom a 

waierbcroe thieat^TMtshlSdtics were developol 
for use primarily in a Low*Intensity Conflict 
OLIQ enviionmeitt. However, the tactics may be 
vu|d ai pi^vlev(|,>^^^^ in support of 

se^ty ^^iro^lnt by modifying the use 


in a hostile 

eoyiroiment vatlout ^d^ war require 
fit exhra^f^i^ measi^ separate friend (or 
? oeutraD 1^^^ ,in a jCONUS LIC envirtm- 

a«g well as Other U3. 
Government agencies and departments 
participating in security operations must 
continiially maintain a law enforcement posture 


that recognizes the constitutional rights and 
privileges of the citizeoty to use the waterways 
of dienatitm. 

(3) Peacetime and/or wartime secu- 
rity operations against an adversary, once 
idenufied, are the easiest pan of the equatim. 
The following tactics are designed to assist 
hiendly forces in determining friend from foe: 

(4) The first level of reqxmse with 
this tactical doctrine is to notify transiting 
vessris of the securi^ zone and to daennine their 
intentioos. Nonaggressors will simply be 
escorted out of the area. The nriliraritm of these 
tactics in security zone enforoement will ensure 
that a system will be in place to effectively 
respond to a wide range of threats. Without 
them, the DoD and other U.S. Government 
security forces and the protected asset may suffer 
unnecessary casualties with devastating 
CQOsequences. 

2. Boat Intrusion Response 

Boats will respond to an intrusion into 



(2) Screen Vessel Tactics 
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(3) Screen Vessel Move* 
Bents 


(2) TRB Response 
Techniques 


TWientral 


line <H progress i on to me asset; 
this is another method of screening oat the 
■wiinrjait boater and a farther step in the 
ideniificatioo of the introder vessel as having 

(b) The obvioas actions of a 
fuUy maiked and identified U.S. Coast Gnard 
boat or similar host-nation vessel if overseas 
with Une li^ weapons at the ready, and siren 
and/or loudhailer and/or radio c^ls in the 
blocking an incoming vessel’s trackline is a 
positive indication of Oast Guaid/host nation 


enfcneemeat or interdiction action. 


(a) TRB Aspect 

The aspect that the TRB 
assumes in relation to the incoming vessel will 
vary depending span the type of small boat used 
(Le„ head on for small ntiU^ boot, broadside for 
er ntility boat or patrol boaL). 


(b) TRB Movements 

Once in position, the TRB 
should come dead in the water (DIW) and 
maneuver only to maintain a position boween 
the incoming vessel and the asset. This is 
siinplified by the Cmt that larger coorse dianges 
by the incoming vessel can be compensated for 
1^ relatively smaM movements along the zone 
boundary. 


. — I • i'» 








If any degree oi doidn exists as to the status of 
the introder, he can be kept nnder observatitm of 
the TRB and fired upon if hostile intent is 
confirmed. Keep in mind that at this pmnt the 
potential a gg re s sor has been well sexeerted and 
been given ample warning If the screen vessel 
most break Off. hostile intent by the inbound 
vessel is likely. 




J 
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coniroUed by a central command radar system; 
e.g^ ship's radar. 




» -ai-iV' t » i t • i'i Ta ) V 1 ^ 


i^direliiie at stratepc 
locations to prevent aggressoi%»^m making 
contact along the shoreline. All soeea vessels 
ghniiM be equipped with parachute Olumin^oo 
flares for use during hostile activity to ill umin a t e 
aggressors. Night vision devices should also be 
B yd to assist in visually acquiring incoming 
vessels. 


Swimncr Deterrence and 


The threat to vei^ls. waterfront 
faoiiiries, poA complexes, bridges, and otto 
a«wtg ij) the maritime envirmmira^frra^to^ 
swiromen is a viable one. 


operations without the use o 


hardware. 


security personnel should patrol in darkened 
areas, shielded from artificial lighting and as far 
forward in the area of threat as possible to 
aiiminatft background noise and otto detectimi 
obstructions. Wto apgjjj^le and available, 
binoculars, tii^ ^dH-di^b^ll^or thermal 
imagers should be tb aSaift^ detection. 

Any|hing thatvpppeafs to be moving toward the 

attack. Dra|ii^g#|^ used to 

^^Rwimini^^aF^nune'i^ should be 


noe <H a vessel with tummg 


screws and an aknerew is.areqiectable deterrent 
to nngn phiairaM^ divets. If the threat is high 
believol to be from accomplished divers. 


'4; , . 


» J.- ' !1‘ I' T.. for a swimmer, 

rnt carried, is 

one knot Even a minor current will cause the 
swim-mer to limit his auack direction. 
Swimmers wiU take advantage of currents to 
» I ih iii i» : ^rgets- This should be taken into 
when orienting a defense. 
However, if intelligeace indicates that hostiles 
are sophisticated enough to have swiinmer 
delivery vehicles or swimmer propulsion units, a 
360-degree defease (including under pier areas) 
should be maintained. 

b. Swimmer Coontermeasures 
Security patrols in support of 

swiinmer defense should be conducted as follows: 

(1) Shoreside Patrols 

The alert port security patrol 
is an importaru element in defending against a 
swimmer attack. Properly equipped, the port 
security patrol offers the most sophistical 
detection, classification, and neutralization 
capability yet developed. They can operate in 
• xfiy iighr or^ are capable of kill or capture 

(dqiwpif Engagetnau)^^ 
aieit tf»reaL 


vehicles delivering 
ve^f mtfa tisi^g 5^^ alert oew is a 

is Ugh iSeiieved to be from 


fcfTTJrnrniMlili 


S use of drag lines for 
ma y only be authorized by the area or 
diaria commander. 

I .■:T;;...n(3).%Pie)|^;^^ a»d In-water 
^ifu^re Inspections 



1^ r 


y are not avaOable, many 
and state police agencies have similar 
rapahiiities. Throughout the vessel's port suy 
and established security zone, the pier area and 
the ship's hull should be inspected periodically 
by both landside personnel and Coast Guard 
waterside pauols. 
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(b) Other smictiiies that 0 ^ 
be at risk of lenorist atiadc such as navigatkxi 
aids, bridges, utility cable towers, tunnels, etc., 
should also be inspected to underwater explosive 
Jevices on a periodic basis. Frequency of 
inspections sfao^ be increased on the basis of 
leponed threats. 


(4) Use Of Concussion 
Grenades 



qualified perstumel in high 



9Ugh 

range is not targe, tne ranoom use of 
r / wiK g itw i grenades in several locations around 
the protected asset will force most swimmers out 
the area. Care must be taken to ensure ih^ 



(5) Additional Measures 


If the protected asset is a ship, 
or if a ship is moored near the protected asset, 
turning the ship's screw, maintaining sea 
soction, and shifting the niddre on a random basis 


can be an effective deterrence. Howeva, these 
methods are generally effective only agmnst 
^menphigtieateit swiiiuners. Establishing light* 
ing around the protected asset that does not 
interfere with the security personners vision or 
give away their positions or movements is 
effective in locating surface swimmers and 
"bubble trails” from "open drcuit" SCUBA 
divers. Portable lighting, search andArr spot 
lights, and Dlnminatiwi flares should be available 
for emergency reqxmses. Periodic activation of 
the ship's wwar can be an effective deterrent 
through delivery of its high pitched "ping." 

E. SUMMARY 

This appendix outlines some measures that 
can be taken to protect DoD installations and 
agatna waterside assault by terrorists. 
The measures outlined above are a subset of 
measures developed primarily by the U.S. Coast 
Guard, which has agency respmtsilMlity for 
protection of DoD assets in U.S. ports. 
Additional information and technical assistance 
can be obtained from that agency. 

Enclosure 1 is an evaluation gui^ that can 
be t wfd to the waterside security of DoD 
installations and facilities including but not 
iitnit<^ to pons, facilities with an active land 
and/or water interface, and facilities that have 
navigation aids or support activities afloat in 
adjacent waters. 


Enclosure: Waterside Security Evaluation Guide 

A 


llt> 
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«WATERSIDE SECURITY EVALUATION GUIDE» 

INSTRUCTIONS AND FORM 
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«WATERSIDE SECURITY EVALUATION GUIDE» 
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«WATERSIDE SECURITY EVALUATION GUIDE» 

INSTRUCTIONS AND FORM 

DELETED 
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PART M - ADDITIONAL INFORMATION 

Use this section to add pertinent information for your particular installation or activity. 

Attach additional copies of this continuation page, as necessary. 

1. TITLE /SUBJEa/ ACTIVITY /FUNCTIONAL AREA, ETC. I 2. PROJEa OFFICE /OFFICER I 3. DATE (YYMMDD) 



Arv^onHiY 
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APPENDIX E 


LOCK SECURITY 


A. GENERAL 

The fiist line of defense in any secority 
system is locks or locking devices. Locks are 
delaying devices of poimeier security and should 
be effectively integrated into other security and 
protection systems; e.g.. alarms, electronic 
controls. There are ffvetnajor categories of locks 
available for use in residences or offices: 
cylindrkal. mortise, cylinder dead boh. rim. and 
cylindrical lock sets with dead bolt functions. 
Residence, office, and vehicle security rely 
heavily upon locking devices that vary in 
ap pe ar a nce , function, and ^hcadon. 

B. ENTRYWAY SAFETY FACTORS 


1 . Windows 



placed, it can make vulnerable areas 
unobservaUe. Intruders use windows to enter a 
building usually only as a last resort They 
avoid tweaking glass due to the noise made by its 
shattering and potential injury to themselves. 
The following techniques can be used to upgrade 
window secori^. 



available, but they pose a safety hazard in the 
event the window is needed for escape in an 
emergency. 


c. Other methods of window security 
include the installation of steel bars, mesh, or 
gtillwotk. 

2 . Doors 

a. As important as the locking device 
is, the security afforded is only as good as the 
constructicNi of the door and frame. There are 
four major types of doors: flush wood doois, 
tumsnle, and rail (panel) wood docws. and metal 
doors. 


b. There are two types of flush doors: 
boUow<are and solid-core. A hollow-core door 
is made of two sheets of thin veneer overlaying 
hollow cardboard strips. A solid-cote door is 
made ctf two sheets of wood veneer overlapping a 
solid wooden cote. Solid-core dotws not only 
IHOvide a substantial security advantage over 
bdlow-oore doors, they also add sound insulatioa 
and Gie resistance. 



not the most conunon method in defeating a door 
system. 


d Afar mcwe significant hazard is a 
door that fits loosely to the frame, thereby 
allowing it to be pri^ or forced open. Most 
wooden dots' frames have solid wood, 3/4 inch to 
1 inch in depth. Beyond this, there is usually a 
4-inch to 6-inch gq> of air between the frame and 
the first stud. This construction provides very 
little resistance to forced entry. 



surface-mounted locks. A close fit between the 


lock and the striker plate reduces door movement 
when the door is closed If the sffiker plate is 
not securely affixed to a sturdy door frame, it is 
easily forced apatL 



' A well-secured hinge 
fsevatslncing a door out of its frame. From a 
security standpoint, the most imponant feature of 
a hinge is whether it is located on the inside or 
outside of the door. If the hinge pins ate on the 
outside, they can be removed and the door 
removed from the frame. There are several 
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solutions to this problem. One of the most 
effective is to weld the pins to the binge. This 
method is effective, requires drilling a small hole 
through the hinge and into the pin, and then 
inserting a second pin or small flush with 




dema 

ot styles^ sizes and are designed with 
or no thought to security. Many fiKtcR 
affect the ability to secure this type^of entrance. 
It is not enough to prevent the door from being 
moved horiztmtally. it most also be secured 
vertically. The charnel in which the doo’ rides 
provides wide tolerances and frdhtaies vertically 
lifting the door out of its chamiel. Most locks 
designed for sliding glass doors take into 
consideration both types of movement and 
prevent t he door from being lifted out of the 
charmel. 



3 . Locking Mechanisms 

a. Cylindrical locks (key*in-knob 
locks) are the most widely used lock in 
residential construction. Tbex locks are both 
inexpensive and simple to rekey. Cheap 
cylindrical locks have serious shortcomings. 
Cheaper cylindrical locks may not have a dead 
latch and may be slipped open with a credit card 
or celluloid strip. Fnm a security poiru of view, 
these locks are the least desnable. 


b. Mortise locks fit into a cavity cut 
into the outer edge of the door. Since the 
introductioo of cylindrical locks, the use of 
mortise locks has declined. Mortise locks are 
mote expensive to install than cylindrical locks 
because large sections of the door and jamb have 
to be ttKXtised to fit the lock. A quality motise 
lock should have a dead bolt with enough throw 
to fit securely into the door ftame. 



locks are not used as the primary lock. Install 


rim locks on the inside of the door above the 
vulnerable primary jamb. If a vertical dead bolt 
is used, the rim lock makes an excellent auxiliary 
lock and is very difficult to defeat 

d. Cylindrical lock sets with dead bolt 
functions are comparative newcomen to the 
security hardware market They combine the best 
features of a good security lock~a dead bolt 
function with a dead bolt lock. The better 
designs include a l>inch throw dead bolt, a 
recesed cylinder 10 (Sscourage forcible removal, a 
concealed armor plate to resist drilling, and a 
cylinder guard that spins freely when the dead 
bob is in the lodced position. The last feature 
makes b viniadly impossible for an innuder to 
wrench the cylinder or c^inder gn^ off the door. 
These lock sets include a panic feature that 
assures the knob tuns freely from the inside to 
pernut tqnd exit in case of emergenq^. 

e. Cylinder dead bcrit locks are t^idly 
becoming the most pc^Hilar auxiliary lock. They 
are iiBtalled above the primary lo^. The best 
designs have steel bars and cylinder guards so 
they cannot be twisted, pried, or Isoken off. 
Double'Cylinder locks are under attack as a safety 
hazard where rapid escape is essential; e.g., in 
the case of fire, and are prohibited by many 
municipal codes because fire officials are 
concerned that the need to find a key delays 
escape in an emergency. 

4. Lock Selection Guidelines 

a. Consider locking hardware as a 
long-term investroem that requires, planning and 
exertional quality. 

b. Match locks to the door and door 

frame to create a strong intrral unit. 

c. Ensure entrance door locks have a 
1-inch dead boh. a recessed cylirukr to discourage 
forcible removal, and a cylinder guard that spins 
ftedy. 

d. Consider magnetic alarms if 
window or door glass is within arm's teach of a 
loddi^ device. 

e. Consider alarm foil, resident alarm 
sysrems, and magnetic contacts if residence has 
large piemre windows or sliding glass doors. 

f . Consider using padlocks to provide 
security proiectkm to critical areas of the home. 
Padlocks should meet the following minimum 
tequnements: 



^ A double-locking mechanism 
that locks the hed and toe. 
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prevents removing the key unless the padlock is 
locked 


g. Use lim locks to provide additional 
pnMectioa. 

h. Lock all vulnerable windows and 
doors at night 

i. Ensure entrance door hinges are 
heavy duty, pinned in the hinge, and equipped 
with door pins (metal pins or screws). 

j. Consider the possible safety hazards 
of using double-cylinder dead bolt locks which 
require key action on both sides. 

k. Check local fire safety codes before 
using dotdtle-c^inder dead bolt loclo. 

l. Fill hollow metal door frames 
behind the striker plate with cement to faevent 
forcing the 6ame. 

m. Restria home and office keys. 


n. Restrict distribution and duplication 

of keys. 

o. Keq> spare keys in a locked drawer 
or filing cabinet 

p. Incorporate heavy-duty, double- 
cylinder doiv locks on crf&ce entrance doors if fire 
and safety r^ulations permit 

5. Legal Protection for DoD Locks 

a. In response to requests by the 
Department of Defease. Congress adopted section 
10% of the *Natkmal Defense Authorization Act 
for Fiscal Yeats 1992 and 1993" (reference (uu)). 
making it to unlawful for any perstm to know- 
ingly duplicate a key or keyway used in a DoD 
security lodt This provision applies to key and 
keyway holders, as well as lodcsmiths or other 
vendors of duplicaie keys and keyways. 

b. Punishment upon conviction for 
violation of this statute may include fine and 
imprisonment 
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APPENDED F 


GENERAL GUIDANCE FOR INDIVIDUAL PROTECTIVE MEASURES 

A. OVERCOME ROUTINES 

1 . Vary your route to and from wmk, and the tiine you arrive and leave. 

2. Exercise on a vaitying schedule, utilizing different routes and distances. It is best not to exercise 
alone. 

3. Avoid routines (time and location) for shopping, lunch, etc. 

4. Do not (fivnlge famil y or pgrcnnal information to strangers. 

5. Enter and exit buildings through different doors, if possiUe. 

B. MAINTAIN A LOW PROFILE 

1. DoD personnel, DoD contractors, and their dependents should dress and behave in public in a 

manm^ with local cttstoois. Items that are distinctively American should not be won or 

displayed outside American compounds unless necessary to accompdish official business. 

2. Examples of such items include: 

a. Cowboy hats, cowboy boots. Western belt 

b. Clo th ing adorned with American flags or other national symbols (Statue of Liberty), city, or 
comirtercial logos. 

c. Suitcases, bncfcparks , brief cases, att^he cases, or shopping bags with stickers, decals, or 
odier disdnctivdy American symbols. 

d. Tattoos, patches, military duffel bags, or military style clothing, with or with unit or 
American identification mafidngs. 

e. Show reqtect for local customs. 

f. Shun publicity. 

g. Do not flash large sums of money, expensive jewelry, or luxury items. 

C. BE SENSITIVE TO, AND CHANGES IN, THE SECURITY ATMOSPHERE 

1 . Be alert for surveillance attempts, or suspicious persons or activities, arid report them to the 
proper authmities. 

2. Watch for une;q)lained absences of local citizens as an early warning of possible terrorist actions. 

3. A'> nw 1 ptN*** dicptiie.< nr confrontations. Report any trouble to the proper authorities. 

4. Do ^miM»r»i!CBir ily divulge youT home address, phone number, or feutuly mfoimation. 

D. BE PREPARED FOR UNEXPECTED EVENTS 

1. Get into the habit of "checking in* to let friends and family know where you are or when to 
expeayon. 

2. Know how to use the local phone system. Always cany "telephone change." 

3. Know the of civilian police, military police, govenunent agencies, the U.S. Embassy, 

and other safe locatkms where you can find refuge or assistance. 

4. Know certain key ]duases in the local language. 

Su ch phrases include "I need a policeman," Take me to a do^r," "Where is the hospital?,’ and 
"Where is the pol ice station?* If such phrases are difficult to learn w time is ux> short, have someoiw write 
th«n down on y nah file cards. A 3 x 5 card can contain several phrases written out phonetically that can 
be read to summon accictanrf- alternatively, then can be written down so that a person in need of assistance 
can merely show a card to someone competent in a local language, thereby summoning help. 
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5. Set up simple signal systems that can alert family members or associates that there is a danger. 
Do not share this infamatian with anyrnie not involved in your signal system. 

6. Cany identification showing your blood type and any special medical conditions. Keep a 
minimum of a one week supply of essential medication <mi hand at all times. 

7. Keep your personal affairs in good order. Keq> wills current, have powers of atton^y drawn up. 
take measures to ensure family financial security, and develop a piari for family acticms in the event you are 
taken hostage. 

8. Do r»t cany sensitive or potentially embarrassing items. 
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APPENDIX G 


OmCE SECURITY TBPS 

A. GENERAL PRACTICES 

1. P<«ah1igh and qTppnrT an affiagtivt* security |iiogi'am for the office. 

2. EHscoqragf qy of offirr »» of gignifieant imrinsic value nnJess essential for 

tbe misaon or fonctioo of the activity (such items include petty cash boxes, fiieaniis, personal stereos, 
binoculars, n^otiaUe securities, original artworic potential commercial interest, etc.)* 

3. Ensure that all perscms working in.an office are trained to be alert for suspicious activities, 
persons or objects. 

4. Arrange office mteriors so strange or foreign objects left in tbe room will be immediately 

e.g., temove obvious obstructions behind which or within which improvised explosive devices 

be cowealed, such as (faaperies, closed waste baskets, unsecured desks and filing cabinets, and planters. 

5. Provide f(a security systems on exterior doors and windows. 

6. Ensure that access control {nocedures are rigorously observed at all times for access to: 

a. Tbe installation. 

b. Buildings within an installation. 

c. Restricted and/or exclusion areas with a building. 

7. Use an identification badge system containing a photograph. 

8. t /ygtp desks in a way p e r s ons entering the office or suite can be observed. 

9. Identify offices by room number, color, or object name, and not by rank, title, or name of 
incumbent (room 545, the gold room, tbe Berlin room, the maple room, not the General's office, the 
Assistant Attache's office, or the S*2's office). 

10. Do not use name {dates on offices and parking places. 

B. SPECIFIC OFFICE PROCEDURES 

1. Telephone and Mail Procedures 

a. Rank or title should not be used when answering telqibones. 

b. When taking telephone messages, do not reveal the whereabouts or activities of the person 
being sought unless the eailw is perstxially known to tbe individual taking the message. 

c. Coliect telephone messages in unmarited folders; do not leave exposed for observen to 
identify caller names and phone tuirobers, persons ca ll e d , and messages left. 

d Observe caution when tuning mail. In particular, be on the lookout fOT letters cu’ packages 
that mig ht contain improvised explosive devices. A checklist to aid in letter bomb or packaged lEDs 
appears in Appendix Q. 

2. General Working Procedures 

a. Avrad carrying attache cases, brief cases, or other courier bags unless absolutely necessary. 

b. Do not carry items that bear markings that identify the owner by rank or title, even within 
tbe office environmenL 

c. Avoid wo ririn g aloiie late at night and on days when the remainder of the staff is absent 

d If late night work is necessary, work in conference rooms or internal offices where 
observation from tbe outside of the building is not possible. 

e. Office doas should be locked when vacant for any lengthy period, at night and on weekends. 

f. Papers, core^mdence. communications materials, and other documents should not be left 
imanmried overnight 
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g. Maintenance activity and janitcnal services in key offices, production, maintenance or other 
areas mg»iiatin« areas shnnirf be planned under the sqxrvision ttf security personneL 

h. Removal of property, materiel, or informatioo stored on any media from the facility should 
be prohibited without proper written authorization. 

i. Confidw prohibiting the importation of property, materiel, or information stored on any 
media into the facility unless such items have b e e n ptoperiy inqtectert . 

j Offices not in use should be lorlffd to prohibit unauthorized access or the stoage of material 
that could be to improvised explosive devices or intelligence collection devices. 

k. Use of vehicles or vehicle maikings that make it possible to readily identify the vehicle and 
its ncenpaiiR as U.S. novenunent or DoD connactor personnel should be minimiTied 

l. All pTtfwngi should have acc m to some sort of duress alarm to aimimciate and warn of 
lenorist attack. 

m. Secretaries and guard posts should be etiuipped widi oovettduiessalanns wfakfacan be usedio 
alert backup farces, sununon assistance., or otherwise alert critical personnel for the need to take ^tecial 
actions to avoid a terrorist incideat 

n. nacement of office furnishings diiectly in front of exterior windows is to be avoided if at all 

possible. 
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APPENDIX H 


TIPS FOR EXECUTIVE ASSISTANTS 

A. INTRODUCTION 

The following recommendations are suggested for the consideration of executive assistants, 
administrative assistants, and secretaries assigned to senior military officen or senior DoD officials who 
may be the target of terrorist These measures may be valuable aids to preserving the security of the 
principal; in additicm, adq>tioo of dtese measures may assure assistants they are not likely to become 
ctdlateral »*aoiairi^t in an on the principal for whom they work. 

B. SECURITY TIPS 

1 . Request ingtaiiatifm of physical barriers such as electromagnetically operated dons to separate 
offices of senior executives from other offices. 

2. Request installation of a silent trouble alarm button, with a signal terminating in the Security 
Department or at another the secretary’s dedc some distance away to ensure that in the event of an 
emergency it will be possible for someone odier than the executive to summon assistan ce. 

3. Do not admit visitors into the executive area unless they have been positively screened in advance 
or are known from previous visits. 

4. Unknown callers should not be infonned of the the whereabouts of the executive, his or her home 
address, or telephone number. 

5. A fire extinguisher, first-aid Idt, and oxygen bottle should be stored in the office area. 

6. When receiving a threatening call, including a bomb threat, extortion threat, or from a mentally 
disturbed individual, remain calm and listen carefully. 

7. Do not accept packages frmn strangers until satisfied with the individual's identity and the nature 
of the parcel 

8. Travel idneraiies for all personnel should be kept absolutely private. Distribution should be 
limited strictly to persons with a need to know. 

9. Daily schedules for senior officers and civilian officials should be distributed on a l i mite d basts 
and should contain only that information needed by each ledpienL 
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APPENDIX I 


GENERAL TRAVEL SECURITY TIPS 


A. INTRODUCTION 

Statistics indicste tcrmist actions are most often peipetmed ag a ins t victiins during penods of 
inovemenL Traveling from home to work and remm provides the move vulnerable time f or a p otential 
victim. This vulnerability comes from a number of factors that decrease the tides to the terraisL The 
victim can more easily be identified, can be taken by surprise, can be attack e d u n de r conditions most 
favnable to the tenwist when the victim tends to be isolated from known surroundings. The following 
tips are provided to decrease your vulnezability during traveL 

B. VEHICLE TRAVEL TIPS 

1 . Vary the routes and the times that you frequently traveL 

2. Use an incon^icuous vehicle that has no special identifying license plates or stickers. 

3. Do a complete walk-around inflection of the vdiicle before beginiung traveL 

4. Lock doors, gas tanks, and sttnage areas at all times. 

5. Ensure that all keys are accounted to regularly. 

6 . Parit in secured areas eiieneverpossiUe. 

7 . Remain alert and ’aware* at all times while driving. 

8. Never pick up hitchhikers. 

9. Know the locations of safehavens. 

C. TRAVEL ARRANGEMENTS 


1. If available, consider using military air or MAC military contract carriers. 

2. Avoid travel through hi^ threat areas, if possible. 

3. Do not military affiliations with strangers. 



3. Do not wear distinctive military clothing, such as militar y sh oes, organizational shirts and/or 
jackets, or sunglasses. 

4. Arrive at the airptat early and watch to suspicious activity. 

5. Do not ling er near the ticket counters, security areas, or luggage check-iru Go directly to the 
secured boarding area. 

6. Beware of unattended luggage. 
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APPENDIX J 


PERSONAL VEHICLE SECURITY TBPS 

A. INTRODUCTION 

An extremely imponant aspect of personal secniity is the need for regular vehicle inspec t i on s. Many 
terrorist actions are accomplished by placing bombs in individual vehicles. This provides the temsist less 
risk and increases the chance of 'bitnng" the app t opii ate tisgeL The following are some relatively simply 
steps that every driver of every DoD Privately Operated Vehicle can take to reduce the likelihood of being 
hurt by a temnst act centered around a personal automobile. 

B. VEHICLE INSPECTION TIPS 

1. EVERY TIME YOU USE YOUR AUTOMOBILE, YOU SHOULD MAKE A PRECAUTIONARY 

INSPECTION. Bomb wnpiaiggmwit by temaists is often rudimentary or hastily done, thereby providing the 
opporaini^ for easy detection. MAKE A HABIT CHECKING THE VEHICLE AND THE SURROUNDING AREA 

BSORE ENTERING AND STARHNGTHE VSOCLE. 

a. Check interita of the vehicle for intruders or su^icious items. 

b. Check electronic tamper device, if installed. A cheaper option is to use transparent tqte oo the 
hood, trunk, and doors to alert you to any tampering. 

c. Ch eck nndenwath the car and in the fender wells for any foreign objects, loose wires, etc. 
d Examine tires for s tre ss marks and any evidence of tampering. 

e. Check wheel lug nuts. 

f. Check exterior for any fmgerprints. smudges, or other signs of tampering. 

2. YOU MAY CONSIDER THE FOLLOWING SUGGESTIONS IN AN EFFORT TO 'HARDEN* YOUR 
VEHICLE: 

a. T the hood with an aAtitinnal lock and ensure that the factory latch is located inside. 

b. Have oversized mirrors installed 

c. Utilize a locking gas cap. 

d Put two bolls through the exhaust pipe, perpendicular to one another. This prevents the 
inseiticxi of explosive devices in the tail pipe. 

e. Use steel-belted radial tires. 

f. Install an intrusion alarm system and an extra battery. 

g. In high-threat areas, it may be appropriate to: 

(1) Install car armor. 

(2) Have an interior escape latch on the trunk. 

(3) Use fog lights. 

(4) Install bullet-resistant glass. 
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TIPS FOR DEFENSIVE FLYING 


A. INTRODUCTION 

Air oaveL, paiticulaiiy through high risk aopotts or countries, poses security problems dififerem from 
those of ground tianqxxtation. Here are some simple laecautions that can reduce the hazards of a terrorist 
assault 


B. MAKING TRAVEL 
ARRANGEMENTS 

1. Use office symbols on orders or leave 

authorizations if the word descriptioo 
denotes a high a sensitive position. 

2. Get a threat briefing friMn the app^ 

priate counter intelligence or security 
organization prior to travel to a high 
risk area. 

3. Use military air. USTRANSCOM, 

MAC military contract or U.S. flag 
carriers. 

4. Avoid scheduling through high-risk 

areas; use foreign flag airlines and/or 
indirect routes to avoid high risk 
airports. 

5. Do not use rank or military address on 

tickets, travel documents, or hotel 
reservations. 



8. Seats at an emergency exit may 

provide an opportunity to escape. 

9. Avoid off-base hotels, use govern- 

ment quarters or ’safe” hotels. 

C. PERSONAL IDENTIFICATION 

1. Do not discuss your military affili- 

ation with anyone. 

2. You must have proper identification 

to show airline and immigration 
officials. 

3. Consider use of a tourist passport, if 

you have one. with necessary visas, 
providing it is allowed by the country 
you are visiting. 



5. __ If you must carry these documents on 

your person, select a hiding place on 
bo ar d the aircraft to ‘ditch* them in 
case of a hijaddng. 

6. Do not carry classified documents 

unless diey are ABSOLUTELY 
misskm-essential 

D. LUGGAGE 

1. Use plain, civilian luggage; avoid 

military-looking bags. B-4 bags, 
duffel bags, etc. 

2. Remove all military patches, logos, 

or decals from your luggage and 
briefcase. 

3. Ensure luggage tags do not show your 

rank (K' military address. 

4. Do not carry official papers in your 

briefcase. 

E. CLOTHING 

1. Travel in conservative civilian 

clothing when using commercial 
transportation or when traveling mili- 
tary airlift if you are to cotmea with a 
flight at a commercial terminal in a 
high-risk area. 

2. Do not wear distinct military items 

such as organizational shirts, caps, or 
military issue shoes or glasses. 

3. Do not wear U.S. identified items 

such as cowboy bats or boots, 
baseball caps, American logo T- 
shirts, jackets, or sweatshirts. 

4. Wear a long-sleeved shin or bandage 

if you have a visible U.S. affiliated 
tattoo. 
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F. PRECAUTIONS AT THE 
AIRPORT 

1. Arrive early; watch for suspicions 

activity. 

2. Look for nervous passengers who 

maimain eye contact with others from 
a distance. Observe what pet^e are 
carrying. Note behavior not consis* 
teat with that of others in the area. 

3. No matter where ^u ate in the 

tenninal, identify objects suitable for 
cover in the event of attack. PQlaxs, 
trash cans, luggage, large planters, 
counters, and furniture can provide 
protection. 

4. Do not linger near open public areas. 

Quickly transit insecure ticket 
counters, waiting roans, ctunmercial 
shops, and restaurants. 

5. Avoid processing with known target 

groqts. 

6. Avoid secluded areas that provide 

concealment for attackers. 

7. Be aware of unattended baggage 

anywhere in the tetminaL 

8. Observe the baggage claim area from 

a distance. Do not retrieve your bags 
until the crowd clears. Proceed to 
customs lines at the edge of the 
crowd. 

9. R^on suspicions activity to airport 

security pecsonneL 
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APPENDIX L 


GROUND TRANSPORTATION SECURITY TIPS 

A. INTRODUCTION 

Criminal and terrorist acts against individnals usually occ u r outside the home and after the individual's 
habits have been established. Typically, the most predictable habit is the route of travel from home to doty 
station or to commonly frequented local facilities. 


B. VEHICLES 

1. Select a plain car, minimire the "rich 

American" look. 

2. Consider not using a govemmem car 

that announces ownership. 

3. Safeguardkeys. 

4. Auto maintenance: 

a. Keep vehicle in good rqjair. You 

do not want it to fail when you 
need it most. 

b. Keep gas tank at least 1/2 full at 

all times. 

c. Ensure tires have sufficient tread. 

C . PARKING 

1. - Park in well lighted areas. 

2. Always lock your car,even when it is 

outside your house. 

3. Do not leave it on die street over- 

night, if possible. 

4. Never get out without checking for 

suspicious persons. If in doubt, drive 
away. 

5. Leave only the ignition key with 

parking attendants. 

6. Do not allow entry to the trunk 

imiess you are there to watch. 

7. Never leave garage doors open or 

unlocked. 

8. Use a remote garage dotn opener if 

available. Enter and exit your car in 
the security of the closed garage. 

D. ON THE ROAD 

1. Before leaving buildings to get into 

your vehicle, check the surrounding 
area to determine if anything of a 
suspicious nature exists. Before 
leaving your vehicle, look around 
carefully to be confidrat you are not 
headed directly into a threatening 
situation. 


2. Before entering vehicles, check for 

suspicious objects on the seats. You 
may also look underneath the seats. 

3. Guard against the establishment of 

routines by varying times, routes, atxl 
modes of traveL Avoid late night 
saveL 

4. Travel with companions w in convoy 

when possible. 

5. Avoid isolated toads and dark alleys. 

6. Know locations of safehavens along 

routes of routine caveL 

7. ; Habitually ride with seatbelts buckled, 

doors loci^. and witulows cl o sed. 

8. Do not allow your vehicle to be 

boxed in; maintain a minimum 8-foot 
interval between your vehicle and the 
vehicle in front; avoid the itmer lanes. 

9. Be alert while driving or riding. 

10. Krrow how to react if surveillance is 

suspected or confinned. 

a. Circle the block fw confirmation 

of surveillance. 

b. Do not stop or take other acticms 

that could lead to confrontation. 

c. Do not drive home. 

d. Get description of car and its 

occupants. 

e. Go to nearest safehaven. Report 

incident to the nearest DoD 
counterintelligence, security, or 
law enforcement organization. 
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E. COMMERCIAL BUSES, 

TRAINS, AND TAXIS 

1. Vary mode of commercial trans* 

ponatioa. 

2. Selea busy stops. 

3. Do not always use the same taxi 
cooipany. 

4. ' Do not let someone you do not know 

diiect you to a specific cab. 

5. Easme taxi is licensed, has safety 

eqnipmem (seat belts at minimum). 

6. Ensure face of driver and iricture on 
license are the same. 

7. ' Try to travel with a companion. 

8. If possible, specify the route you 

want taxi to follow. 


y 
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APPENDS M 


SUPPLEMENTAL SECURITY CHECKLIST FOR DRIVING 


A . INTRODUCTION 

The following items are suggested procedures to be used in operating ^***<*“^ and government motor 
vehicles in areas adiere terrorist activity is a ocmcem. While adhering id these p ractices will not necessarily 
prevent a tetrofist incideat. continual practice and atteniian to details demanded by the procedures below will 
enable many potential vicdins to esc^ to safety. 


B. CHECKLIST 

1. Keq> the gasoline tank of your vehicle 
full or near full 

2. Keep the vehicle locked at all times. 
Do not park on the street at night 
Vehicles in locked garages should also 
be kept locked. Use parking lots with 
aaendants and wliere the vehicle can be 
kept locked. Lock unattended vehicles, 
DO matter how short the time. 

3. Check up and down the street before 
moving out a house and/or building 
into your vehicle. 

4. While approaching vehicle, check its 
outside fn* evidence of tampering. Look 
for wires, strings, or objects attached to 
or hanging from vehicle. 

5. Do not touch any unusual items 
protruding from the vehicle. 
Immediately caD for assistance; ije., the 
Regkmal Security Ofiicer (RSO). 

6. Before entering the vehicle, check the 
floor (hoot and tear) to make certain the 
vdiicle is not occupied. 

7. As you drive away from the curb, be 
immediately alert for surveillance 
your vehicle. Look for multiple vehicle 
snrveil'lance, as most attacks on 
vehicles have included two or more 
vehicles. 

8. Stay alert and be prepared to take 
evasive actions. lUep noise level 
within vehicle low. EUminate loud 
playing of the radio ot unnecessary 
conversatioa. 

9. Keep the vehicle lodted while driving 
and the windows closed. If c^xn, keep 
them rolled to within two inches of the 
top. This practice prevents objects from 
b^g thrown into your vehicle. 



11. If jmu encounter a road block manned by 
uniformed police military persoruel, 
you should Slop and remain seated inside 
your vehicle. If asked for idendficadon, 
roll the window down enough to 
your identification to the officer. Do 
not unlock the doors. 

12. Avoid suspicions road blocks. Do not 
stop. Turn and go back, or turn a comer 
to leave the area as quickly as possible. 

13. A good driver is constantly aware of 
possible routes of esc^ or evasion 
while behind the steering wheel 

14. In the event of a firefight between local 
authorities and teriorists, get down and 
stay low. Unless you are in the. direct 
line of fire, it is suggested that you do 
not move. Experience has shown that 
oftentimes anything that moves gets 
shot. 



16. If possible put another vehicle between 
yourself and your pursuers. 


HU3 


Appendix M-1 


17. Speed as an evasive lactic is funcdooal 
only 10 the point of gaining time to 
allow yon to take other evasive action 
and to pot distance between you and 
yoor porsuers. Excessive speed reduces 
^nr alnlity to take evasive action and 
increases yotv chances of a fatal crash. 



(4) 


(8) Seat belt fastened. 

(?) Hands at the MO* to *2" 
o'clock position. 

(10) Anns relatively stiaighL 

(11) Do not Dse brakes ontil 
steering control is 
leestddished. 

(12) Use care in aiqdying power— 

(13) De-clntch if you are driving a 
mannal shift car. 

(14) Coonter-steer if you are 
ririddmg. 


( 5 ) 
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APPENDIX O 


FAMILY SECURITY QUESTIONS 


A. INTRODUCTION 

The following are questions that can be asked to help iden^ practices that may increase the 
lilff.lihnnrf that a rtnD pgrttin or dependent wiM become a victim of a Ickfa^iping QT Other tcmaist acL 

B. HEAD OF HOUSEHOLD 

1. Is your lelqtbcoe number and address in local directories? 

2. Do yon, your family members, or your domestic employees answer your telephone with your 
name aod xsnk? 

3. Have you had a a security check run rai aO domestic employees? If overseas, did you ask the 
Emba^ to screen prospective employees' records? Did yon contact the local miliiary police 
and/or wvm t mmrfiigence office OT local police to obtain preemployment screening assistance? 

4. Have you maintained a file on each household employee including the full name, address, 
description, date and place of binfa, current photogr^ and a full set of fingerprints? 

5. Have outside fuse boxes and/ra circuit Weaken been modified so that they can be locked at all 
times unless access is ^ledfically required? 

C. FAMILY 

1. Have you adopted a &mily security program including duress codes and alarms, crime watch 
practices, and conscious efforts to avoid patterns in daily activities? 

2. Have all family members learned emergency telephone numbers? Have they been able to 
memraire them? Do all family members Imow bow to summon p o lice in the local language? Do 
they carry 3x5 notecards with instructions on how to work local telephones and ask for 
assistance? 

3. Have emergency numbers been posted near each telephone? Do these listings give away the nature 
of the family's assignmem (Ambassador's home phem should not be listed, etc.)? Have all family 
members been given a sanitized list of pbeme numbers they can cany with them at all times? 

4. Do you have a system for keeping family members infonned about each other's wtaereabouts at ^ 
times? Have you included a family duress or trouble signal as part of your family check-in 
system? 

5. Have you removed aU symbols or signs from the outside of your residence indicating nationaliiy, 
tank or grade, title, and name? 

6. Have you unnecessarily disseminated p»*wiai, family, and travel plans to casual acquaintances or 

emfdoyees who do not need to know yourpasonal schedule on an hourly or daily basis? 

7. Have yon learned and practiced em er g e n cy phrases in the local language such as *I n^ a 
jK>lic«ngii a doctor, help, etc.*? Have you written these down in transliteration as well as in the 
native language so you could diow a 3 x 5 card to obtain assistance? 

8. Do you and your family members know how to work local pay telephones? Does each &mily 
member carry a small quantity of money necessary and sufficient to operate local pay teiephcxies at 
all times? 

9. Are residence doors and windows locked? Have additional security devices been added to door and 
window ifx*ifg (0 increase resistance to intrusion and penetration? 
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10. Do you and your fianiDy meinbeis cld^ diapeiies during periods of daricness? Are the H r apw if^ 
made of opaque, heavy matfrial that provide tnaaiinuni privacy (and can reduce the disnibutiao oi 
glass shards in tte event windows are tntdcen). 

11. Have you considered obtaining a dog for protecdon of your house and grounds? Have you 
co nsi de r ed geese as an alteraadve guard animal, if commonly used for that purpose in your locale? 

12 . Have you your family members left a spare key in the mailbax or in a similar insecnre place? 

13. Are tools used by die family, particalarly ladders, under lock? 

14. Do you have a private place to leave notes for family members or do you tack notes on the door 
for family, friends, criminals, and tenorists to read? 

15. Have you developed a response plan for yourself and family members in the event aa 

unauthorized person is suspected to be inside your home upon your return? Does your p»g«i 
emphasize the need to contaa the police or the security ofBoe unmediaiely and p i jow i 

invesiigaiion of the possible intrusia)? 

16. Do you or family members automatically open the residence door to strangers? Do you or your 
family members use a peephole or Qosed Ciircuit TV monitor to identify callers? Do you 

to see and verify credentials from utilify, service, or other persons seeking to enter your residence? 

17. Do you or your family members admit pdl-takers and salespers on s to your home? Are you aware 
of the presence of peddlers and all strangers in your neighbortiood? Are your family members 
equally aware? (Terrorists are known to have gathered substantial infonnatioo relative to their 
victims using these ruses.) 

18. Have you and your family members repotted frequent wrong numbers or nnigineft raiig 

U) the telephone company and the police? Have you considered that someone may be anenqrdng 
to detennine the presence of family membeis? 

19. Have you repotted the p r e s e n ce of strangers in the neighborhood? Does it appear that someone or 
some group may be trying to gain an intimate Imowledge of the your family's habits? 

20. Do ^n and your family members watch for strange cars cruising or parked frequently in the area, 

pardcularly if one or more occupants remain in the car for extended periods? Have you a note 

of occupants, l i c e n se numbers, and province designators of su^idoos vehicies? 

21. Do you discuss family activities with strangers? 

22. Do yon discuss family jdans over the telephone? 

23. Do you discuss detailed family or oSke plans over the telephone with peo|rie yon do pot 
personaQy know or know well? 

24. Do you mail letters concerning famOy travel plans from your house or office? Are you sure that 
no one is intercepting your outbound mail, opening it, and then resealing it for delivery after 
collecting desired mfonnanon ertclosed in it? 

25. Have you or family members accepted delivery of unmdered or suspicious packages or letters? 

26. Have you personally destroyed all envelopes and other items which reflea your name and tank? 

27. Have you limited publicity concerning yourself and your family that may appear in local news 
meifih? 

28. Do you and your family member shop on a set schedule? Do you and your family members 
always shop and the same sttaes? Do ymi and your family members always use the same routes to 
the office, to shopping, to school, and to after school activities? 

29. Do you have a coordinated family emergency plan? Have you ensured that all family members 
know who to contaa if they suspect another family member is in danger? Have you reviewed 
protective measures with all family members? 
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30. Have you made sore that each family member is prqnred to evacuate the area quickly in tbe event 
of an emergency? Do you know where all critical documents such as passports, visas, 
immunization and other medical records are kept? Are these cmrent, and can yon or other family 
members exiiaa them from their secure storage place on very short notice? 

31. Do you yourself in disputes with citizens of the host country over traffic, commercial 
tranactions, ot other subjects? Have you or your family members precipitated any incidents 
involving host-country nationais? 

D. CHILDREN 

1. Have school officials been advised that children are not to be released to strangers under any 

2. Have the children been instructed not only to refuse rides from strangers, but also to stay out of 
reach if a stranger in a car approaches them? 

3. Have you located the children's rooms in a part of the residence that is not easily accessible from 
die outside? 

4. Do you keep the door to your children's rooms open so that your can hear any unusual noises? 

5. Do you ever leave your chfldren at home alone or unattended? 

6. Are you sure that the perstm with whom you leave your children is responsible and uustworthy? 

7. Are you sure that outside doors and windows leading into the children’s rooms are kept locked, 
especially in the evening? 

8. Have you taught your children the following? 

a. Never let strangers into your house. 

b. Avoid strangers and never accept rides from anyone that he or she does not know. 

c. Refuse gifts from strangers. 

d. Never leave home without telling an adult where and with whom you are going. 

e. How to call the police. 

f. Tocallthepcdiceif ever you are away and diey see a stranger around the house. 

g. Where possible, walk on main iboroughfaxes. 

h. Tell you if he or she notices a stranger hanging around your neighborhood. 

i. Play in established ctKiununity playgrounds rather than in isolated areas. 

j. Give a false name if ever asked theiis by a stranger. 

E. SCHOOLS 

Have you asked schools aneitded by your children to: 

1. Not give out any information on your students to anyone unless you specifically authoriM them to 

do so in advance? Avoid any kind of publicity in which students arc named or their pictures are 
shovra. 

2. Not release a student to someone other than his or her parents without first receiving authcoization 

framaparem. 

3. Allow children to call patents on the telephone in the presence of school officials befrve allowing 

an release u> actually occur. (This practice provides protection against a kidnapper who 

falls and claims to be the child's parem.) 

4. Rqxm to the police if any strangers are seen loitering around the school or talking to students. If 

strangers are in a car, the teacher should note its make, color, model, and tag number and pass 
this informadon on to the police. 

5. Have teachers closely supervise outside play periods. 




Appendix 0-3 


F. NEIGHBORS 

1. Have yoo met your neigbboR? Have you gotten them interested in maintaining and improving 
oei^dKxbood secnnqr? 

2. Have yoo exchanged tetepbonenumbes? 

3. Have yoo established some sort of system for alening one another to trouble in neighbortiood? 

G. STRANGERS 

1. Have aO family memben been warned to keq>soangen from entering the readence? 

2. Have all family membeis and domestic employees been mstructed on the requirem ent that 
inainwn a nr# woric is ID be pedonned only on a scheduled basis unless a clear emergency exists? 
Do yoo have procedures established oo how to be contacted in the event that a utility emergency 
occurs and maintenance personnel must enter your residence? Do your family m embers and 
dornesticemiteyees know how to vcri^ the identiqr of maintenance pereonnel? 

3. Have yoo and your family discussed the kind of assistance you can offer to a person who comes to 

your planning io be the victim cf an anianobile accident, a mechanical breakdown, or some 
other kind of acddeni? Have yoo explained to your family that they can offer to call fae police, 
t he fire an hiit muter nr> eiirinnaanefts sfanuld they allow the vicdm huo 

tfaeiesideiEe? 
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APPENDIX P 


HOUSEHOLD SECURITY CHECKLIST 

A. EXTERIOR 

1. If yoa have a fence or tight hedge, have you evalnaied it as a 
defense against intnisioo? 

2. Is your fence or wan in good repair? 

3. Are the ^les solid and in good lepair? 

4. Are the gates inoperlylodEBd dining the day and at night? 

5. Do you check regulaily to see that your gates are lodced? 

6. Have you eliminated trees, poles, ladders, boxes, ete„ that 

might help an intruder to scale the fence, waQ, or hedge? 

7. Have you removed shrubbery near your ^te, garage, or 
front door which could conceal an intruder? 

8. Do you have lights to illuminate all sides of your res id ence, 
garage area, patio, etc.? 

9. Do you leave your lights on during hours of darkness? 

10. Do you check regularly to see that the lights are working? 

11. If you have a guard, does his post prtqrerlypositioo him to 
have the best possible view of your grounds and residence? 

12. Does your guard patrol your grounds during die hours of 
dadoiess? 

13. Has your guard been given verbal or written instructions and 
does he understand them? 

14. Do you have dogs or other pets that will sound an alann if 
they spot an intruder? 

B. INTERIOR 

1. Areyour perimeterdoorsttf metal or s(^ wood? 

2. Are the door frames of good solid construction? 

3. Do you have an interview grin or optical viewer in your 
main entrance door? 

4. Do you use the interview grill or optical viewer? 

5. 

6. Are the locks in good working order? 

7. Can any of your door locks be bypassed by breaking the 
glass or a panel of li^t wood? 

8. Have you permanently secured all unused doors? 



Appendbc P-1 


B. INTERIOR (cootiDDcd) 

9. 

10. Do you close all shutters at ni^t and when leaving your 
lesideace for extended periods of time? 

. .-e unused windows permanently dosed and secured? 



12. Are your windows locked when they are shut? 


13. Are you as careful of second floor, or basement windows as 
you are of those on the ground floor? 



IS. If your residnce has a dcyli^ roof latdt, or roof doors, are 
th^ property secured? 


16. Does your residence have an alarm system? 

17. Have you briefed your family and servants on good security 
procettores? 

18. Do you know the phone number of the police security fence 
that services your neighborhood? 


C. GENERAL 


1. Are you and your family alert in your observatitms of persons 
who may have you under surveillance, or who may be 
casing your bouse in ineparation for a burglary or other crime? 

2. Have you verified the references of your servants, and have 
you submined their names for seciaiqr checks? 

3. Have you udd your family and servants what to do if they 
discover an mtmder breaidiig in or already in the bouse? 

4. Have yon restricted the number house keys? 

5. Do you loiow where all your house k^ are? 
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LETTER AND PACKAGE BOMB* RECOGKmON GHEGKU 


A. INTRODUCTION 

The fonowing informatioD is useful in (toectmg ^ present of lecto’ or package bombs sent through 
U.S. and intematioaal mails. While by no means complete or foolproof, letters and packages exhibiting 
the chatactensdcs below should be viewed with exstme cautioar' ^ 


B. RECOGNITION CHART 
WEIGHT 



STAMPS 


Weight unevenly distributed. 

Heavier than usual for its size. 

Heavier than usual for its postal class. 

THICKNESS 

For medium size envelopes, the 

thickness of a small bode. 

Not uniform or has bulges. 

For large envelopes, bulkiness, an inch 

or mote in thickness. 

ADDRESS 

Noiensnaddtess. 

Poorly typed or handwritten address. 

Hand-printed. 

Title for the executive (recipient) 

inc o necL 

Addressed to a high-ranking redpieut by 

name, title, or department. 

RIGIDITY 

Greater than notinal. partintlarly along 

its center length. 


More than enough postage. 

POSTMARK 
Foreign. 

' ■ ■ From an unusual city or town. 
WRITING 

Foreign writing style. 

Misspelled words. 

Marked "Air Mail," "Registered," 

"Certified." or "Special Delivery." 

Marked "Personal", *Confidendal," 

"Private," or "Eyes Only." 

ENVELOPE 

Peculiar odor. 

Inner sealed enclosure. 

Excessive sealing materiaL 

Oil stains. 

Springiness. 

Wires, string, or foil sticking out or 

attached. 

Ink stains. 
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APPENDIX R 


FAMILY "OPERATIONS SECURITY" TIPS 

1. Do not place your name 00 exterior walls of residences. 

2 . Do not answer your telq>bone with your name and rank; children and dcmiestic employees should be 
instructed not to identify the name, title, or affiliation of the occupants when answering the 
telq)boiie 

3. Do not list your telephone nnmber and address in local diiectaries. 

4. Create the appearance that the house is occupied by using timen to control lights and radios while 
you ate away. 

5 . Persmally destroy all envelopes and other items that leflea personal infonnation. 

6. Safeguard financial records and other materials that could be used to identify bank accounts, credit card 
accounts, or brokerage acounts. 

7. Qose draperies during periods darkness. Dtapenes should be opaque and made of heavy materiaL 

8. Do not let your trash become a source of informatioa. 
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APPENDIX S 

BODY ARMOR STANDARDS, SPECIFICATIONS, 

AND SELECTION 

A. INTRODUCTION 

The National Institme of Justice has published NU Standard 0101.03. "Ballistic Resistance of Pol^ 
Body A n**"* '." which provides standards to judge personal body annor capabilities to provide protection 
agaiiKt varioos types of threats. Die following is a brief summary of the standard and the various threats 
against which each type protective body armor has been tested. 

B. BODY ARMOR STANDARD 



C. BODY ARMOR SELECTION 


1. Although primarily to provide protection against handgun assualt. soft body amor has 

prevented serious and potentially injuries in oairic accidents, from physical assault from improvised 
clubs, and to some extent from l^ves. 

2. Tte fundamental considerations guiding selection of body amor are the threat to which protected 
persons will be exposed. 
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^TfflBCTraSfTHINGASABUUrr-IllOOT TbeiWttinci»ofapproi*^ 
significantly leduces the |jifrfihnn<i of fatal mjary. btrt lOO-poeem protectiao in aU dscoinstanctt is 
impossible. Body sf stwig extent a nacte-off between h a P i s oc protection and weaiabiligr. 
The weight and comfort of soft body annor is inveisdy propmtional to die level of ballistic protection that 
U^toviJes. 

Pn^) er fining can make more enable body annor more ttdeiable to the user. 

D . ADDITIONAL INFORMATION 

For inforroation on body armor and other law enforcement cquipmeni tg^wopriate for 

<»nngi<warinti in Combatting terrmism applicatioos, contact the National Instimte of Justice, National 
Criminal Justice Reference Service. Washington, DC 20531. Specific infonnatioo published by the^ 
Enforcem^ Standards Laboratoty and the Technok^ Assessment Program Iiifonnation Center may be of 
and to personnel involved in DoD Combatting TemHism Programs. 
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«VEHICLE BOMB SEARCH» 


CHECKLIST DELETED 
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«VEHICLE BOMB SEARCH» 

CHECKLIST DELETED 
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APPENDIX U 


KIDNAPPING AND HOSTAGE-TAKING: 
MOTIVATION AND PARTICIPATION 


A. INTRODUCTION 

1. Host^e*taking has been nsed to gain 
control and i^nence over the befaavior of 
soaedes for centuries. The eatne foundation of 
modem diplomatic practice rests on the ctmcept 
of legiiimaie bostage<4aking. Ambassadors and 
other emissaries were exchanged among feudal 
kingdoms to ensure their mutual health and 
safety. Modem legal concepts sunounding the 
prac^ce of diplomatic immunity reflect the 
mditiooal practice of legitunate hostage*taking 
by modem nation states-exchange diplomats. 

2. Coniemparafy intematiaoal legal nonns 
cleariy bold kidniqjping and holding diplomats, 
civil servants, military personnel, corporate 
officials, indqiendem business persons, scbolats, 
teachers, and students hostage in pursuit of 
political goals and objectives by individual 
groups to be a form of terrorism. Such behavior 
is criminal under U.S. law. 

3. The United States has enacted a 
domestic statute which makes assaults, 
kidnappings, murders, or conspiracies to commit 
such against American citizens ateoad a crime 
subject to the jurisdiction of U.S. courts. Under 
this statute, the United States asserts a right to 
seek cocq>a^ve or coercive extradition from 
foreign jurisdictions for the purpose of 
prosecuting those individuals accused of such 
crimes. 

B. MOTIVES KIDNAPPING AND 

HOSTAGE-TAKING 

1. Pnblicity for a Cause 

a. Kidnaii^ings and taking of hostages 
can generate massive news media coverage. 
While the scope, intensity, and amount of 
coverage is difficult to predict, terrorists know 
that successful, drainatic kidnappings of 
newsworthy people, as well as hijackings of 
airplanes, ferries, trains, and cruise liners can 
generate huge volumes of publicity. Terrorists 
have been known to capitalize on the initial 
newsworthiness of a kidnapping or hijacking by 
implementing a media campaign. Interviews 


with selected hostages, guards, terrorist group 
suppmters, and even terrorist group members are 
allowed fm privileged members ol the press. 

b. As a general rule, to ^ch there are 
many exceptions, the more newsworthy a 
potential victim is, the greater the likelihood that 
an attempt m^ be made against that person. 


c. There is tmteworthy corollary to 
this general rule. Some terrorists elea to kidn^ 
and hold hostage individuals who are not 
especially newsworthy in and of themselves, but 
represent newsworthy interests, causes, or 
organizations. Temrists, for example, teve 
captand and held hostage Peace Corps workers, 
junior American diplomats, and because they 
were U.S. Govenunent representatives. These 
kidnappings were far less newsworthy than the 
kidnapping of American Ambassadors in 
Uruguay, Sudan, or Afghanistan. Nevertheless, 
these actions illustrated to host-country nationals 
that the U.S. and host governments coul d not 
safeguard U^. Govenunent employees. 



2. Publicity for a Group 


a. Some terrorists seek to use 
kidnqpmgs and hostage-taking to generate press 
coverage for their own groiq>. This tactic is 
couruerihniitive because it is inconsistent with 
the need for tetiorists to operate covotly and to 
obtain their support through clandestine means. 
On the other band, it is entirely consistent with 
the tactical goal of terrorism: induce dysfuiK- 
tionai levels of fear in the target group, society, 
or country. 

b. Terrtsist attacks intended solely to 
promote dysfunctional fear in the target 
population tend to be especially violent and 
deadly. There are few, if any, compunctions 
among terrorists which might mitigate the scope, 
magnitude, or intertsity of such attacks if the 
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ininctpal goal is to scare as many members of 
tbe target audience as iMSsible. Violent, deadly 
attarWt on persons with little or no obvious 
importance, carried out in especially visible and 
picturesque ways, send powerful messages to an 
unsuspecting populace. These actions say in 
e£Tect»we tbe terrorists are all powerful; we can 
decide who will live and who will die; the 
government is no longer able to protect you. 

3. SoBixe of Funds or Supplies 

Sometimes victiins are selected for 
Iddnapping because they are valuable to indi* 
vidnals or organizations; e.g., fiunllies, home- 
town Mends, or employers. Families have paid 
latunm*. Contribution drives wetc Stalled in the 
hostage's hometown to collect the ransom. 
Civilian firms are farced lo pay ransmns because 
if they do not pay. employees will not want i 
work overseas. Stanetimes, victims can be rat 
somed with sontlies including food, medicine, 
weapons, and ammunition. 

4 . Symbols of Hated Authorities 

a. Some terrorists develop world 
views that effectively dehumanize individuals and 
give human-like (anthropomotpbic) qualities to 
societal institutions. For example, tbe 
’Govemment" or the ’Church” becomes the 
enemy. These institutions, according to the 
terrorists, engage in rqtressicxi. state-sanctioned 
violence against tbe people, robbing and en- 
slaving the people, denying the people human 
rights, and so forth, as a consequence, human 
representatives of the enemy, be they police 
officers, mail carriers, dvil servants or priests, 
monks, turns, novitiates in tbe case of a church, 
are fair quany. 

b. American government representa- 
tives are often selected as targets by terrorists 
operating fiom this anti-a u t h wit a rian perspective, 

the U.S. Government is fteqnently allied 
or associated with gov e i i un eots that are tndng to 
deal with widespread social viotence in a manner 
that appears to terrorists and their supportm to 
be repressive, violent, cmnqit. and i n co n s i ste n t 
with their perspectives on human rights. In 
conflicts based on such fundamental disaepancies 
in perceptions of right and wrong, proper and 
impn^ier roles for social institutions, DoD 
personnel and their dependents are by their simple 
associaiUHi with tbe U.S. Government at risk for 
kidnapping and being taken hostage. 

c. On many occasions, bosta^ have 
been seized as symbols of hated authorities with 
tbe e:qnessed iiuent of trading the hostages, dead 


or alive, for terrorist conuades incarcerated by the 
audxBities. 


5. Specific Threats to Terrorist 
Support or Activities 


a. Terrorists will kidnap individuals 
identified as specific threats to their political 
and/or economic activities. As noted in 
Chapter 2, many tenorist groiqis operate within a 
tightly disciplined, cellular strucnire to prot^t 
tbe identity of its membership. Terrorist 
intelligence networks coUea information about 
potent targets and defend the terrorist organi- 
««»««« law enforoemeiu efforts to arrest, 
prosecute, and incarceraie or punish members of 
die terrorist organizatian. 


b. Terrorist organizations will kidnap 
and hold hostage individuals believed to be a 
to tbe survival of the organization. 




nose 

taken hostage because t&ey are 
perceived to be a threat to the long-term survival 
of a terrorist organization are in substantially 
greater peril than individuals taken hostage 
merely because diey were present a the scene (rf 
a t er ro ris t incident and might be able to ideiuify 
members of tbe group. 

C. TYPES OF HOSTAGE-TAKERS 


Dr. Frederick Hacker, author of Crusaders, 
Crimuials and Crazies: Terror aiui Terrorism in 
Our Time, divides hostage-takers into tbe three 
main groups. This is an easy way to remember 
broad, somewhat stylized categories of hostage- 
takers. As with all stereotypes, they are useful 
as an aid to understanding pt^lems and possible 
remedies, but usuaDy ate of lidle help in dealing 
with qwcific siniations. 

1. Crusaders 

a. Many hostage incidents involve 
political or religious extremists. Such ex- 
tremists are labeled 'crusaders.” 

b. ’Crusaders” are highly motivated. 
They are capable of planning extensive, intricate, 
and very complete actions based on extensive 
intelligence collection against potential targets. 
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Tbey organize tbeir activities in a manner that 
makes detectian difficult if not impossible. They 
fiteqoently bring to bear knowledge, professi on al 
^hiiirifes , and social drills reflecting tbeir middle 
to upper middle class optninging. 

c. "Crusadets” vary widely in person* 
ality, but seem to share certain common charac- 
teristics. Tbey tend to be highly if not 
abnormally idealistic and inflexible. Someomes 
they are prqBied to die for their cause because of 
their dedication. They are not likdy to give tq> 
hostages unless their own escape is guaranteed to 

carigfarfiftn 

d. Protecting DoD p ers o nn e l and their 

againct Ifiit n a p p ii g »rwt hnaag ft-talring 

efiforts by terrorists who are "crusaders* is most 
chalknging. When such terrorists are allied with 
which provide logistic support, informa* 
tion, weapons, training, and even direction, DoD 
personnd may face a threat as formidable as one 
posed by ^>ecial operating forces of potential 
adversary states. 

2. Criminals 

a. Common street criminals can 
become kidnai^Krs or hostage-takers. Kidnap* 
ping and hostap^-saking are usually the result of 
a bungled crime, not a politically inq>iied ter- 
rorist plan. Kidn^ing or hostage-taking can 
occur in the midst of another crime. Kidnap- 
pings and hostage-taking are common, for 
example, in robberies or larcenies where the 
perpetrators conuningle with innocent civilians 
and ate caught on the premises by law en- 
forcement officers. 

b. Kidnapping and hostage-taking by 
criminals in the midst of a crime puts the 
victims in immediate danger. The criminal, the 
victim(s), and law enforcement peisonnel are vir- 
tually without sc ri pc lenskns are high; fears and 
the ability to pr^ct behavior on the part of 
adversaries is exceedingly low. 

c. Victims in such circumstances have 
at least one factor that works in their favor. 
Th^ have utility to their captors as bargaining 
chips for freedom. Victims who are injured or 
killed have no value to criminals; there is shared 
interest on the pan of both the victim aiul the 
kidnapper in avoiding bodily harm. While this 
situation does not mean the victims are not at 
risk, it does suggest that the longer a hostage 
situation continues without violence, the greater 
the likelihood that hostages will eventually be 
released widxxu funber injury. 

d. There is, however, an equally 
sobering corollary: In the event that a hostage 


situatioo becomes violent, it is po^ble, if not 
likely, the criminals will inflkt injury or death 
up<m the hostages as retribution against law 
enfocement authtvities before the taci of their 
appreheosicQ. 

3. "Crazies" or Mentally Disturbed 

Individuals 

a. Although individuals with diag- 
nosed psydnaffic or psychological conditions are 
not nqtaHy associated with cvganized terrorist 
groups, mentally disturbed individuals figw 
prominently in Iddnappings and hostage-taking 
in the United States. Hostage-taking by men- 
tally unstable individuals m^ be spontaneous m 

pbtntigrt 

b. Victims of kidnappings and 
hostage-takings by mentally ill individi^ may 
find themselves in extraordinarily difficult cir- 
cumstances because of extreme difficulty in 
communicating with the ki(btaiq)er. In additimi 
to lan guage and cultural barriers, the victim must 
also find a vehicle or path around or through the 
kidnappers psychiatric and psychological impair- 
ments. Delusions and hallucinations character- 
istic of many mental illnesses probably will not 
impair the kidnapper's ability to use hostages for 
personal gain or other purposes. These 
conditions will, however, make it much more 
difficult for victims to reason or negotiate with 
"crazy" kidnigjpers. 

c. Kidnappers Kting out &cets of their 
mental illnesses usually act alone. While 
capable of qaiiring potential victims, the "sole- 
proptietor" cfaaiacta of a mentally ill kidnapper's 

(qxrandi detection and counier- 

yp"" againM thig ^pe of lodnapping threat. As 
is often the case, however, caution must be 
exercised in dealing with mei^y ill kidnappers. 
They usually are as capable of committing 
violent acts against hosuges as frightened 
criminals or calculating crusaders seeking press 
or ransom for tbeir causes. In addition, the 
mentally ill hostage-taker may also have a dea th 
wish that can be satisfied by the murder of the 
hostages, suicide, or both. 

D. MULTIPLE HOSTAGE-TAKING 

1. Taking multiple hosuges offers 
terrorists tar rir ai advanuges that may be ofbet 
by logistical disadvantages. Capture of multiple 
hosuges; e.g., hijacking an airplane, or seizing 
and bedding a building, places tremendous pr»- 
sure cm governments to respond to terrorist 
riftmandg. There seems tt> be a threshold of pub- 
lic concern and sympathy for hostages and a will- 
ingness to respond to terrorist demands. 
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Individual hostages and groujK of hostages 
greater than several hundred to several thousands 
evcrice relatively little concern. Groups of 
hostages nurobe^g in the lO's to 100's seem to 
evdce tremendous public concern that can be 
mobilized as pressure on governments to assent 
to tenofist demands. 

2. Groups of hostages are attractive to 
terrorists f(K several reasons including the 
following: 

a. Potential for finding a person of 
news iUBRSl (media). 

b. Potential for finding a person of 
premineace (ransom). 

c. Potential for finding a person vdio 
rq aes e n is 'Ibe enemy” (retribution). 

d. Potential to commit especially 
terrifying acts (airplane bombings, wholesale 
execatioos,etc.) 

e. On the other hand, even if one 
hostage is good, more may not always be better 
fiom a terrorist's perspective. More hostages 
may mean the following: 

(1) More people to feed, to water, 
and to provide fm hygiene. 

(2) More opportunities for 
hostage-led coonteiactioD. 

(3) More opportunities to make 
mi<tain»g and generate sympathy for the hostages 
on the one hand and t^tposition to the cause on 
the other. 

f. For some potential kidnappm, 
especially those terrorist ^ups operating 
without state so(q)ort or state direcdoa, s^ety 6r 
potential victims can be found in numbers. 
Being part of a large group while traveling or 
wmking makes it difiicolt to be singled out for 
kidnqtping or being held host^. The logistic 
lequirements for such operations exceed the 
logistic stqqtort available to criminals, 'crazies* 
iwri even many terrorist groups. 


' ■■■ 


g. For other potential kidnappers, 
however, there is little or no safety to he found 
in numbers. Terrorist organizations operating 
with state support or state direction have the 
means, the (qiportunity, and the logistic suppcat 
necessary to seize a large number of people. 
They can, fm example, hijack an aircraft, land at 
a field controlled by a sympathetic if not co- 
qKradve govenunent, provide minimal logistic 
support to sustain the terrorists and their 
hosmges, and go ditoogh a careful review of the 
passengos until persons of value to the tetraists 
are found. 


E. SUMMARY 

Understanding the possible motivation 
nnderiying a kidnapping or hostage siniation can 
be very impartant in helping victims develop 
strategies a^ tactics to minimize further risk of 
harm and to aid law enforcement authorities in 
bringing about a swift end to their situatioa. 
This ^ipeadix presents a Ivood overview; under- 
standing the history, capability, and intentions of 
terrorist threat group operating in an area of 
concetn coiidrined with better understanding of 
possible kidnapping or hostage-taking motives 
may help combatting terrorism intrgram mana- 
gers design more effective measures to protect 
DdD-affiliated personneL 
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APPENDIX V 

CODE- OF CONDUCT EDUCATIONAL MATERIALS 


OVERVIEW 

A. Tbe foUowing'material is ex&acted from DoDDtredxve 1300 J 

B. T « a «ymAitai<w of Sagrion B lo Enelosiirg 2. Guidance for In^cticwi in Support of 
the Code of Conduct to Do^ bire^Ve 1300.7. This maienal restates eai± Anicp,^^the 

and higUigh^jdup^oa^ jbr Levels A, B, and C training. ^ . • 

C. ' Sectibh' n‘ is a tqjroduc^t^ of Enclosare 3. Guidanc e frir lnstraetion'‘to Military 

Pw^nel ^ Detention During Peaicxtiaffi. to refeieiice fii). ^ ^ ^ 

D. Use of thiise' materials in sup of Code of Conduct training for DoD personnel and their 
dependents as p^ of.bnader anotemarism" awareness, ^cation; aihd> daimng pregrains -iS encouraged. 

■ ■ >’S- ':;v, V ■ 
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SECTION I 


ARTICLES OF THE CODE OF CONDUCT (E.O. 10631) 
AND IMPLEMENTING INSTRUCTIONS. 


1 . Article L I AM AN AMERICAN, nCHTING 
IN THE FORCES WHICH GUARD MY COUNTRY 
AND OUR WAY OF LIFE. I AM PREPARED TO 
err MYIIFEINTHERMFENSE 

t Explmatioa 

(1) Article I of the Code of Conduct 
vrefereaee (b)) applies to all Service memben at all 
taoes. A member of the Armed F or ce has a doty to 
sup po r t U.S. mteiests and oppose U,S. e n e mi es 
regardless of the chcomstances. whether in active 
partic^Mtion in combat or in capdviiy. 

(2) Medical personnel and ch^atns are 

granted, by viriue of their special retained status 
under the Geneva Conventions (reference (h)), 
cenain under the Code of Conduct (reference 

(b)). That flexibility is directly related to the 
policies of the captors as to whether they adhere lo 
the requirement of the Geneva Conventions 
(reference (h)) to let medical personnel and 
chaplains perform their professionid duties. All 
personnel should understand the latitude and limits 
of this flexibility (see section C., below, of this 
enclosure). 

b. Training G ytdangg for Levels A. B. and C . 
Familiarity widi the wording and baste meaning of 
Article I is necessary to understand that: 

(1) Past experience of capture Americans 
reveals that honorable survival in captivity requires 
that a Service member posses a high degree of 
dedication and motivation. Maintaining these 
qualities requiies knowledge of and a strong belief in 
the foUowing: 

(a) The advanuge of American 
democratic xnstitiitions and concepts. 

(b) Love of and faith in the United 
Stales and a conviction that the U.S. cause is just. 

(c) Faith in and loyalty to fellow 

POWs. 

(2) Possessing the dedication and 
motivation fostered by such beliefs and trust shall 
enable POWs to survive long and stressful periods 
of captivity, and r etu rn to their country and families 
honorably with self-esteem intacL 

2. Artielen. I WILL NEVER SURRENDER OF MY 
OWN FREE WILL. IF IN COMMAND, I WILL 
NEVER SURRENDER THE MEMBERS OF MY 
COMMAND WHILE THEY STILL HAVE THE 
MEANS TO RESIST. 

a. Explanation, Members of the Armed Forces 
may never surrender volumari' Even when 
isolffgH and no longer able to ir casualties on 
the enemy or otherwise defend ,selves, it is 
their duty to evade c^nire and ^oin the nearest 
friendly force. 


(1) It is only when evasion by Service 
members is impossible and further fighting would 
lead to their death with no significant loss to the 
enemy that the means to resist or evade might be 
considered cxhinsted 

(2) The responsibility and authority of a 
commander never extends to the surrender of 
command, even if isolated, cot off, or surrounded, 
while the unit has the power to resist, break out, or 
evade to rejoin friendly f or ces . 

b. TamnsiSi^ 

(1) Levels A. B. and C. Training should 

ensure that each mdividoal is familiar with the 
wording meaning of Article IL as suted in 
paragraph above. 

(2) Levels B and C . Training should be 
oriented toward additional depth of knowledge on 
the following topics. Specifically, Service 
members must: 

(a) Understand that when they are cut 
ofr, shot down, or otherwise isolated in enemy- 
controlled territory, they must make every effort to 
avoid capture. The courses of action available 
include concealment until recovered by friendly 
rescue forces, evasive travel to a friendly or neutral 
territory, and evasive travel to other prebriefed 
areas. 

(b) Understand that capoire does not 
coosdiute a dishonoraUe act if aD reasonable means 
of avoiding it have been e x h a u sted and the only 
alternative is death. 

3. Article TH . IF I AM CAPTURED I WILL 
CONTINUE TO RESIST BY ALL MEANS 
AVAILABLE. I WILL MAKE EVERY EFFORT TO 
ESCAPE AND AID OTHERS TO ESCAPE. IWILL 
ACCEPT NEITHER PAROLE NOR SPECIAL 
FAVCX(S FROM THE ENQdY. 

a. Explanation . The duty of a me m b er of the 
Armed For ces to continue resistance to enemy 
exploitation by all means available is not lessened 
by the misfomme of capture. Contrary to the 1949 
Geneva Conventions (reference (h)), enemies whom 
U.S. forces have engaged since 1949 have regarded 
the POW compound as an extension of the 
battlefield. The POW must be prepared for diis fact 
(1) In disregard of the Geneva Conventions 
(reference (h)), the enemy has used a variety of 
tactics to exi^it POWs for propaganda purposes or 
to obtain military information. Resistance to 
captor exploitation efforts is required by the Code of 
Conduct (reference (b)). Physical and mental 
harassment general mistreatment, torture, medical 
neglect and political indoctrination have all been 
used against K)Ws in the past 
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(2) The enemy has tried to tempt POWs to 
accept special favors or privileges not given to 
other POWs in reoim for statements or mfonnation 
desired by the enemy or for a pledge by Ac POW not 
to attempt escape. 

(3) A POW most not seek special privileges 
or accept special favors at the expense of fellow 
POWs. 

(4) The Geneva Conventions (reference (h)) 
recognize that the regulations of a POWs country 
may impose the duty to escape and that POWs may 
attempt to escape. Undn the guidance and 
supervision of the senior military person and POW 
organization, POWs most be prepared to take 
advanuge of escape o p port nni ties whenever they 
arise. In commmial detention, the welfare of the 
POWs who remain behind must be considered. A 
POW must "think escape," must try to escape if able 
to do so, and must assist others to escape. 

(5) The Geneva Conventions (reference (h)) 
anihorize the release of POWs on parole only to Ae 
extent authorized by Ae POWs country, and 
prohibit ««npgnin£ a POW to accept parole. Parole 
agreements are promises given Ae captor by a POW 
to fulfill stated conditions, such as not to bear arms 
or not to escap e , m consideration of special 
privileges, such as release from captivity or 
lessened restraini. The United States does not 
authorize any Military Service member to sign or 
enter into any such parole agrcemenL 

b. Trainina G uidance 

(1) Levels A. B. and C . Traming should 
ensure that Serrice members are familiar wiA Ae 
wording and basic meaning of Artkle IZL ts stated 
m paragraph B3.a.^ above. 

(2) Levels B and O . Training should be 
oriented toward an additional depA of knowledge on 
Ae following topics. Specially, Service members 
must: 

(a) Understand Aat captivity is a 
situaiion involving oontmuous control by a captor 
who may attempt to use the POW as a source of 
military inforautkm, for politkal purposes, and as 
a potential subject for political mdocuinatiaii. 

(b) Be familiar wiA Ae rights and 
obligations of boA Ae POW and captor under the 
Geneva Conventions of 1949 (reference (h)) and be 
awve of the increased significance of resistance 
should the captor refuse to abide by Ae provisions 
of Ae Geneva Conventions (reference (h)). Be 
aware that the resistance reqidred by the Code of 
Conduct (reference (b)) is directed at captor 
exploitation efforts, because such efforts violate Ae 
Geneva Conventions (reference (h)). Understand 
that resistance beyond the identified above subjects 
the POW to possible punishment by the captor for 
order and discipline violatioos or criminal offenses 
against the detaining power. 

(c) Be familiar with, and prepared for, 
Ae implications of Ae Communist Block 
Reservation to Article 85 of Ac Geneva 
Conventions (reference (h)). Article 85 offers 


protection to a POW legally convicted of a crime 
committed before capture. Understand that 
Communist captors often threaten to use Aeir 
reservation to Article 85 as Ae basis for adjudging 
all members of opposing armed forces as "war 
criminals." As a roult, POWs may find themselves 
aoensed of being "war criminals" simpiy because the 
waged war against their Commimist c^>tor before 
capture. The U3. Goveniinent does not recognize 
the viliAty of this agreemern. 

(d) Undentand that a successful escape 
by a POW causes the enemy to Avert forces that 
might oAerwise be fighting, provides Ae United 
States valuable mfonnation ateut the enemy and 
other POWs m captivity, and serves as a positive 
exam;^ to all members of Ae Armed Fo r c e s. 

(e) Understand Ae advantages of early 
escape m that members of the ground farces are 
usually relatively near friendly forces. For all 
captured individuals, and early escape attempt takes 
aeWaxuage of Ae fact Aat Ae iniual captors are 
usually not trained guards, that the security system 
is relatively lax, and that Ae POW is not yet m t 
debilitated physical conAdon. 

(f) Be familiar wiA the complication 
of esc^ after arrival at an esublished POW camp, 
including secure facilities and an experienced guard 
system, mcreased distance from Mendly forces, 
debiliuted physical condition of prisoners, 
psydiological factors that reduce escape motivation 
("barbed-wire syndrome"^ and Ae often differing 
ethnic characteristics of Ae escapee and Ae enemy 
population. 

(g) Understand the importance of being 
alert for escape opportunities, especially for POWs 
immediately after capture, or when confbied alone. 

A) Understand Ae command 
supervisory role of the senior military person and 
the POW organizatkm m escapes from established 
POW camps. Understand Ae responsibilities of 
es ca pe es to their fellow POWs. 

(i) Understand that acceptance of 
parole means a POW has agreed not to engage m a 
specified act, such as to escape or to hear arms, m 
exchange for a stated privilege, and that U3. policy 
forbids a POW to accept such parole. 

(i) Understand Ae effects on POW 
organization and morale, as well as Ae possible 
legal consequences, of accepting a favor from Ae 
enemy that results m gaining boiefits or privileges 
include acceptance of release before Ae release of 
sick or wounded POWs or Aose who have been 
captivity longer. Special favors include improved 
fo^, recreation, and livmg conditions not 
available to other POWs. 

(3) LeveL C. Training should be oriented 
toward adAtional details and the topics set forA m 
subparagraph B3.b3^ above, as well as under- 
siaxiding ^he necessity for and Ae mechanics of 
covert organizations m captivity. Those organiza- 
tions serve Ae captive enA, such as effecting 
es cape. 
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4. ATtieteTV. lFIBECQMEAPRIS<»4ERdFWAR. 

I WILL KEEP FATTH WITH MY FELLOW 
PRISONERS. IWILLGIVENOINPCHIMAIIONOR 
TAKE PART IN ANY ACI1(»f WHICH MIGHT BE 
HARMFULTO MY COMRADES. IF lAMSENKX. 
IWILLTAKEOBvIMAND. IF NGT. I WILL OBEY 
THE LAWFUL CODERS OF THOSE APPOINTED 
OVER ME AND WILL BACK THEM UP IN EVERY 
WAY. 

a. F"T )Unation. Officers asd non- 
connr.1 :d officen shall cantame to cany oat 
their lesj. rnsflnlities aod exercise their mdioTity in 
captivity. 

(1) Infannisg, or any other action detri- 
mental to a fellow POW, is despicable and is 
expressly foibiddca. POWs especially most avoid 
itgipiiig die enemy to identify fellow POWs who 
may have knowledge of value to the enemy and who 
may be made to stnBer co er c iv e intenogaikn. 

(2) Strong leadership is essential to 
discfyl^. Without disci|dine, camp organizatian, 
resistanoe, and even survival may be impossible. 

(3) Personal hygiene, camp sanitaiian. and 
, care of the side and wounded se imperative. 

(4) WheRver located, POWs. far their own 

yhrmiH ofgaojuc ID 1 floilitSTy UDdcr 

the senior militiry POW eligibk for comnund. Tbe 
senior POW (whether officer or enhsied) in die POW 
camp or among a grot^ -of POWs shall assume 
conunand according to rank without regard to 
Military Service^ That responsibility and 
accountability may not be evaded. (See section C, 
below, of thb enclosure.) 

(5) When taking oommanda the senior POW 
chali infann the ocher POWs and shall designate the 
chMifi of command. If the senior POW is 
mcapacitated. or is otherwise unable to act for any 
reason, enmm«d be assumed by the next 
senior POW. Every effort shall be made to infonn 
all POWs in the emmp (or group) of the members of 
the ehm of cosunind who shall represent them in 

with enemy authorities. Tim lesponsil^ty 
of subordinates to obey the lawfol orders of ranking 
American military personnel remanis u n c h a ng ed in 
captivity. 

(6) VS. policy on POW camp organization 
req u ires that the •***^ *’ military POW shall assume 

The Gcoeva Conventions (referenoe (h)) 
on POWs provide addidonal guidance to the effect 
that in POW oontainmg *«^***g*< personnel 

only, a ^isoners* repcesenutive will be elected. 
POWs should underst^ that such a rqiresentative 
is regarded by VS. policy only as a s^espetson 
for the semor POW. The prisoners* r^resentative 
does not have command, unless the POWs elect the 
senior POW to be die prisoners* representative. The 
senior POW shall assume and reiain actual 
oommand, covertly if ne c e s s a r y. 

(7) Mamtaining communications is one of 
the most tmportant ways that POWs may aid one 
another. Communication breaks down the barriers 
of isolation that an enemy may attempt to construct 


and help strengthen a POWs will to resxsL Each 
POW, snmediateiy upon aqmire, shall try to make 
contact with fellow roWs by any means available 
•raA thereafter, to oommunicaie and 

participate vigorously as part of the POW 
organization. 

(8) As with other provisions of the Code of 
Conduct, E.O. 10631, (reference (b)). common 
sense and the candidons in the POW camp will 
A>t^wntiig the way in which the senior POW and the 
other POWs stnicttire their organization and cany 
out their re^onsibilities. It is important that: 

(a) The senior TOW establish an 
organization. 

(b) The POWs in that organization 
understand th^ duties and know to whom they are 
responsible. 

b. TiimngOadttg 

(1) Leveb A, B, and C. Traming should 
ensure that Service members are familiar writh the 


wording and basic meaning of Article IV, as stated 
in parag r a ph B.4a., above, and understand that: 

(a) Leadership and obedknee to those 

in command are to the discipline requ i red 

to effect successful organization against captor 
exploitation. In captivity situations involving two 
or more POWs, the senior tanking POW shall 
assume command; all others shaU obey the orders 
and abide by die decisions of the senior POW 
regardless of differences in Military Service 
affiliations. Failure to do so shall result in the 
weakening of organiution, a lowering of 
resistance, and, after rc p ai ri aiion, may result in 
legal pr o c e ed ings under die UCMJ (reference G)). 

(b) Faith, trust, and individual group 
loyalties h^e great value in establishing and 
mahttammg an effective POW organization. 

(c) A POW who voluntarily infonns or 
collaborates wiAk the etpim is a traitor to the United 
States and fellow POWs and, after repatriation, is 
subjea to punishment under the UCMJ (reference 
(i)) for such actions. 

(2) Levels B and C Training should be 
oriented towvd additional d^sth of knowledge on 
the following topics. Specifically, Service 

(a) Be familiar widi the principles of 
hygiene, sanitation, health m ai ni ff nan ce , first aid, 
physical conditioning, and food utilization, 
inrhiding recognition and emergency self-treatment 
of typical POW cunp illnesses by emergency use of 
primitive materials and available substances (e.g., 
toothpaste, salt, md charooal). Such knowledge 
exerts an important infloenoe on POW ability to 
resist and assists an effective POW organization. 

(b) Understand the impoita^ of. and 
the basic procedures for, establishing secure 
communications between separated individuals and 
groups of POWs attempting to esublish and 
maintain an effective organization. 
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(c) Be familiar with the major ethnic, 
racial and national characteristics of ihe enemy that 
may affect POW^ptor relationships to the 
detriment of individual POWs and the POW 
organization. 

(d) Further understand that: 

1. An informer or collaborator 
should be insulated from sensitive information on 
POW organization, but that continuing efforts 
should be made by members of the POW organiza- 
tkm to encourage and persuade the collaborator to 
cease such activities. 

2. Welcoming a repentant collab- 
orator *badt to die fold" is generally a more 
effective POW organization resistance technique 
than continued isolation, which only may 
encourage the collaborator to continue such 
treasonous conduct 

3. There is a significant differ- 
ence between the collaborator who must be 
persuaded to return and the resister who, having 
been physically or mentally tortured into 
complying with a capcor*s improper demand (su^ as 
to provide infonnatton or a propaga n da statementX 
should be helped to gather strength and resume 
resistance. 

(e) Understand that in situations 
where military and civilian persoxmel are 
imprisoned together, the senior military POW 
should make every effort to persuade civilian 
prisoners that the Military Service member's 
assuming overall command leadership of the entire 
prisoner group, based iq»n experience and specific 
training, is advantageous to the entire prisoner 
community. 

(3) Level C.Understand the need for, and the 
mechanics of, establishing an effective coven 
organization in simations where the capior attempts 
to prevent or frustrate a properly constituted 
organization. 

5. Article V . WHEN QUESTIONED, SHOULD I 
B ECOME A PRISONER OF WAR, 1 AM REQUIRED 
TO GIVE NAME, RANK, SERVICE NUMBER, AND 
DATE OF BIRTH. I WILL EVADE ANSWERING 
FURTHER QUESTIONS TO THE UTMOST OF MY 
ABEITY. I WILL MAKE NO ORAL OR WRITTEN 
STATEMENTS DISLOYAL TO MY COUNTRY AND 
ITS ALLIES OR HARMFUL TO THEIR CAUSE 
a. FrKf^*"**^*** When questioned, a POW is 
l eq ui red by the Geneva Conventions (reference (h)) 
and the Code of Conduct, EO. 10631 (reference (b)). 
and is pennined by the UCMJ (reference (i)), to give 
I!*™, rank. Service number, and dau of h^. 
Under the Geneva Conventions (reference (h)), the 
enemy has no right to try to force a ROW to pr^ide 
any additional information. However, it is 
unrealistic to expect a POW to remain confined for 
years reciting only name, rank. Service number, and 
of birth. There are many POW c«np situations 
in which certain types of conversation with the 
enemy are permitted. For example, a POW is 
allowed, hut not required by the Code of Conducu 


the UCMJ, or the Geneva Conventions (references 
(b), (i), and (h)), to fill out a Geneva Conventions 
"capture card" to write letters home, and to 
communicate with captors on matters of health and 
welfare. 

(1) The senior POW is required to represent 
fellow POWs in matters of camp administration, 
health, welfare, and grievances. However, it must 
be borne constantly in mind that the enemy has 
often viewed POWs as valuable sources of military 
infonnation and propaganda that may be used to 
further the enemy's war effort. 

(2) Accordingly, each POW must exercise 

great when filling out a "capture card" when 

engaging in authorized communication with the 
captor, and when writing letters. A POW must 
resist, avoid, or evade, even when physically and 
mentally coerced, all enemy efforts to secure 

OT acoons that may further the enemy's 

(3) Examples of statements or actions 

POWs should resist include giving oral or written 
confessions, answering questionnaires, providing 
personal history statements, making propaganda 
recordings and broadcast appeals to other lOWs to 
comply with improper captor demands, appealing 
for U.S. surrender or parole, engaging in self- 
criticisms, or providing oral or written statements 
or on Vbftlf of the enemy or 

harmful to the United States, its allies, the Armed 
Forc e s, or other POWs. 

(4) A POW should recognize that any 
confession or statement may be used by the enemy 
as part of a false accusation that the captive is a war 
criminal rather than a POW. Moreover, certain 
cmm t rie? have made reservations to the Geneva 
Gmventions (reference (h)) in which they assert 
dial a war criminal conviction has the effect of 
depriving the convicted individual of POW status, 

removing the POW from protection under the 
Geneva Convemioiis (reference (h)). The right to 
repatriation is thus revoked until a prison sen tm e r 
is served. 

(5) If a POW finds that, under intense 

c o er cion, unauthorized information was unwillingly 
or accidentally disclosed, the Service member 
yKftiiiH ID recover and resist with a fresh line 

of mental de f e n se. 

(a) Experience has shown that, 
although enemy interrogation sessions may be 
harsh and cruel, it is usually possible to resist, if 
there is a will 10 resisL 

(b) The best way for a POW to keep 
faith with the United States, fellow POWs, and 
oneself is to provide the enemy with as little 
mfonnatkm as possible. 

b. Tnmiing Giridance 

(1) Levels A, B, and C. Training should 
ensure that Service members are familiar with the 
wording and bask meaning of Article V, as stated m 
paragraph B3.A., above. 
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(2) Leveb B tnd C. Addidoiul under* 
stindmg of the feDowing topics should be acquired 
at levels B and C. Sp^cally. Service members 
must: 

(a) Be familiar with the various aspects 
of the interrogation process, its phases, the 
procedores. methods and techniques of mierroga* 
don. and the interrogator's goals, strengths, and 
weaknesses. 

(b) Understand diat a POW is required 
by the Geneva convcndons and the Code of Conduct 
(references (h) md (b)) to disclose name. rank. 
Service number, and date of birth, when ques t io n ed. 

U' 'land that answering further questions must be 
a\w -.ed. A POW is encouraged lo limit further 
disclosiire by use of such resistance techniques as 

inalnlity to furnish additional mfonnadon 
brsanse of previous orders, poor memory, 
ig 'ranee, or lack of co m pr eh ensian. The TOW 
may never willingly give the captor addition^ 
infoimadon. but must resist doing so even if it 
involves withstanding mental and physical duress. 

(c) Understand that, short of death, it 

is unlikely diat a POW may prevent a skiDed enemy 
mtOTOgator. using all available psychological and 
physical of coer ci o n . £rm obta in i n g some 

degree of compliance by the POW with captor 

demands. However, understand dial if taken past the 

point of maximum endurance by the captor, the 
POW must recover as quickly as possible and resist 
each successive captor exploitation effort to the 
QtmosL Understand that a forced answer on one 
poin t does not authorize continned compliance. 
Even the Mme answer must be icsisied again at the 
next nuenogatkm session. 

(d) Understand that a POW is andior- 
l yfH by the Code of Conduct (reference (b)) to 
communicate with the editor on infividual bnlth or 
welfare matters and, when appropriate, on routine 
matters of ** ^ ">*p administrition. Conversations on 

matters are not considered to be giving 
unauthorized information, as defined in 
sub parag r ap h B.S.a(3). above. 

(e) Understand that the POW may 
furnish limited mfotmation on funily st a ins and 
address in filling out a Geneva Conventions 
(reference (h)) capture card. Be aw«e that a POW 
may write person*^ coi iesp ondence Be aware that 
the captor have full a cc ess to both the 
infonnation on die capture card and die cont e n t s of 
personal ooneapondence. 

(f) Be familiar with the captor's 
reasons for and methods of attempting to involve 
POWs in both mtemal and external propaganda 
activities. Understand ihat a POW must utiliz e every 

available to avoid participation in 
activities and must not make oral or wniten 

disloyal to the United States or its allies, 
or ID fellow POWs. 

(g) Be familiar with the captor's 
reasons for and methods of attempting to 
mdoctrinaie POWs poliucaBy. Be familiar with the 
methods of resisting such m do ct ri naDon. 


(3) Level C Training should provide 
•Aitnonml details, and Service members spe^ically 
should: 

(a) Understand that, even when coerced 

beyond name, rank. Service number, date of birth, 
and claims of it is possible to thwart an 

interrogator's efforts to obtain useful mformation 
by the use of certain additional ruses and 
stratagems. 

(b) Understand and develop ermfidm e e 
in the ability to use properly the ruses and 
stratagems designed to prevent successful 
mterrogation. 

6. AftteteVT, IWILLNEVERPORGETTOATIAM 
AN AMERICAN. nCKTING FOR FREEDOM. 
RESPONSIBLE FOR MY ACTIONS. AND 
DEDICATED TO THE PRINCIPLES WHICH MADE 
MY COUNTRY FREE. I WILL TRUST IN MY GOD 
ANDINTHE untied STATES OF AMERICA 

a. ErplanatjqiL A member of the Anned Forces 
remains responsible for personal actions at all 
times. Article VI is designed to assist members of 
the Anned Forces to fiiUm their responsibilities ai^ 
survive captivity with hoiwr. The Cede of Co n d u c t . 
E.O. 10631 (reference (b)). does not conflici with 
Che UCMJ (reference CO), nd the latter contmues u> 
apply to ea ch military member during captivity or 
other hostile detention. 

(1) When repatriated, POWs can expect 
their actions to be subject to review, both as to 
circumstances of capture and as to conduct during 
detention. The purpose of such review is to 
recognize meritorious performance and. if 
necessary, investigate any allegations of 
misconduct. 

(2) Such reviews win be conducted with due 
regard for the rights of the indivi^ and 
consideration for ^ conditions of captivity. 

(3) A member of die Anned Forces ^ is 
cjq>aired has a co n t in uing obligation to resist all 

at and remain loyal to the 

Unised States. 

(4) The life of a POW may be very hard. 
POWs iriio stand finn and united against enemy 
pressures shall aid one another immeasurably in 
surviving this ordeaL 

b. TTMiittig Gui dartcc for Levels A. B. and-g^ 
Trainmg should ensure dial members are familiar 
with the wording and basic meaning of Arucle VL 
and: 

(1) Understand the relatianship between the 
UCMJ and the Code of Conduct. £.0. 10631 
(references CO «nd (b)X md realize that failure to 
follow the guidance of the Code of Conduct 
(reference (b)) may result in violation of reference 

(i). Every member of die Anned Forces of the United 

States should understand that Service members 
legally may be held accounuble for personal 

while detained. 

(2) Be knowledgeable of the national 
policy expressed by the President in reference (b) 
promulgating the Code of Conduct: 
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No American prisoner of war will be 
forgooen by the United States. Every 
available means will be empk>3^ by 
our govenunent to establish conuct 
with, to s u pp or t and to obtain the 
release of dl our prisoners of war. 
Furthermore, the laws of the United 
States provide for the s up port and care 
of dependents of the armed forces 
including those who become 
prisoners of war. I assure dependents 
of such prisoners that these laws will 
contmne to provide for their welfare. 

(3) Understand that both the POW and 
dqKndmts shall be taken care of by the Armed 
Fcnoes and that pay and allowances, ^gibility wad 
procedures for promotion, and benefits for 
dependents contmne while the POW is deiahuri 

(4) Understaid the importaace of military 

m em ber s ensuring personal affairs and 

family matters (pay, powen of atiomey, will, car 
payments, and children's schooling) are kept current 
through discussion, counseling or Hling of 
documents before being exposed to risk of capture. 

(5) Understand that failure to accomplish 
the matters set forth in subparagraph B.6.b.(4) 
above, has resulted in an almost overwhelming 
sense of guilt on the part of the POWs and has 
placed unnecessary harddup on family members. 

C. SPEQAL allowances FOR MEDICAL 

FERSC^^NEL AhO) CHAPIjUN^ 

The additional flexibility afforded medical 
personn el and chaplains under the circumstance 
cited in the explanation to Article 1 is further 
clarified, as follows: 

1. Article 1 

a. Medical personnel and chaplains are 
granted, by virtue of their special retained status 
under the (jeneva Conventions (reference (h)), 

under the Code of Conduct (reference 
(b)) if the policies of the captors adhere to the 
reqnirenient of the Geneva convenuons (reference 
(h)) pennittiiig those personnel to perform their 
professional duties. 

b. If the captors allow medical persoimel 

and to perform their professipnal duties, 

those pcmonnel may exercise a degree of llexibiliQ^ 
with rega rd to some of the specific provisions of the 
Code of Cflpdoct (reference (b)) to perform their 
professional dudes. 

c. This degree of fiexibOity only may be 
employed if U is in the best interests of the mescal 
mnA spiritual of fellow POWs and the United 
States. lAg all members of the Aimed Forces, 
medical per s onn e l and chaplains are acoountabk for 
their acdons. 

2. Article II. No additional flexibi&ty. 

3. Article m. Under the Geneva Conventions 
(reference (h)), medical personnel and chaplains 
iMk) fidl into the of the enemy are entitled to 
be considered *retiined p erso nneF und are not to be 
considered POWs. The enemy is required by the 


Geneva Conventions (reference (h)) to allow such 
persons to continue to perform their medical or 
religions duties, preferably for POWs of their own 
country. When die services of those "retained 
persooner wrt no longer needed for these dudes, the 
enemy is obligated to return them to their own 
forces. 

a. The medical personnel and chaplains of 
the U.S. Armed Forces, who faU into the hands of 
the enemy, must assert their rights as "retained 
penonner to perform their medical and religious 
dudes for the benefit of the POWs and must take 
every opportunity to do so. 

b. If the captor permits medical personnel 
and chaplains to perform their professional 
functions for the weltee of the POW oomnuinity, 
special ladnide is authorized those personnel undo 
the Code of Conduct, £.0. 10631 (reference (b)), as 
it qi|4ies to c sci qp c , 

c. Medical personnel and chaplains, as 
individuals, do not have a duty to escape or to 
actively aid others in escaping as long as they are 
treated as "retained personnel'' by the enemy. U.S. 
experience since 1949, when the Geneva 
Coovendons (reference (h)) were written, reflects no 
compliance by captors of U.S. personnel with those 
provisions of the Geneva convendons (reference 
(h)). U.S. medical and chaplain personnel nuist be 
prepared to be subjected to the same treatment as 
other POWs. 

d. If the captor does not permit medical 
personnel and chaplains to perform their 
professumal funedons, they are considered idendcal 
to all other POWs with respect to their 
responsibilities under the Code of Conduct 
(reference (b)). Under no circumstances shall the 
latitude granted medical personnel and chaplahu be 
inicrpreied to authorize any actions or conduct 
detrimental to the POWs or the intemst of the United 
Sutes. 

4. Article IV . Medical personnel generaUy art 
prohibited from assuming command over 
«**w**^^^ personnel and chaplains generally are 
prohibiied from assuming command over military 
personnel of any branch. Military service 
regulations that restrict eligibility of those 
personnel for command shall be explained to all 
personnel at an ap pro p r i ate level of understa ndin g 
to preclude later confurion in a POW camp. 

5. Article V. This Article and its explanadon 
also apply to medical personnel and chaplains 
("retained personner). They are required to 
communicate with a captor in connection with their 
professional responsibilities, subject to the 
restraints discussed in Articles L above, and VI, 
below. 

6. Article VI . No additional flexibility. 
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SECTION n 


GUIDANCE FOR INSTRUCTION TO ASSIST U^. MILITARY 
PERSONNEL IN CAPTIVITY OR HOSTILE DETENTION 
DURING PEACETIME 


A. PCXJCY 

This policy on the conduct of miiitiry 
'^onnel, isoltied from U^. con&oL cpplies at aU 
times. U.S. military personnel finding themselves 
£rom U^. control are required to do 
everything in their power to follow DoD poli^. 
The policy in this sitnation is to survive with 
honor. 

B. score 

Hie Code of Conduct E.O. 10631 (reference 
(b)) is a moral guide designed to assist military 
personnel in combat or being held as POWs to live 
up ID the ideals in the DoD policy. The guidance in 
diis enclosure shall assist U.S. military personnel 
who find themselves isolated from U.S. control in 
or in a sitnation not related specifically 
in the Code of Conduct (reference (b)). This 
enclosure is the special guidance referred to in 
paragraph A3J>. of enclosure 2. Procedures shaU 
be established by the Military Departments to 
ensure that all U.S. military personnd u n d er their 
control are made aware of the guidance in this 
enclosure. Dissemination procedures should 
parallel those used to ensure proper education and 
training in su ppo r t of the Code of Conduct 
(reference (b)) throughout the Department of 
Defense. 

C. RATOfiALE 

U.S. milittfy personnel, brcaine of their wide 
range of activities, are subject to peacetime 
detention by unfriendly governments or captivity 
by terrorist group s . The guidance in this cnclosare 
sedcs to help VS, military personnel survive those 
situations with honor and does not consti tut e a 
means for judgment or replace the UCMJ (reference 
(i)) as a vdnek for enfcrcement of pro p er cooducL 
The guidance in diis enclosure, although exactly the 
same as the Code of Conduct (reference (b)) in some 
areas, applies only during peacetime. The term 
**peacetime* that armed conflict does not 

exist or where armed conflict does exist, but the 
United States is not involved directly. For specific 
or in areas of assignment where U.S. 
military personnel may have a high risk of 
peacetime detention or terrorist caf^vity, the 
MDiiary Services are obligated to provide training 
and detailed guidance to sudi personnel to ensure 
their adequate preparation fox the situation. 
Training shall be reviewed and monitored for 
adequacy and consistency with this guidance by the 
Executive Agent for the ASD(FMdLP). 

D. GENERAL 

U.S. miHtcry personnel captured or detained by 
hostile foreign governments or terrorists often are 


held for exploitation of the captives, or the U.S. 
Government or both. That exploitation may take 
many forms, but each fonn of exploitation is 
designed to assist the foreign government or the 
terrorist captors. In die past, deuhmrs have been 
exploited for mformarion and propaganda efforts, 
wieiiMimg confessions to crimes never oommined, 
all of which assisted or lent credibility to the 
detainer. Govennnents also have been exploited in 
such simatkitts id make damaging statements about 
themselves or to force them to appear weak in 
relation to other governments. Ransoms for 
captives or terrorists have been paid by 
govemmenis, and sneh payments have improved 
terrorist finances, supplies, status, and operations, 
often prolonging the terror carried on by such 
groups. 

E. RESPQNSffiiunr 

U.S. military personnel, whether dftaiiiees or 
capdves, may be assured dial the U.S. Government 
^Kmll every good faith effort to obtain their 
earliest release. Faith in one's oouniry and its way 
of life, faith in fellow detainees or captives, and 
faidi in one's self are critical to surviving with 
honor and resisting exploitation. Resisting 
expkntatian and having faith in these areas are die 
res p o nsib ili ty of all Ameriens. On die other hand, 
die destruetkm of such faith must be the assumed 
goal of aU captors determined to maxunire their 
gm* from a detention or capdve si tu a t io n , 

F. GOAL 

Every reasonable stq> must be taken by U.S. 
military p ers o n nel to prevent exploitation of 
themselves and the U.S. GovemmenL If 
exploitation may not be prevented completely, 
every step most be taken lo limit exploitation as 
much as possible. Detained U.S. military personnd 
often «e catalysts for their own re le ase, based on 
their ability to i**^"*^ unattractive sources of 
exploitatioo, Le., one who resists s ucces sf ully may 
expect detainers to lose interest in further 
exploitation aitemptt. Detainees or captives very 
often must thm own judgments as to whidi 
i rt k ff if increase their chances of reoxming 
home with honor and dignity. Without exception, 
the military member who may say honestly t^ he 
or she has done his or her utmost in a detention or 
captive situation to resist exploitation uf^lds DoD 
policy, the founding principles of die United States, 
and die highest traditions of military service. 

G. muitarybeari ng and coum-ESY 


Regardless of the type of detention or 
captivity, at harshness of treatment, U.S. military 
personnel mamtain their military bearing. 
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They shonld nuke every effort to remain calm, 
coQiteoua, and project personal dignity. That is 
particulirly important during the process of capture 
and the early stages of mtenunqit when the captors 
may be uncertain of their control over the captives. 
Discourteous, unmilitary behavior seldom serves 
the long-term interest of a detainee, captive, or 
hosuge. Additionally, it often results in 
unnecessary punishment that serves no useful 
purpose. Such behavior, in some situations, may 
jeopardize survival and severely complicate efforts 
to gam release of the drumed. captured, or hostage- 
held miiitary member. 

H. OASSlFlEDlNFORMAnQN 

There are no dreumstanoes in which a detainee, 
or captive, should voluntarily give classified 
information or materials to those who are 
unauthorized id receive them. To die utmost of their 
ability, DS. military personnel held as detainees, 
captives, or hosuges shall protect all classified 
information. An unanthoiized disclosure of 
classified informaikm, for whatever reason, does 
not justify further disclosures. Detainees, captives, 
and hosuges must resist, to the utmost of their 
ability, each and every attempt by their captor to 
obtain such mformation. 

I. CHAIN OF COMMAND 

In group detention, captivity, or hosuge 
sioiAtions, militaiy detainees, captives or hosuges 
shall organize, to the fullest extent possible, in a 
military manner under the senior military member 
present and eligible to command. The importance 
of such organization may not be overemphasized. 
Historically, in both peacetime and wartime, 
establishment of a military chain of command has 
been a tremendous source of strength for all 
capdves. Every effort shaU be m ad e to establish 
and communications with other detainees, 

cqitives, or hosuges. Military defainfrs. captives, 
or hosuges shaO encourage civilians being held 
with them to participate in the military 
organization and accept the anthoricy of the senior 
military member. In some dicumsunces, such as 
embassy duty, military memben may be under the 
direction of a senior U.S. civilian official. 
Notwithstanding such circumstances, the senior 
military member still is obligated to e subl is h , as 
an entity, a military organization and to ensure that 
the guidelines in support of the the DoD policy to 
survive with honor are not comp ro m ised. 

1. GUTDANCE FOR DFTENTIQN BY GQVERN- 

MI!;NT5 

Once in the custody of a hostile government, 
regardless of the circumsunces that preceded the 
detention situation, ire subject to the laws 

of that government. Detainees shall maintain 
miliury bearing and should avoid any aggressive, 
combative, or illegal behavior. The latter might 
complicau their situation, their legal status, and 
any efforts to negotiate a rapid release. 

1 . As American citizens, detainees should be 
allowed to be placed in contact with U.S. or friendly 


embassy personnel. Detainees should ask im- 
mediauly and continually to see U,S. embassy 

or a representative of an allied or neutral 
govemmenL 

2. U.S. miliury personnel who become lost 
or isolated in a hostile foreign country during 
peacetime shall not act as comhaunu during 
evasion atten^ts. Since a suu of armed conflict 
does not exist, there is no protection afforded under 
the Geneva Conventions (reference (h)). The civil 
laws of that country apply. Deia^ in contacting 
local authorities may be caused by injuries affecting 
the miliury member's mcAnlity, disorienution. fear 
of captivity, or a desire u> see if a rescue attempt 
might be made. 

3. Since the detainer's goals may be 
maximum political exploitation, U,S. military 
personnel who are detained must be extremely 

of dieir captors in everything they say and 
do. In addition to asking for a U.S. r^aresentative, 

should provide name, rank, social security 
account number, date of birth, and the innocent 
circumstances leading to their detention. Further 
discussions should be limiied to and revolve around 
health and welfare matters, conditions of their 
fellow detainees, and going home. 

a. Historically, the detainers have 
attempted to engage miliury captives in what may 
be called a "battle of wits" about seemingly 

and useless topics as well as provocative 
issues. To engage any detainer in such useless, if 
not dangerous, dialogue only enables a cq>tor to 
spend more time with the detainee. The detainee 
should consider dealings with his or her captors as a 
"battle of wills;" the will to restrict discussion to 
those items that relate to the detainee's treatment 
and return home against the detainer's wifi to discuss 
orelevant, if not dangerous, topics. 

b. As there is no reason to sign any form 
or document in peacetime detention, detainees shall 
avoid signing any document or making any 

oral or otherwise. If a detainee is forced 
to a statement or sign documents, he. or she 
must provide as little mformation as possible and 
thgn oontmue to resisi to the utmost of his or her 
ability. If a detainee writes or signs anything, such 
action be measured against how it reflects on 

the United Suies and the individual as a member of 
the military, or how it could be misused by the 
4 eui ffgr to further the detainer's ends. 

c. Detainees are not likely to earn their 
release by cooperation. Release may be gained by 
the miliury member doing his or her best to resist 
exploitation, thereby reducing his or her value to a 
detainer, and thus prompting a hostile government 
to negotiate seriously with the U.S. GovernmenL 

4. U.S. miliury detainees should not refuse 
to accept release, unless doing so requires them to 
comp ro m ise their honor or cause damage to the U.S. 
Government or its allies. Persons in charge of 
detained U.S. miliury personnel shall authorize 
release of any personnel under almost all 
circumsunces. 
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5. Etctpe attempts shall be inade after ^ 
careful consideration of the risk or violence, chance 
of success, and deirimeatal effecu on detainees 
remaming behincL Jailbreak in most countries is a 
crime. Escape attempcs would provide the detainer 
with further justification to prolong detention by 
charging additional violations of its criminal or 
civil law and might result in bodily harm or even 
iQ detainee. 

K. GUIDANCE FOR CAFTTYnTBY TERRORlSTS 

C^ture by terrorists is generally the least 
prediet^le and s tr uc t ur ed form of peacetime 
ca p tivi ty. Th'' ‘^.otor qualifies as an intemational 
crimmaL The possible forms of capdviiy vary from 
spontaneous ^jacking to a carefully planned 
kidnappmg. In such captivities, hostages play a 
greater role in detenninmg their own fate smoe the 
terrorists in many jnsrances expect or receive no 
rewards for providing good treatment or releasing 
victims /Jiharmed. If U.S. military personnel are 
uncertain whether captors are genuine terrorists or 
surrogates of government, they should assume that 
they are terrorists. 

1 . If assigned in, or traveling through, areas 
of known lenorist activity, U.S. military personnel 
shall exercise prudent andt er ro rism measures to 
reduce their vulneralnlity to capture. During the 
process of capture and initial intenunent, they 
should remain calm and courteous, since most 
casualties among hosuges occ ur during this jdiase. 


2. Surviving in some terrorist detentions 
may depend on hosuges conveying a personal 
dignity and apparent sincerity to the captors. 
Hostages m^ discuss nonsubstantive topics such as 
sporu, family, and clothing, to convey to the 
terrorists the cqmve's personal dignity and human 
qualities. They shall make every effort to avoid 
embarrassing the United Sums and the host 
govenunenL The purpose of that dialogue is for the 
hostage to bfcome a "person** in the captor's eyes, 
rather than a mere syn^l of his or her ideological 
haired. Sudi a dialogue also should strengthen the 
hosuge's determination to survive and resist. A 
hosuge also may listen actively to the terrorist's 
feeling about his or her cause to suppon the 
hostage's desire to be a "penon" to the tenorisL 
However, he or she should never pander, praise, 
particquie, or debate the terrorist's cause with him 
or her. 

3. U.S. miliiary per sonn el held hosuge by 
terrorists should acc ep t release using guidance in 
subsection J.4., above. U.S. military personnel 
must keep faith with their fellow hosuges and 
conduct themselves according to the guid^es of 
this enclosure. Hosuges and kidnap victims who 
consider esc^ to be their only hope are authorized 
to make such attempts. The hosuge must weigh 
carefuUy the unique circumsunces of the terrorist 
situation and all aspects of a decision to attempt 
escape. 
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APPENDIX Y 


CRISIS MANAGEMENT PLAN FORMAT 


OVERVIEW 

The format outlined on the following pages highlights areas of concein in crisis management 
planning. It is not meant to be all inclusive or rigidly followed. 

While the format presented is most sqiplicable to the Military Services or organizations under the 
control of Unified and Specified Commands, the approach outlined may be helpful to managers of OSD 
Agencies as they consider ^tpropriate mechanisms to protect activities, w g a nization s. personnel, and 
materiel under their control. 
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APPENDIX Z 


BOMB AND HOSTAGE THREAT 
TELEPHONE CALL PROCEDURES 

1 . Upon receiving an anonyrooos telepbcme call* 

a. Trytokeq>awcnl'fix’w(»drecardofdieconvenation. 

b. Attempt to obtain the caller's name, address, and telejAone number. Point out to the caller that by 
giving these details he or she is indicating his call is a genuine warning. 

c. Attenqx to keep the caller taUdng and elicit further infmmation if possible. 

d. Sununtm assistance (throng a telephone exchange) to tiace the call and to coioborate facts and 
opinions. 

e. Comply with the caller's request to be connected with another extension. Monitor the call if 
possible. Alen the security ofHoer m the officer of the day. 

2. Daring the call: 

a. Try to obtain answers to the questions listed on the telephone threat information sheets found as 
attachments 1 or 2 to this Appendix. 

b. Try to determine the type of telephone call by contacting the operator immediately after the call 
ends. Was the call operator-connected? If the call was t^rerator-connected, can the operator identify 
thesoutce? Was it from a pay phone? If dialed from a pay phone was it direa dialed? 

3. After the call is complete, provide the police duqr officer with details of the telepluxie call and make a 

full written record of the ctmversation attd your impressimis based on the information annotated on the 

telephone threat information sheet This could be invaluable to the local or military police. 


Enclosures -2 

1 . Telephtxie Threat Information Sheet 

2. Threat Information Sheet 
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APPENDIX AA 


TERRORIST INCIDENT RESPONSE: 

PUBLIC AFFAIRS GUIDANCE 

A. INTRODUCTION 

1. A major goal of terrorist groiq>s is to capture the attention of the news media. During and 
immediately after a terrorist incident occurring on a Defense Department installation or involving DoD 
perstmnel, the Public Affairs Officer (PAO) {days an imptatant role in supporwg U.S. Government policy, 
in maintaining the flow of authoritative informatioo between the authorities and the media, and in 
protecting the interests of hostages or DoD personnel participating in the resoludon the incident. 

2. llw PAO has specific fiinctiais to perform, incloding screening mformaiion provided to the media 
to ensure t^xtanonal security, preserving the privacy of hostages, victims, and their families, and advising 
DoD and other U.S. Government or foreign government officials managing the crisis on public affairs 
matters. 

B. BACKGROUND 

1. Risks 

Man y aqiects of combatting terrorism operatioos are inherently sensitive and may involve various 
risks to DoD personiKl or their dependents which may be heightened by the release of information to the 
public. These include (1) risks to the personal safety of law enforcement and intelligence personnel 
involved in te r ro ris m investigations, analyses, or other related activities; (2) the risk of jeopardizing follow* 
on activities related to a terrorist incident ; (3) the risk of jeopardizing the prosecution of people arrested for 
terrorist acts which inherently involve criminal acts; (4) ri^ to the operational security (OPSEC) of on- 
going operations; (5) risks to intelligence systems arid sources; and (6) the risks to relations with other 
governments whose citizens, vessels, tenitory, etc., may be involved in terrorist activities, either by pro- 
viding support or direction, or by being targets for future terrorist assault These risks can be minimized 
oily through a comprehensive coordination process beftse any infonnarion is released to the public. 

2. Teamwork 


sngi^^cy and/or organizadoo be able to take full credit for die termiim^^^^mevro^id the suc- 
cessful restoration of public order. By their nature, DoD combatting terrorism ai¥l counterterrorism efforts 
triggered by a terrorist incident will never be unilateral. They always will be in support of U.S. law 
enforcement agencies or cooperating host national military, police or security forces. 

C. RELEASE OF INFORMATION 

1. Policy Statements 

D6D components will not attempt to publicly or inter^net overall DoD policy regarding 

use of armed forces in law enforcement matters. Components may jaDvide copies of speeches and other 
printed material originated within OSD, but will refer to OASD{PA) any news media questions on matters 
beyond their purview. 

2. Missions Statements 

Previously tqtproved statements and agcnHati»ri Q'$ and A's pertaining to onified/specified com- 
mand migginnic in the DoD efftvt may be used by the commands concerned in the military departments for 
public affairs purposes as they deem apprt^niate. 

3. Announcements of Investigations and Arrests 

The announcement regarding a terrorism-ielated investigation or arrest ntumally will be made by 
the agency/CKganization that conducted the investigation tx' actually made the arrest Such announcements 
will indicate that the operation was a ’coordinated federal effnt* and will list participating agencies and/or 
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organizations following coordination with each. Although DoD Components will not make 
announcements of investigations and arrests, it may be of interest to note the general ground rules that the 
law enforcement agencies observe in making such announcements. 

a. Tbe normally will include the following: 

(1) That an investigation has been launched or completed. 

(2) Than an arrest has been made. 

(3) Name and home town of tbe s u s p ect 

(4) Description of aa for which tbe individual(s) is charged. 

(5) Date, time and general location of the arrest 

(Q List of all agencies and organizations participating in investigation and/or arrest (unless 
pncluded by OPSEC on the request of a participating agency and/or organizatioo) to 
include combined operations with other nations or state and local law enforcement 
agencies. 

(7) Whether resistance or pursuit was invoived. 

(8) Video if it goes through lead agency and/o' mganization which most clear the release 
with the U.S. attorney handling the case. 

(9) Numbers of DoD casualties resulting from a terrorist incident in general terms, including 
general discussion of medical condition (grave, very critical, critical, serious, acute, 
treated and released from tbe hospital, treated as the scene) 

(10) General statement as to the damage to DoD property, provided that no statement shall be 

made that wmild allow terrorists to the results of an attack had it been executed 

in a different matter. 



a. Approval to provide transportation to news media seeking to cover a terrorist incident 
involving DoD personnel shall be in accordance with reference (nn). 
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b. Once ^ifROval is granted, the ftdlowing guidelines appl3T. 

(1) T:«nK3rifi.i< media have exclusive rights to whatever material they gather unless a prior 
pool agreement has been made. 

(2) Media may not be given to classified or sensitive law enforcement information, 
but otherwise should be allowed to cover all activities. 

(3) Media may. at the disoeticm of the Commanding Officer (in consultation with the senior 
U.S. Government of&cial cm scene), embark on miliiary vehicles to observe andtenorist 
le^wnses in progress 

(4) Media may not interview prisoners. 

(5) Media may be afforded reasonable access to document activities of DoD personnel 

io ft tenocist incideiut provided that in so doing, media represe n ta t ives do not 
expose themselves to hostile or friendly fire, nor do they interfere in any manner with 
the combatting t error ism program respon.se. 

Media may photograph and/or videotape pristmers otdy as they are moved in the normal 
course of business; e.g., from a vessel to a dock, from a building to a vehicle, etc. 
Prisoners will not be lined up for media photography. 

(7) Ihe following personnel will not be phou^raphed by media in such a way that they can 
be readily id cn t ?<i fd’ law enforcement. DoD persoi^ and host-nation military, policy, 
or security personnel. 

(g) All on-scene age"c»es and/or organizatkms will be made aware of media {aesence and 
which areas media will be in. 

(9) Media must remain with the escort officers at all times, until re l eased, and follow their 
instructions regarding their activities. These instructions are not intended to hinder 
reporting by media, but are given only to facilitate movement of media and ensure 
safety. 

(10) Media will be cautioned that they cannot rqxtrt mu 

(a) Course, speed, fst imat*^ arrival times and other similar inftxmation on ship or 
airoafi embarks. 

(b) Sensitive equipment and/or curabilities that they might observe <x come in contact 
with. 

(c) Futnre operations of ficxces assigned. 

(<9 Tactics On use or planned) to voice various threats of terrorists. 

(e) Specific of sfaqts. aircraft or ground forces. Instead, media will use ’on 

board the U.S.S. (name) in the (name) sea/ocean* or "along the ^thwest border 
with the (law enfrucemem agency) and the U.S. (branch of service)." 

(11) Ground roles may be modified by the operational conunander to adapt to changing media 
requirements and operational conadeiations. 

(UO Media rqaesentatives who do not abide by the ground rules are subject to expulsion and 
jwnpnrrfiwt fitaifK media em ha ifc s - 

(13) Media representatives may suggest other arrangements for consideration and adoption as 
the siniations change. 

(14) Media participation on a combatting terrorism response embark indicates their 
^mA^iganriing of these guidelines and their willingness to abide by them. 

D. INTERVIEWS AND PRESS CONFERENCES 
1. Interviews 

a. Numerous interview requests co n ce rn i n g the Dc^ Cranbatting Terrcxism Program may be 
received at the jnstaiiarinn, base or unit levels. OASD(PA) has no objection to such interviews if the 
flawing criteria are met: 

(1) All interviews will be on the record. 


HS"! 
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( 2 ) 


(3) 

(4) 

(5) 


Interviewees wiU ducus their personal purview and expertise. 

No mfonnadcQ will be dis c ussed 


Interviewees will not discuss or interpret overall DoD policy regarding armed farces 
support of the U-S. Government's Countertenorism effcm; i.e., preemptive or 
retaliatory use of force against tetTwist groups, their state qmrisors, or states which 
direct terrorist attacks against U.S. interests. 


p^<Fpnnq»< given duiing the interview will meet opeiatianal security reqiniements. 
Interviewees wishing to protect their identiQr must eaatdish appropriate media groi^ 
rules prior to interview. Appropriate public affairs offices must be included in planning 
and conducting aU interviews. 


Interviewees will not answer questions regarding hypothetical situations. Furthermore, 
inteiviewees will not comment on matters pertaining to other U.S. fedecal/state/local 
rnganizatioiB/iagencies and/or the militaty, pdice or security forces (rf other natioas. 

A sumrtiary of coonoversial interview (fiscussiotis and/or notification of inierview results 

require OASD^A) re^onse will be provided tfaroagh qrproptiate command 
ctuuioeis to OASD(PA):DDL 


2. Joint Press Conferences 

a. DoD spokespersons may be invited to participate in joint press ctmferences organized by 
federal/state/local law enfotcemem agencies following the co n c l a d o n of a terrorist episotte involving DoD 
persmmel. facilities, or materiel or where DoD suppon conmbuted to the success of the combatting 
terrorism operation. OASDT \) has no objection to such participation if the following criteria are met: 

(1) Approiniaie public affairs offices in the chain of command must be included in the 
idanning for such press conferences. 

Spokespersons will discuss only information within their personal purview and 
No classified information will be discussed 

(3) Spc^eqtersons will not or interpret overall DoD policy regarding arme d forcM 

siqtpon of the U.S. Government's Countertermism policy (use of force againg terrorist 
groups, their state supporters, or those states which direct a tta c ks by terrorist groups 
against U.S. interests). 

(4) Reqxnses given during tlK press conference win tneetoperatioaalsecatiQ'tequitetnents. 

0 ) Spokespersons will not answer questioos on hy p ot h eti c a l sitnanoos. TTiey will not 

cotnrnem on rnatters pertainmg ID other U.S. federal otganizatioos and/cv agencies and/or 

the militaiy. ptdicy or security foeces of other n a tions . 

(b) After-action reports and/or transcripts of press conferences win be provided through 

a p prop ria te flnmmaiw t to D ASD(PA)/DDL 

3. Training Versus Operations 

OASD(PA) understands that media may be interested in covering training involving the 

Department of Defense and other agencies to get an idea of the type of suppon the Deparunent <rf Defense is 
providing. OASD(PA) has no objection to this type of coverage as kmg as thoough coordinMon h« been 

with other agencies and foreign govern-ments where foreign persomel arc involved, and 
opmtinnai s e cu t i ty coosideiatians have been addressed 
D. COORDINA'nON PROCEDURES 

1. Intcmgeacy Public Affairs Coordination Efforts 

a. Eariy ctmtact with local/regional public affairs counterparts or d es ig n a te d spokespersons in 
other ageocies/organizatioos is encouraged This will enaUe DoD PAO's to establish a wwking 
tionship with their agency counterparts and nxKe importantly, it will i den tif y DoD pmnts of contact for the 
other agencies. This beemnes important when the lead agencies release information or hold press con- 
ferences regarding c o««tv»tting terrorism operations with DoD involvement. D^ermuiing who rnust be 

coodinated with is a process that wfll be unique to each cwnmand but there are sonte generalities that can 

be aiqdied to aU coinbatting teriwism operations to help you make that deierminaiiaL 
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(1) Operational Channels 

Start with the command's operations section. The operators are inobably already dealing 
with other agencies when planning DoD support They should known which agencies are involved, 
who will have <q)eTational control, etc. 

(2) JoimTasfc Forges 

Is there an established DoD joint task frace in your command area? 

(3) U.S. Embassy 

In ftneign cou»>rrie-<. the U.S. Embassy can put you in touch with appropriate spokes- 
persons for combatting terrtnism operantms in host countries. 

(4) Request Coordinating Instructions 

If you still cannot detennine points of contact in panicipawg agencies for a particular 
combatting tenorism operations, request coordinating mstructitMis when su bmi tt mg proposed public a ffair s 
guidaiice for operatioo through your chain of comthand. Dqiending <r> the nature of the request, it 
would eventually reach OASD(PA) where the request for coordinating in st ru ctkms would be staffed with the 
ap pi op r i ate federal a gencies- 'The response would be seat back through your chain of command. 

b. Coordinating dqiarnnents and agencies at the Federal level in c lu de. ' 

(1) Department of State (all overseas DoD activities) 

(2) Department of Jusuce 

(a) Federal Bureau of Investigation (all (TONUS and selected overseas DoD activities 
where FBI jurisdiction is asserted) 

(b) Drug Enforcement Administration 

(3) Department of the Treasury 

(a) Bureau of Alcohol, Tobacco and Fueartns 

(b) U.S. Customs Service 

(c) U.S. Secret Service 

(4) Department of Ttan^rtation 

(a) Federal Aviation Administration 

(b) U.S. Coast Guard 

(5) United Slates Information Agency 

(6) Department of Energy 

(7) Nuclear Regulatory Commission 

(8) (jerteral Services Admiiustiatian 

c. T^J***« agency above has its own method of granting approval fm release of infcmnabon. 
It is important to understand this when coordinating public affairs activities. All of these ageiKi« require 
that policy be forwarded to the national leveL Remember that the po tential to attract nauonal and 
i m^rnatinnai media attention to the Department of Defease combatting temuism efi^orts has increased 
significantly the deswic tinn of the Marine Barracks in Beirut, the murder of Petty Oflicer Stethem, 
and continuing assaults on DoD personnel in the Eastern Mediterranean region. Keep the chain of 
command mfoimed. 

E. SENSITIVE ISSUES 



MSI 
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PUBLIC AFFAIRS CHECKLIST 

A. PAO FUNCTIONAL CONSIDERATIONS 

The following contains outlines functional considerations for the PAO during a crisis 

management situadoo: 

ctntmr mmmander upon entering the o oer at io ns center. 

2. Establish a (Hiblic affairs plan to include a location for tbe media. 

___ Disseminate information to the news media in aoctvdance with the established plan. 

4. Contnd press releases. 

5 _ Coordinate press releases with commander, other operations center staff aitd higher 

echelon PAO bef«e release. 

6. Control movement of news media personnel with press passes, escorts, etc. 

7. Obtain aiqiroval for the following items from the commander 

fat News releases. 

(b) __ News media personnel to enter outer perimeter. 

(c) __ Release of photographs of suspects, victims, and immediate scene. 

(d) Interviews with anyone other than the commander. 

(e) Direct communication with jness personnel and suspect(s). 

B. FOCUS 

The major public affairs focus of the andtenorist plan should be to ensure accurate informadon is 
provided to all (including news media) and to communicate a calm, measured and reason^le re^tion 

to the nn grting event, ^mmanders should provide the PAO officer complete control over media acuvides. 
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appendix bb 


DoD THREATCON SYSTEM 


SECTION I 

BASIC THREATCON PROCEDURES 


A. GENERAL 

1 . The threat condidoas (THREATCONs) 

ootlin^ below describe tire progr^ve level of a 

teiTOrist threat to all U^. military faciUties, 
and persmmel onder DoD Direc-tiveO- 
7000.12 (reference (a)). As approved by the Joint 
of Staff, the tenninolosy and definitions 
are recommended security measures desigi^ to 
ease inter-Service coordination and support of 
U,S. Military anthemKism activities. 

2. The purpose of the THREATCON 
system is accessibility to, and easy dissemination 
of, app ro p riate informatirMi. The declaration, re- 
duction, and cancellation of TKlEATCONs 
remains the exclusive lespcmability of the com- 
manders specified in the order. 

3. While there is no direct ctnrelatren be- 
tween threat infornution. (e.g.. Intelligence 
Summaries, Warning Reports, and Spot 
Repents), and THREATCONs, such information. 

coupled with the guidance provided below, asasts 

commanders in making prudent THREATCON 
THREATCONs may also be suf- 
fixed with the geographic area deemed at tisk. 

4. Once a THREATCON is declared, the 
security measures are implemented im- 
mediately. Directive DoD 0-2(XX).12 (reference 
(a)) r e c or runf i n ded measures are: 

B. THREATCON NORMAL 
THREATCX)N normal exists when a 

general threat of possible terrorist activity exists, 
but warrants <mly a rootitre security posture. 

C. THREATCON ALPHA 

1. THREATCXM4 ALPHA yplie s whCT 

there is a general threat of possiWe terrorist 
activity personnel and f ac i l it i e s, the na- 

ture and extent of which are unpredictable, wd 
drcumstances do not justify fiiD implementation 
of THREATCON BRAVO measures. 

2. It may be necessary, however, to 
implement certain measures from higher 
THREATCONS resulting from intelligence 
received or as a deterrent The measures in tte 
THREATCON must be capable of being main- 
tained indefinitely. 



D, THREATCON BRAVO 


1. THREATCON BRAVO applies when 
an increased and more predictable threat of ter- 
rwist activity exists. 
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APPENDIX CC 

PERSONNEL SEARCH TECHNIQUES 


A. INTRODUCTION 

During the coarse of higher alert states, it may be necessary to augmeat the security force with 
addihooal personnel who have not received as much training in law enforcement techniques as their regular 
security personnel counterparts. The infomation provided below is intended U) be used a reference material 
in conjunction with additit^ field training for regular and harJnrp security petsonneL 


(5) Half<leiiciied hands 
(fi) Any medical dressings. 

(7) Any bags or cases carried. 

(8) Walking sticks, umbrellas, 
crutches, etc. 


B. GENERAL SEARCH TECHNIQUE 

1. Position the petstm being searched out 
from a wall (or car) with kgs apart ark hands 
apingr the waU in a leaning positiai, in such a 
way that he catmot move without falling down, 
<7 can be easily knocked over. 

a. The searcher should always work 
from behind. 

b. Two searchers should be employed, 
one searching and the other covering. 

c. All searches are conducted in a 
business-like manner with conversation limited 
to requests and/or instruction necessary for 
conduct of the search. Extend proper respect to 
all personnel being searched; the aim is u> 
provide security without creating animosities that 
could develop into trouble in the future. 

C. TYPES OF SEARCH. 

1. There are two types of search: 

a. Quick body search or frisk. 

b. Detailed body search. 

D . QUICK BODY SEARCH OR FRISK 

1. The frisk is used either as a preliminary 
search to detect weapons, or as the uaial from of 
search in a low thr^ area (perhaps 1 out of 10 
people can be selected for the detailed search). 

a. Follow a logical sequence from 
head to toe. Use both hands and stroke (rather 
than pat) all clothing. If possibk, for quick body 
searches, a metal detection system should be 
used. 

b. The following areas should be care- 
fully checke± 

(1) Hair, and in or under hats. 

(2) Armpits. 

(3) Inside kgs. 

(4) Groin or croidi area. 


(9) Shoes/boots. 

E. DETAILED BODY SEARCH. 

1. Where possibk. a ^lecial room or area 
should be set aside for this; a doctor and femak 
searcher should also be in attendance. The 
following sequence should be used: 

a. Establish identity. 

b. Establish ownership tt> baggage. 

c. Invite person to turn out all 

pockas. 

d Invite person to remove all clothes, 
jewelry, watches, etc. 

e. Iruqrea body from bead to foot, 
paying special attention to hair, ears, mouth, 
te^ body orifices, crotch, groin, between toes, 
etc. 

f . Examine clothing, paying particular 
attention to linings, seams, buttons, belts, shoe/ 
boot soles and heels, etc. 

g. Examine contents of pockets. 

h. Examine baggage and other articks 
(sticks, umbielias. etc.) 

F. REMEMBER ALWAYS 

1. WOMEN MUST SEARCH WOMEN; MEN 
MUSTSEARCHMEN. 

2. Watch for facial reactions, nervousness, 
or sweating. 

3. Worit in pairs and search each individual 
sqnrately. 

4. Be courteous. 
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APPENDIX BE 

FORCE PROTECTION DESIGN CONSIDERATIONS 


A. INTRODUCTION 


1. The following is derived from DOD Security Engineering manuals 
to aid engineers and planners in identifying key parameters that may affect 
analyses of physical security aspects of terrorist threats and measures to 
mitigate threats; Use source materials for detailed investigation and 
preliminary design considerations involving systems security engineering for 
threat remediation. 

2. The material in this appendix is for educational purposes. The 
intent is to illustrate how creative use of physical security equipment and 
environmental design techniques can enhance security of DOD personnel 
and resources. This appendix is not authoritative and should be used with 
discretion; however, the directives and technical manuals from which 
information is derived are authoritative in nature. Installation and facility 
physical environments have tremendous bearing on physical security 
designs. Tactics and operational techniques for employing terrorist 
weapons, as well as physical security equipment to defeat such efforts, also 
have significant bearing on detailed design, construction, and operation of 
installations and facilities. 

3. Feedback is encouraged from commanders, and AT/ FP, 
engineering, and security staffs to make this material more useful. 

B. MINIMUM LEVELS OF FORCE PROTECTION CHECKLIST 

1. Table EE-1 provides basic facility defensive measures for 
consideration. These measures offer capabilities at low cost through 

EE-1 

FOR OFFICIAL USE ONLY 



application of effective layout or prudent use of elements not specifically 
required for protection. They also facilitate future upgrades and may deter 
acts of aggression. 


C. MINIMUM THREAT PARAMETERS 

1. The physical threat should be described in terms of tactics, tools, 
weapons, and explosives associated with attacks against DOD assets. 

Table EE-1. Minimum Levels Checklist^ 


Site Work Elements: 



* Data Derived from Anny TM 5-85.^-2. Vol. 2 (SECD). Table 2-1. p 2-2 
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Building Elements: 
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